Comments on Web Services Security Core Specification Draft 05, 2 Dec 2002

Tim Moses

General

Line 134 says that: “The focus of this specification is to describe a … security language”.  

The current document does not convince one that this has been achieved.  In fact, it is probably too ambitious a goal for the time available.

If this is really the goal, then I recommend separate sections on: vocabulary, grammar and common phrases.  The vocabulary section would define the syntax and semantics of the top-level elements in wsu and wsse.  The grammar section would define constraints on the relationships amongst the elements of the vocabulary (e.g. that the <Created> and <Nonce> elements always appear together) and the phrase book would contain the profiles.

Better to just drop this as a goal
. 

Instead, early in the document, there should be a section explaining that wsu and wsse contain definitions of primitive elements that can be constructed into security protocols.  And that the primitive elements are going to be introduced and explained by using them in example protocols.

Extension schema

It is stated in a number of places (e.g. line 517) that protocols that extend the vocabulary are to be “based on schema”.  The language used here doesn’t make it clear whether or not this is normative.  However, the protocols specified in the document (notably line 481 are NOT based on a schema.  We have been told that this is impossible.  If this is true, why is it a requirement (line 517)?  On the other hand, I cannot see why it is impossible.  For instance, 

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema targetNamespace="urn:oasis:names:tc:wss:1.0:protocols:username" xmlns:un="urn:oasis:names:tc:wss:1.0:protocols:username" xmlns:wsse="http://schemas.xmlsoap.org/ws/2002/xx/secext"  xmlns:wsu="http://schemas.xmlsoap.org/ws/2002/xx/utility" xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" attributeFormDefault="unqualified">

<xs:import namespace="http://schemas.xmlsoap.org/ws/2002/xx/secext" schemaLocation="D:\My Data\Standards\WS Sec\core v04.xsd"/>

<xs:import namespace="http://schemas.xmlsoap.org/ws/2002/xx/utility" schemaLocation="D:\My Data\Standards\WS Sec\Utility.xsd"/>

<xs:element name="UsernameToken" type="un:usernameTokenType"/>

<xs:complexType name="usernameTokenType">


<xs:sequence>



<xs:element name="wsse:Username" maxOccurs="unbounded"/>



<xs:element ref="un:PasswordBlock" minOccurs="0"/>


</xs:sequence>

</xs:complexType>

<xs:element name="PasswordBlock" type="un:PasswordBlockType"/>

<xs:complexType name="PasswordBlockType">


<xs:sequence>



<xs:element ref="wsse:Password"/>



<xs:element ref="wsu:Created"/>



<xs:element ref="wsse:Nonce"/>


</xs:sequence>

</xs:complexType>
</xs:schema>
Approximately defines the structure of the Username token.  Obviously, the schema is not sufficient on its own; supporting text is required to specify the bahaviour for creating and processing the data structures.

Identifying profiles

Profiles have to be defined; not just their syntax, but also their semantics.  Therefore, an XML namespace declaration containing the location of the profile’s schema definition may be insufficient to identify the plain-language definition of the profile’s semantics.  How is this to be accomplished?

Technical

Section 6.1.1. defines a security protocol, in contradiction to the statement in para 2 of Section 1.1.  Security protocols are enormously difficult to get right.  So, this specification should reference well-established security protocols, not define new ones.  Comparison has been made between the security protocol defined here and the one defined by “HTTP basic authentication”.  There is one very significant difference: HTTP basic authentication is a multi-pass protocol.  So, it does not follow that the mechanism described here has the same properties as HTTP basic authentication.

Line 521:  “All compliant implementations MUST be able to process a <wsse:UsernameToken> element.”  More has to be said about what a conformant implementation has to do with this element.  A conformant deployment should not be required to implement a security policy in which clear-text passwords are acceptable.

Editorial

Schema

The wsse schema posted on the Web site does not validate “out of the box”.  Only simple modifications are required to make it verify.  However, it would be helpful if it were to validate “as is”.  The +/- “expansion/contraction” symbols have to be deleted and one of the import commands has an incorrect schemaLocation filename
.

There are inconsistent naming conventions in use.  The type definition of the Password element is called PasswordString.  Elsewhere, the name of type definitions end in “Type”
.

Specification

Consistent scope: The last sentence of para 2 of the Abstract indicates that “origin authentication” is a service supported by the vocabulary defined in the specification.  However, the first sentence of para 2 of Section 1 does not list “origin authentication” amongst the services provided by the specification.  I assume this is a mistake in Section 1.  By the way, the items listed in Section 1 are “services”, not “mechanisms”.

Section 2.3.  Trust is a transitive verb or an abstract noun, not a characteristic.  How about these (more succinct) definitions:

Policy: a set of rules governing the bahaviour of all classes of entity in a system.

Trust domain: a set of system entities that adhere to a policy.

Trust (abstract noun): the belief by one system entity that another system entity is a member of a trust domain.



Section 2.  A convention for embedding references in the text would aid readability.  E.g. [X509], to indicate a reference to the X.509 specification in the references section.  Using a coloured font doesn’t help those who print the document in black and white.

Section 2.3.  A “Claim” is defined as a “declaration by a client”.  More commonly, a Claim is “asserted by an authority”.  The client may not even know that the assertion has been made
.

Througout: “Receiver” has been changed to “Recipient”.  Should “Receiving application” also be changed to “Recipient”?

Througout: The word “entry” is used here and there.  I think it is supposed to mean the same as “element”.  The word “element” is more conventional.

Section 2.3.  If Proof of Possession is to be used with symmetric systems, then it is not only “known to the claimed identity”; it may also be know to the claim verifier.  Can an “identity” know something?

Section 3.  Most of Section 3 is not written in a normative style.  Its material appears to be informative, and therefore, the section should be marked “non-normative”.  Section 3.3 suddenly slips into normative language.  So, (perhaps) it should be moved to another section (one marked “normative”).  Why not mark all sections to indicate whether the material they contain is normative or informative?  In many places throughout the document, the word “can” is used.  Normative sections should use only the words listed in section 2.1.

Suggested wordings

Section 3.1.  This document specifies an abstract message security model in terms of security tokens combined with digital signatures to protect and authenticate SOAP messages. Security tokens assert claims and can be used to assert the binding between authentication secrets or keys and security identities. An authority can vouch for or endorse the claims in a security token by using its key to sign or encrypt the security token thereby enabling the authentication of the claims in the security token.

Section 4: Mention that intermediaries may have to validate signatures without having access to the schema.

Section 5.  Are round brackets supposed to indicate synonyms?  For instance, The <wsse:Security> header block provides a mechanism for attaching security- related information targeted at a specific recipient, in the form of a SOAP role.

Section 6.1.1.  Password digest is spelt variously: Password_digest and PasswordDigest
.

Line 514: This optional element specifies the time (according to the originator) at which the password digest was created
.

Section 6.2.2 (and similar sections throughout) claims that this specification describes processing rules.  Why not include an explicit reference to the section where the rules are described.

Section 6.2.3.  Profile specifications MUST describe the rules  for creating and processing specific binary security token formats
.

Line 592.  Add: “Profile specifications MUST define the ValueType value for the tokens that they define
.”

Line 604.  “When a <wsse:BinarySecurityToken> is included in a signature”  Does this mean “included in the scope of a signature” or “included in a signature element”?

Section 7.3 contains a forward reference to key names.  Why not put a list and short discussion of the available options before the sections that elaborate the options?

Section 7.3.  Some use-cases require that two parties agree on the method for deriving a key identifier from a key.  Does this apply here?  If not, let’s say so.

Line 765.  “Additionally, defined are the following convention for e-mail addresses, which SHOULD conform to RFC 822: EmailAddress=ckaler@microsoft.com”  This doesn’t look like the definition of a convention.  The thing that is important to cite is the matching rule for each name type.

Line 778.  After the list, state that processing stops as soon as one key has been located.

Section 8.2.  This material sounds like non-normative Security Considerations
.

Section 8.3.  “Validation” and “Verification” appear to be used interchangeably.  Better to choose one word and use it consistently
.

Line 1035.  The explanation should say that the contents of this element is the encoded version of the SubjectKeyIdentifier octet string from the X.509 certificate.

Section 9.4.1.  I think step 1 should say: “Create a <Security> header
”.

Line 1079.  The reference should be to Section 9.3
.

Line 1088.  Refers to an “encryption header”.  If this means a <Security> element that contains child elements from the xenc namespace, then that is what it should say.

Line 1010.  Under some policies, the recipient may discrd stale messages.
Section 10.1.  The explanation could be laid out more clearly.  Why not introduce the elements <Created>, <Delay> and <Expiration> (in this order) in this section, and use the same order in the subsections?

Line 1207.  Claims to be a “schema outline”.  Exactly the same format was an “illustration or overview of the syntax” in other sections.  Better decide what it is and use a consistent description throughout.

Section 12.  Need to add: “unsupported namespace
”.

Section 16.  RFC 3280 is the more appropriate reference for X.509
.

Various wording suggestions:

Line 17. This specification describes enhancements to the SOAP messaging to provide protection through message integrity,
 

Line 124.  providing a security token path associated with the keys

Line 127.  enable applications to conduct secure SOAP message exchanges.



Line 132.  significant efforts must be applied to ensure that security protocols constructed using this specification are not vulnerable to any one of a wide range of attacks.



Line 192.  A signature is a cryptographic binding between a proof-of-possession and a digest.

Line 206.  business entities, e.g. companies, divisions and business units,

Line 255.  ensure that messages are received without modifications.



Line 261.  within a <wsse:Security> element.

Line 331.  user’s password;



Line 359.  included in the scope of the signature.



Line 400.  headers of this type


Line 402.  targeted for its SOAP node



Line 405.  header block MAY omit  Ditto throughout this paragraph.



Line 417.  order is appropriate.



Line 446.  All compliant implementations MUST declare which profiles they support and MUST be able to process a <wsse:Security> element including any sub-elements which may be defined by that profile.



Line 452.  This chapter specifies some types of security tokens and how they SHALL be attached to messages.

Line 460.  is not limited to the actual password.



Line 608.  prefixes be declared



Line 700.  This specification does not define any processing rules around the usage of this attribute, however, specifications for individual token types MAY define specific processing rules and semantics around the value of the URI and how it SHALL be interpreted. If this attribute is not present, the URI SHALL be processed as a normal URI.

Line 720.  element SHALL be placed

Line 783.  The validation of an XML signature that uses a SecurityTokenReference to identify the key that may be used to verify the signature, supports the confirmation


Line 790.  the elements to be signed.

Line 803.  as well as who authorized each step in the process.

Line 815.  The <wsse:Security> header block MAY be used to carry a signature compliant with the XML Signature specification within a SOAP Envelope for the purpose of signing one or more elements in the SOAP Envelope. Multiple signatur e entries MAY be added into a single SOAP Envelope within the <wsse:Security> header block. Senders SHOULD take care to sign all important elements of the message, but care MUST be taken in creating a signing policy that will not sign parts of the message that might legitimately be altered in transit.



Line 826.  content of the <wsse:Security> header block. All the <ds:Reference> elements

Line 847.  validation of a <ds:Signature> element inside an <wsse:Security> header block SHALL fail


Line 858.  only the message body is signed.

Line 908.  the recipient or a symmetric key carried in the message in an encrypted form
.

Line 910.  Specifically, is the specification describes


Line 913.  MUST prepend a sub-element to the <wsse:Security> header block.  for the recipient that is expected to decrypt these encrypted portions. The combined process of encrypting portion(s) of a message and adding a sub-element referring to the encrypted portion(s) is called an encryption step hereafter. The sub-element should contain enough information for the recipient to identify which portions of the message are to be decrypted by the recipient
.

Line 929.  Although in XML Encryption, <xenc:ReferenceList> was originally designed to be used within an <xenc:EncryptedKey> element (which implies that all the referenced <xenc:EncryptedData> elements are encrypted by the same key), this specification allows that <xenc:EncryptedData> elements referenced by the same <xenc:ReferenceList> MAY be encrypted by different keys. Each encryption key SHALL be specified in <ds:KeyInfo> within individual <xenc:EncryptedData>.

Line 961.  When the encryption step involves encrypting elements or element contents within a SOAP envelope with a symmetric key, which is in turn to be encrypted by the recipient’s key and embedded in the message, <xenc:EncryptedKey> MAY be used for carrying such an encrypted key. This sub-element SHOULD have a manifest, that is, an <xenc:ReferenceList> element, in order for the recipient to know the portions to be decrypted with this key. An element or element content encrypted by this encryption step MUST be replaced by a corresponding



Line 1011.  SHALL be used



Line 1058.  For example, if an <xenc:EncryptedData> element in an  <S:Body>



Line 1088.  SOAP envelope containing encryption header elements,



Line 1101.  However, when a signature is included in one <wsse:Security> header and the encryption data is in another <wsse:Security> header, the proper processing order may not be apparent.



Line 1104.  If the sender wishes to sign a message that MAY subsequently be encrypted by an intermediary, then the sender MAY use



Line 1109.  It is often important for the recipient to be able to determine the freshness of a message.



Line 1115.  making assessments about time based on three factors: creation time of the message, transmission checkpoints, and transmission delays and their local time.



Line 1116.  To assist a recipient in making an assessment of staleness, a requestor may wish to indicate a suggested expiration time, after which the recipient should ignore the message. The specification provides XML elements by which the requestor may express the expiration time of a message, the requestor’s clock time at the moment the message was created, checkpoint timestamps (w hen a SOAP role received the message) along the communication path, and the delays introduced by transmission.



Line 1132.  This specification provides several tools for recipient s to process the expiration time presented by the requestor. The first is the creation time. Recipients can use this value to assess clock skew.



Line 1141.  evaluating clock skew.



Line 1146.  delay times


Line 1148.  expiration time.



Line 1154.  This element's value represents an expiration time.  Its type is specified by the ValueType attribute.

Line 1158.  This optional attribute specifies the type of the time data. This is specified as the XML Schema type. Its default value is xsd:dateTime.



Line 1165.  The recipient, therefore, MUST make an assessment



Line 1171.  clock skew.  One suggested formula for estimating skew is



Line 1196.  Specifically, it uses

Line 1226.  discard any message that has passed its expiration. A Fault code (wsu:MessageExpired) SHOULD be returned if the recipient wants to inform the requestor that its message was expired. 


�Your explanation does not give a good reason. The schema will also give the basic constraints. No chnage


�We have not yet chosen a name yet.


�Hmmm. please tell us the tool you are using ?


�Will correct


�Why are you defining Policy as you can have trust w/o policy. You have now complicated these definitions. Need to discuss


�A claim can be a statement a client makes and that claim can then be attested to by a authority it does not have to be asserted by an authority


�No change


�Corrected


�Corrected


�Corrected


�Not sure your point here as intermediaries are not special, no change


�Corrected


�Corrected


�Corrected


�We have not chosen a name for these subsequent specs yet, so no change


�Corrected


�There are a lot of different use cases, I don't believe we should list them all here


�This is shown as an example


�Corrected


�Very little is non-normative, will rove the little that is to security considerations section


�Corrected


�Corrected


�Corrercted


�Corrected


�Corrected


�Need to discuss


�Corrected


�Need to discuss


�corrected


�Corrected


�Corrected


�Corrected


�Corrected


�Corrected


�Corrected


�Corrected


�Corrected, but can use either


�Correected


�Corrected


�Corrected


�Corrected


�Corrected


�Corrected


�Corrected


�Corrected


�Corrected


�Corrected


�Corrected


�Corrected


�Corrected


�Corrected


�Corrected


�Corrected


�Corrected


�Corrected


�Coreected


�Corrected


�Corrected


�Corrected


�Corrected


�Correected


�Corrected


�Corrected


�Corrected


�Corrected


�Corrected


�Corrected


�Corrected


�Corrected


�Corrected


�Corrercted


�Corrected


�Corrected


�Corrected


�Corrected


�Corrected





