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Abstract:

This document specifies a set of symbols that may be used as values of the Usage attribute of a Security Token Reference. 

Status:
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1 Introduction

The Web Services Security: SOAP Message Security specification [WSS] defines the use of the <wsse:SecurityTokenReference> element to indicate or enclose a security token. It also defines an optional Usage attribute of this element of type URN. The intent of the Usage attribute is to indicate the usage of the token or the relationship the indicate subject has to the overall message or message exchange. The Usage attribute tells the receiver what use to make of the claims in the token. The WSS specification does not define any values for the Usage attribute.

This specification defines a number of Usage attribute symbolic values and their associated usage. The actual protocols or combination WSS mechanisms to be applied in order to demonstrate that a particular set of claims actually has the usage claimed is not specified by this document. 

2 Notations and Terminology

This section specifies the notations, namespaces, and terminology used in this specification.

2.1 Notational Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in RFC 2119.

Commonly used security terms are defined in the Internet Security Glossary [SECGLO]. Readers are presumed to be familiar with the terms in this glossary as well as the definitions in the Web Services Security specification.

2.2 Namespaces

Namespace URIs (of the general form "some-URI") represents some application-dependent or context-dependent URI as defined in RFC 2396 [URI]. This specification is designed to work with the general SOAP [SOAP11, SOAP12] message structure and message processing model, and should be applicable to any version of SOAP. The current SOAP 1.1 namespace URI is used herein to provide detailed examples, but there is no intention to limit the applicability of this specification to a single version of SOAP.

The namespaces used in this document are shown in the following table (note that for brevity, the examples use the prefixes listed below but do not include the URIs – those listed below are assumed).

	Prefix
	Namespace

	S11
	http://schemas.xmlsoap.org/soap/envelope/

	S12
	http://www.w3.org/2003/05/soap-envelope

	wsse
	http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecuritysecext-1.0.xsd

	wsu
	http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurityutility-1.0.xsd


The URLs provided for the wsse and wsu namespaces can be used to obtain the schema files.

3 Usage Attribute Values

Implementations that support this profile MUST use the following symbols to indicate the corresponding usage type or types. The usage types are deliberately aligned with the OASIS eXtensible Access Control Markup Language (XACML) Version 2.0 [XACML]. However there is no requirement than implementations supporting this profile make any use of XACML.

This profile does not specify any mechanisms for assuring that the claimed usage is appropriate.

3.1 Values

Note that the URI fragments below are relative to the URI for this specification.

	URI
	Description

	#AccessSubject
	This identifier indicates the system entity that initiated the access request. That is, the initial entity in a request chain. If the Usage attribute is omitted or the value is not specified, this is the default value.

	#RecipientSubject


	This identifier indicates the system entity that will receive the results of the request (used when it is distinct from the access-subject).

	#IntermediarySubject


	This identifier indicates a system entity through which the access request was passed. There may be more than one. No means is provided to specify the order in which they passed the message.

	#Codebase


	This identifier indicates a system entity associated with a local or remote codebase that generated the request. There may be more than one. No means is provided to specify the order in which they processed the request.

	#RequestingMachine


	This identifier indicates a system entity associated with the computer that initiated the access request.


4 Security Considerations

In general the security considerations for usage attributes are the same as for other information in the security header. However because of the way the STR Dereference Transform is defined the following rules SHOULD be observed when <wsse:SecurityTokenReference> elements containing Usage attributes are signed, in order to ensure that the Usage element is integrity protected.

· When embedded references are used, the STR Dereference Transform SHOULD NOT be used.

· When a reference type that unambiguously specifies the specific token is being referred to, the STR Dereference Transform SHOULD NOT be used.

· When a reference type is used that is potentially ambiguous as to which token is being referred to, the STR should fall under the signature twice, once using the STR Dereference Transform and once not using it.
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6 Notices

OASIS takes no position regarding the validity or scope of any intellectual property or other rights that might be claimed to pertain to the implementation or use of the technology described in this document or the extent to which any license under such rights might or might not be available; neither does it represent that it has made any effort to identify any such rights. Information on OASIS's procedures with respect to rights in OASIS specifications can be found at the OASIS website. Copies of claims of rights made available for publication and any assurances of licenses to be made available, or the result of an attempt made to obtain a general license or permission for the use of such proprietary rights by implementors or users of this specification, can be obtained from the OASIS Executive Director.

OASIS invites any interested party to bring to its attention any copyrights, patents or patent applications, or other proprietary rights which may cover technology that may be required to implement this specification. Please address the information to the OASIS Executive Director.

Copyright  © OASIS Open 2004. All Rights Reserved.
This document and translations of it may be copied and furnished to others, and derivative works that comment on or otherwise explain it or assist in its implementation may be prepared, copied, published and distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice and this paragraph are included on all such copies and derivative works. However, this document itself does not be modified in any way, such as by removing the copyright notice or references to OASIS, except as needed for the purpose of developing OASIS specifications, in which case the procedures for copyrights defined in the OASIS Intellectual Property Rights document must be followed, or as required to translate it into languages other than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its successors or assigns.

This document and the information contained herein is provided on an “AS IS” basis and OASIS DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

Copyright © 2002 OASIS. All rights reserved.

Page 1 of 1
2
wd-spectools-word-sample-03

12 June 2002

Copyright © OASIS Open 2002. All Rights Reserved.

Page 1 of 10

