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This document captures the issues that were raised as a result of ebXML Registry access control use cases to XACML by Suresh on July 18, 2001.

1. Group vs. role: 

(a) Is there a real need for both? Can we just do with role? I said that roles are attributes of Principals, whereas groups are collections of Principals, and at least from a usage point of view they are different. There is much discussion on the topic in the XACML mailing list, with the consensus leaning towards, “yes, they are different.” Ideas are welcome.

(b) Roles/groups definition. Can be dynamic? If so, how does access control policy accommodate it?

2. Access Rights of RegistryAdministrator

(a) Is AccessControlPolicy a RegistryEntry?

(b) What are the access rights of RegistryAdministrator to access the “access control policy” itself? Do we not need a default access control policy that will cover this part? Is there a need for customizable access control policies for the RegistryAdministrator? This is an issue ebXML Registry should address with a use case.

3. Interpreting ebXML RIM lines 830-832 that states “Every RegistryObject is associated with exactly one AccessControlPolicy which defines the policy rules that govern access to operations or methods performed on that RegistryObject” caused some discussion. Are these operations the lifecycle operations (submitted, approved, deprecate, remove) operations only, or any other operations on the RegistryObject. Registry RIM doesn’t specify as far as I can see? In which case, should we specify and limit these operations? We have use cases for Read-Only access etc. Should this use case be generalized to “Restricting access to operations?”

4. Integration of AccessControlPolicy schema with Registry.dtd schema

5. Bindings for and enforcement of AccessControlPolicy. How?

6. Sharing AccessControlPolicy among RegistryObjects. Inheritance or delegation structure? Package?

