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Summary

A user or process in an online environment makes a request of an online server. A policy is evaluated to determine if the access should be allowed. Elements within the server act as a Policy Enforcement Point, either allowing or denying access.

Scope

The scope includes any online server application environment, such as HTTP; Java Applications, including Servlet, Java Server Pages and J2EE; and CORBA. It could also apply to other Internet protocols, such as ftp or pop3. It could apply to legacy environments, such as mainframe transaction processing. It could also apply to emerging environments, such as XML Protocol. The access control is typically non-discretionary, but many of the existing schemes are based on discretionary methods, e.g. ACLs.

Actors
· System Entity that originates the request,

· Server (PEP), 

· PDP

Assumptions

Non-technical Factors

Many of these environments have existing access control schemes associated with them. However the existence of a number of third party Access Management products with capabilities not present in the existing schemes suggests that they do not completely meet user requirements. Furthermore, since distributed applications are often built with a combination of these technologies, the use of multiple schemes is both inconvenient and error prone.

Process Sequence

Primary Process Flow

1. System Entity makes application request to Server containing PEP

2. PEP requests policy decision from PDP specifying target (local or remote)

3. PDP locates all applicable policies

4. PDP obtains necessary policy inputs from PIP (local or remote)

5. PDP evaluates policy to determine if access should be allowed

6. PDP informs PEP of decision

7. PEP permits action or returns error

8. [Optional] PDP makes determination to record information in Audit trail base on same or different inputs

Targets

The target of a request depends on the environment. In a Web environment it is an HTTP or HTTPS URL or the path component of the URL. This may be qualified by the HTTP operation specified, however this may be omitted because it is not possible in general to determine what the semantic of the particular request may be, e.g. Read or Write. In a remote invocation environment, the request typically specifies a method on an object. However, EJB security makes it possible to distinguish among different signatures on the same method. There is also utility to providing for targets that are arbitrary strings that may be meaningful to an application.

Conditions

The decision to allow access may be based on any or all of the following criteria.

· User possess a specified attribute (member of organization)

· User possesses a specified attribute with a specified value (member of Admin group)

· User possesses a specified numeric attribute that matches a numeric test against a constant (transaction limit > 1000)

· Current time is in specified range (between 9AM and 5PM)

· Current day of week is as specified (Saturday or Sunday)

· Client IP Address or DNS name is as specified 

· Server IP Address or DNS name is as specified

· User authenticated using specified method (PKI)

· Connection is protected (TLS in use)

It should be possible to combine these conditions using the standard Boolean operators.

The normal consequence of policy evaluation is to allow or deny access. A policy decision may also be made to generate an Audit Trail record corresponding to the request. In this case, all the above criteria may be used and in addition:

· Was the request allowed or refused

Audit could be a provisional result of the decision, however this is inconvenient for two reasons:

1. The final criterion mentioned applies to the audit decision and not to the authorization decision.

2. It is frequently desired to enforce access control and not audit or generate audit records without checking access.

For both of these reasons it is simpler to have distinct Authorization and Audit Trail policies, instead of treating them as multiple consequences to a single policy.

Flow Diagram
Key Points

· A wide variety of resources can the target of the policy.

· Policy inputs include many other factors than subject attributes. In fact subject attributes may not be used at all in some decisions.

· The protocol used to make the request is irrelevant to the policy decision, except for its security properties

Alpha Process Variant
It is also possible to support lazy Authentication. This is an explicit part of the HTTP and Servlet protocols. In step 4, if the PDP determines that authenticated subject attributes are a required policy input and the user has not previously authenticated, he or she may be challenged to authenticate at that time.

Flow Diagram

Key Points

· Lazy Authentication

Beta Process Variant
Another variant occurs when the PDP recognizes that the policy evaluation failed because some factor that the requestor may be able to alter. Examples include:

· An insufficiently strong authentication method was used, or

· The communications channel is inadequately protected.

By signaling the problem to the application or the user, it may be possible to remedy the deficiency.

Even when user action is not required, it may be desirable for performance reasons to only gather certain inputs once it is known they are needed. For example, a reverse DNS lookup of the client’s IP address may be omitted unless specifically required.

Flow Diagram

Key Points

· Detailed feedback of reasons for failed policy evaluation

Glossary

References
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Terse Description: Policies are distributed from PRPs to PDPs
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Summary

Previously created or modified policies are transferred from a Policy Retrieval Point (PRP) to a Policy Decision Point.

Scope

The scope includes any environments where PDPs utilize policies made available from a PRP.

Actors
· PRP 

· PDP

Assumptions

Non-technical Factors

Process Sequence

Primary Process Flow

1. In this use case, the PDP simply requests policies from the PRP. The PDP might initiate the request based on elapsed time since the last update or some other criterion.

Flow Diagram
Key Points

· A reliable protocol to upload policies.

· The type of policy representation is irrelevant.

Alpha Process Variant

In this case, the PRP notifies the PDP that new policies are available. The PDP can then request the policies as in the previous case.

There are two reasons for this scenario as compared to having the PRP push policies to the PDP.

1. The PDP may be resource constrained. This allows it to control when and how it updates its policies.

2. The second part of the protocol is exactly the same as the Simple Pull, thus simplifying specification, implementation and testing.

Flow Diagram

Key Points

· PDP is notified when policies have changed.

· PDP controls the transfer process.
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Summary

A PEP formulates a SAML request for an Authorization Decision, by specifying the policy inputs that apply. A PDP replies with an assertion that also specifies the policy inputs applied to the decision. 

The PDP may also request the necessary input values from a PIP, which in turn returns the values.

Scope

The scope includes any environments where SAML Authorization Decision Requests and Assertions are used or where a PIP is located remotely from a PDP.

Actors
· PEP

· PDP

· PIP

Assumptions

Non-technical Factors

Process Sequence

Primary Process Flow

1. A PEP requests a SAML Authorization Decision Assertion, specifying the policy inputs.

2. The PDP determines that it lacks some of the inputs required for policy evaluation. It requests additional data from the PIP.

3. The PIP replies with the necessary inputs.

4. The PDP evaluates the relevant policies and issues the Authorization Decision Assertion, specifying the policy inputs utilized.

Flow Diagram

Key Points

· A syntax to identify policy inputs and specify their values.

Glossary
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