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Summary: Access control policies from stove-piped systems as well as multiple access management systems that may exist inside an enterprise must be brought together an analyzed for policy consistency and adherence to corporate and industry rules and regulations.

Scope: Web and legacy applications, Custom business applications, packaged applications, third party access management systems, operating system and network security policies

Actors: 

Originating System: Applications or systems maintaining the access control policies

Policy Aggregator: System responsible for aggregating and analyzing the access control policies.

Administrator: User of the Policy Aggregator system

Assumptions: Access control policies and policy models can be extracted from the Originating Systems

Non-technical Factors: In a B2B scenario, not all systems may be contained in the same enterprise and there may be issues extracting policy from those systems.

Process Sequence

Primary Process Flow:

1. Policy and Policy Model are extracted from the Originating System

2. Policy and Policy Model are transformed into a format that is understood by the Policy Aggregator

3. Policy and Policy Model are fed into the Policy Aggregator

4. Administrator analyzes the policies contained in the Policy Aggregator

Key Points:

Each Originating System may employ different policy models

Policy elements could be represented differently in each system and naming schemes could be arbitrary

