Provision User for Third Party Service


Title:	Provision User for Third Party Service


Terse Description:	Create an account, profiles, and policies on behalf of a user in a managed, third party service.


Version:	v0.1


Submitted by: 	Gilbert W. Pilz Jr.


Date: 	September 7, 2001


Summary


Service Aggregators provide a central locus through which users can subscribe to and access an array of individual services. These services may be provided within the Service Aggregators organization or by independent, third party organizations. This use case describes the process whereby a user is provisioned for a service.


Scope


User account/profile creation, authorization attributes queries, authorization policy creation.


Actors


Administrative User


Third Party Service PIP Entity


Third Party Service Attribute Authority


Third Party Service PDP Entity


Aggregation Entity


User


Assumptions


The Service Aggregator and the Third Party Service Provider have a business relationship. Portions of this business relationship are reflected in the establishment of a trust relationship (implemented by the “appropriate” security protocols, exchange of keys and/or certificates, etc.) between the Service Aggregator and the Third Party Service. This trust relationship enables the Administrative User (hereafter called Admin) to create objects and manage policies with the Third Party Service. Establishment and maintenance of this trust relationship is out of the scope of this use case.


Prior to this use case a “company” container object was created for this user. This container object serves to group and scope the individual users for the purposes of billing, auditing, and authorization. The creation of this company container is covered under the “Subscribe User Organization to Third Party Service” use case.


Also implicit in this use case is the notion that the User has an existing account with the Aggregator. The account being created in this use case refers to the sub-account within the Third Party Service and not the primary account with the Aggregator.


Non-technical Factors


[TBD]


Process Sequence


Primary Process Flow


A user requests to be provisioned for a particular service. This request may be accompanied by modifiers such as “I need to be added to the ‘Auditors’ group for this service”. After reviewing and verifying the request, the Admin, acting through the Aggregation Entity, provisions the user for the requested service. This process may involve several steps. The ordering of these steps may vary between services but in general they involve.


The Admin creates an account for the user. This account should exist within the context of the previously created company container.


The Admin queries the Third Party Service PIP, PDP, and Attribute Authorities for the list of attributes relevant to the new user account.


The Admin assigns the proper authorization attributes to the newly created account. These authorization attributes are bounded by those permitted to be assigned by the aggregator, those permitted to users within the company container, and those requested by the originating user.


The Admin creates and assigns the authorization policy that controls who is allowed to modify or delete the newly created account.


The Aggregating Entity records the details (such as user name, designated name, etc.) of this account for later use during service access, billing, and auditing.


Flow Diagram


[TBD]


Key Points:


Scalability and life cycle considerations prevent the Aggregation Entity from recording the authorization attributes (groups, roles, etc.) used by all the Third Party Services that it aggregates. Therefore it must be possible to query, at run time, for the all the authorization attributes that may be assigned to a particular user account.


It is not necessary for an “authorization attribute query” to return all the attributes that may be relevant to any authorization decision (since this may be unknowable), simply those static attributes which may be assigned to a particular user account.


In the absence of an explicit request to modify the authorization attributes of the newly created account, sensible default attributes should be assigned and/or inherited.


In the absence of an explicit request to create an authorization policy that controls the newly created account, a sensible default policy should be assigned and/or inherited.


Alpha Process Variant: User Self-Provisioning


Under certain circumstances where it is deemed acceptable by the Aggregator and the Third Party Service Provider, users may be allowed to provision services for themselves. This variant functions identically to the primary process, the only difference being that the initiating actor is now the User and not the Admin.


Flow Diagram


[TBD]


Key Points:


It should be possible to scope “authorization attribute query” by the authority to actually set that returned attributes on a given user account. For instance if, as a user, I am not allowed to add myself to the “Account Admins” group, then the authorization attribute query should not return this group as an attribute.


Whether or not the authorization attribute queries returns only settable attributes, the attributes that the user is allowed to add to their own account should be limited by authorization policy.


Beta Process Variant: Automatic Provisioning


Some organizations that subscribe to the Service Aggregator may request that certain services be automatically provisioned for each new user that is created on behalf of their organization. This variant directly contradicts one of the stated assumptions; that the user already has an account with the Aggregator. Leaving aside the details on how the user account is created with the Aggregator, suffice it to say that this variant is invoked automatically by the Aggregator Entity during this process.


Flow Diagram


[TBD]


Key Points:


Because the primary actor is a programmatic entity, there is no way to interactively select the attributes to be assigned to the account created with the Third Party Service. Therefore the newly created account must be assigned or inherit default attributes and the policy used to control the account should be a default or an inherited policy.


Glossary


Service Aggregator


An organization that aggregates services provided by one or more Service Providers. Typical services offered by an Aggregator include single sign on, provisioning, billing, service monitoring and support.


Aggregating Entity


A software platform that carries out the functions of a Service Aggregator.


References


[TBD]


Subscribe User Organization to Third Party Service


Title:	Subscribe User Organization to Third Party Service


Terse Description:	Create a company object along with relevant policies and attributes to act as a container for users of a service.


Version:	V 0.1


Submitted By:	Gilbert W. Pilz Jr.


Date:	September 7, 2001


Summary


Service Aggregators provide a central locus through which users can subscribe to and access an array of individual services. These services may be provided within the Service Aggregators organization or by independent, third party organizations. Most service providers have some notion of a User Organization or Company which serves as a container object for all the Users that belong to that organization or company. This use case describes the process whereby an organization (company) is related to a Third Party Service Provider in such a way that members of the organization (users) can be provisioned with the provided service. In particular it outlines the creation/submission of new authorization policies that apply to the User Organization along with the creation/submission of new authorization attributes that may apply to members of the User Organization.


Scope


Company account/container creation, authorization attribute creation, authorization policy creation.


Actors:


Administrative User


User Organization


Third Party Service Registry


Third Party Service Attribute Authority


Third Party Service PDP Entity


Aggregation Entity


Assumptions


The Service Aggregator and the Third Party Service Provider have a business relationship. Portions of this business relationship are reflected in the establishment of a trust relationship (implemented by the “appropriate” security protocols, exchange of keys and/or certificates, etc.) between the Service Aggregator and the Third Party Service. This trust relationship enables the Administrative User (hereafter called Admin) to create objects and manage policies with the Third Party Service. Establishment and maintenance of this trust relationship is out of the scope of this use case.


Also implicit in this use case is the notion that the User Organization has an existing relationship with the Service Aggregator.


Non-Technical Factors


[TBD]


Process Sequence


[TBD]


Primary Process 


A User Organization submits a request to subscribe to one of the services provided by the Service Aggregator. After reviewing and approving the request the Admin interacts with Aggregation Entity to subscribe the User Organization to the service. Portions of this process, such as recording the fact that Users belonging to the User Organization can be provisioned for the service, are internal to the Aggregation Entity itself and out of the scope of this use case. Other portions of this process, such as the creation of the User Organization Object, are carried out between the Aggregation Entity and various entities belonging to the Service Provider. These are also out of the scope of this use case. What is in the scope of this use case is the creation of one or more authorization policies that govern the use of the User Organization Object within the Service Provider along with the creation of one or more Authorization Attributes that are used by these and other policies.


For example suppose a new User Organization Object corresponding to a company called “Mavericks” is created within the “Acme” service. In addition to this object, a set of authorization policies are created that say (in effect) “only super user, aggregating admins, and members of ‘Mavericks admins’ are allowed to add users to this object; only super user, aggregating admins, and members of ‘Mavericks users’ are allowed to list the contents of this object, etc.”. A number of these policies may call for the creation of new attributes such as “Mavericks admins” and “Mavericks users”. On top of all this may also be the creation of a set of default policies such as “all Users created within the Mavericks object are automatically assigned the ‘Mavericks users’ attribute”. These policies and attributes may be created automatically by the Service Provider or they may be created manually by the Aggregating Entity (acting on behalf of the Admin).


Flow Diagram


[TBD]


Flow Key Points


The creation of new User Organization Objects within a Service Provider are accompanied by the creation of new authorization policies for that object.


These authorization policies may, in turn, require the creation of new attributes.


Additional, default policies may also be created.


Glossary


Service Aggregator


An organization that aggregates services provided by one or more Service Providers. Typical services offered by an Aggregator include single sign on, provisioning, billing, service monitoring and support.


Aggregating Entity


A software platform that carries out the functions of a Service Aggregator.


User Organization Object


An object within a Service Provider system that acts as a container for Users within the system. This concept is synonymous with the idea of a “Company” business object.


References


[TBD]
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