F2F #2 day 2 - September 11, 2001

Hal – two new points – policy 0 subject – negative perms

Requirements

· Users can mod policies

· Polices can be mobile

· Delegation of privilege

· Override or emergency access

Simon? Separate policy requirement? (no) doesn’t like “super grant”

Carlisle somebody with appropriate credentials, normal vs. emergency accesses

Simon not different from other policy situations 

· Location based policy

· Non-PDP parties access policy

Hal: view ? evaluate?

Simon: policy review is reasonable requirement

· Delegation static of rights

Pierangela - & Carlisle – policy needs to capture delegation

· Huge list of requirements in Reuters doc p 17-54

· Many kinds of actions (specific to target type)

· Many ways to identify targets

· Identity based policy

Simon should identify possible actions for resource,

Carlisle – Xacl specifies actions – XACML should leave open

Simon – allow provisioning of specific actions

Pierangela – is application specific

Simon- have a language statement for enumeration

Don – assuming interoperability – need default set of actions

Phill – discussed SAML – namespaces – UNIX semantics – Win NT semantics

Michiharu – agree with SAML – is way to define parameters?

Phill – yes & no have to have processor that understand, need to encode parameters – ex use octal UNI perms, private language not XML

Joe: Instead of strings attribute type

Don: good, verticals define

Bill – concerned about interoperability

Phill 3 areas – general agreement – industry agreement – custom 

Joe: question expressiveness , capability of engine

Phill – experiment with SAML, XACML needs more

· basic action sets

· extension mechanism

Michiharu – need exception mechanism – error on illegal values

· user attributes my not follow object

· policies can cover policy access

· requestor access policy

· policy action, but purpose also P3P?

· be able to write release policy

Don: 3 party case

Hal” depends on flow

Bill – major scope issue

· specify security processing (post)

· granularity to XML element or attribute?

· Labeling of objects

· Object attributes

· Compare subject attributes and object attributes

· XACML provide user supplied functions?

· Dynamic roles

· Environment data

· Specify security rules for valid document

Simon need to be able to pass variable back to PEP

Joe: separation of duties different from well formed document

[Meeting adjourned  because of Disasters]

Agreed to assume all use cases and requirements in scope for purpose of rest of meeting..

Discussion of what needs to be specified in policy model

Syntax

Semantics

Operation def of enforcement

Questions?

Subject authorizations

Location – discussion

Reasoning about certificates

Multiple types of subjects (as discussed yesterday)

Discussion of distinction btw roles and groups and if it matters

Should XACML cover policy for Attribute Authority?

Support requirements for dynamically assumed roles, enforcing restrictions

Simon to propose how to support hierarchical roles

