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These (candidate) requirements have been pulled out of the use cases submitted to the OASIS XACML Technical Committee.  No recommendation is included in this document as to whether any given requirement is in or out of scope for XACML (in fact, that decision has not yet been made for each of the submitted use cases).  Such discussion is expected to occur in the near future as follow-on work from this document.

The order of presentation given here for the requirements corresponds with the order of appearance of the use cases in the  XACML - Summary of Use Cases  document (dated September 7, 2001), but otherwise has no particular significance.

_________________________________

1.
End user can set some aspects of policy.  (More generally, multiple policy writers are possible, not just a single policy administrator/authority.)  This leads to a requirement for fairly sophisticated policy retrieval and policy evaluation engines.

2.
Policy must be mobile (e.g., accompany data, or be sent by an alternate route).

3.
Delegation of privilege (rights/permissions/attributes) must be possible, along with appropriate mechanisms to specify associated restrictions/constraints on the delegation.

4.
Policy can be overridden (or, preferably, emergency access is part of policy), with proper audit.

5.
Location-based policy rules must be possible.

6.
Under certain circumstances, there may be a requirement for users to have access to actual policy (involving, for example, rendering of policy to GUI, as well as verification that policy is valid).

7.
There may be a requirement for a trust anchor (e.g., a provider) to be able to specify that another entity (e.g., a distributor) can assign a particular authority to end users.  Note:  this is not identical to delegation.  The trust anchor may not be giving the privilege to another entity and saying that it can further delegate; rather, the trust anchor is designating the other entity only as an assignor of the privilege (so that the entity does not itself have the privilege).

8.
The DRM document from Reuters has an extensive collection of requirements that are relevant to XACML (particularly pp.17-54).  These are considered to be an addendum to the list given here.

9.
The policy language (or, preferably, the evaluation system [PRP and/or PDP]) must understand and accommodate a variety of actions on resources.  Such actions my be specific to an environment, context, or vertical (such as the "deprecate" example in one of the use cases) and so action "naming" must be completely flexible.

10.
The policy language must accommodate a variety of ways of identifying resources.

11.
The policy language must accommodate a variety of ways of identifying the owner of a privilege.

12.
Privilege information may not accompany a request (i.e., must be retrieved).  This perhaps generalizes to a requirement for a PIP, though that is typically thought to retrieve only environmental data.

13.
The mechanism for identifying resources must be flexible enough to accommodate resources that are themselves XACML policies.

14.
If it is useful for the requester to be able to know the constraints that apply in a given situation, then the policies (XACML, P3P, etc.) associated with a resource must be locatable and readable by (at least a portion of) the user population.

15.
The policy (policies) must be able to state not just who can have access, but also for what purposes (e.g., "may be used for cross-marketing", or "may be combined with this type of data for trends identification/analysis").  [Perhaps this is already addressed by P3P?]

16.
The policy should have a way of specifying security processing (e.g., "this element must be encrypted for this entity", or "this portion must be signed by an entity with this role").  More generally, this may be the "post-conditions" mechanism in XACL, but perhaps something more specific is needed.

17.
There may be several policies that apply to a given resource/action combination.

18.
The policy must be able to apply to specific elements as well as to whole documents (i.e., "resource" naming must be flexible enough to specify individual elements).

19.
There may be a requirement for labeling of resources (i.e., object/resource "sensitivities").

20.
The policy language must accommodate comparisons between holder attributes/privileges and resource sensitivity, for a given action.

21.
The policy needs to be able to deal with roles (whose membership may be dynamic).

22.
It must be possible to create policies in real time (by a non-XML expert) for newly-created resources.

23.
It must be possible to take environmental data (such as location of requester, time of day, account balance, etc.) into account in the policy rules.

24.
Policy needs to be able to specify what a "valid" document looks like (e.g., "a valid medical record (or consent form) has these two signatures").

25.
It must be possible to write policies about policies.

26.
[A collection of requirements from the  Access Control Model for Data Archives  use case].  The policy must support access restrictions based on categorizations of users, purposes of use, types of operation, and data objects.  These should be definable by the data publisher, and hierarchical structures should be supported.  The model should support restrictions, be of declarative form, be simple and expressive, and be easy to use for non-specialists.

27.
The set of potential policies must include P3P, or similar (i.e., end-user policies or personal preferences).

28.
Audit logs may need to be kept, perhaps for a significant length of time.  [This is slightly more general than straight-forward post-conditions, which might just say whether or not an audit log should be kept for a particular resource/action, but not explicitly mention a length of time.]

29.
Must be able to specify policy regarding roll-back of transactions if pre- or post-conditions fail.

30.
Requester and receiver may be different entities in a transaction, each with their own relevant policies.

31.
Actual requester may be only one link in a larger chain; privileges need to be checked for all links.  Policy must be able to identify all the links that need to be checked.

