
XACML Glossary

Term
Approved synonyms
Deprecated synonyms
Displace SAML definition 
XACML definition

Access


Y
Performing an action on a resource

Access control


Y
Controlling access in accordance with authorization policy

Action

Method

Operation that may be performed on resource

Attribute

Privilege, permission, right, entitlement, sensitivity

Characteristic of a principal, resource or environment that may be referenced by authorization policy

Authorization decision
Decision
Policy decision, Response
Y
The result of the PDP's evaluation of authorization policy.  A function with BOOLEAN range and, optionally, a set of policy conditions

Authorization policy
Policy


The complete set of authorization policy components and policy conditions that govern access for a specific resource

Authorization policy component

Authorization, rule, permission, right

A predicate or combination of predicates that forms part of authorization policy

Classification

Target, label

An aggregation of resources with common attributes

Decision request

Request, evidence, target

The request by a PEP to a PDP to render an authorization decision

Environment



The set of attributes that may be referenced by authorization policy and that are independent of a particular principal and resource

Information request



The request by the PDP to the PIP for environmental attributes

Policy condition
Condition


A process specified in authorization policy that must be completed prior to access

Policy conflict
Conflict


The state that exists when two or more authorization policy components forming part of authorization policy individually yield conflicting results

Policy decision point

Rule-based engine
Y
The system entity that evaluates authorization policy

Policy enforcement point

Requestor
Y
The system entity that performs access control

Policy information point



The system entity that acts as the source of environment attributes

Policy model
Model
Security model

Don't define

Policy retrieval point



The system entity that resolves policy conflict and ensures that authorization policy is complete 

Principal

Subject, user

A system entity that can be referenced indexically by authorization policy 

Resource

Object, Target, Policy target
Y
Data, service or system component

Retrieval request



The request by the PDP to the PRP for authorization policy

Role

Group
Y
An aggregation of principals with common attributes
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