XACML Policy Model Sub-Committee

Conference Call:  November 12, 2001

(rough notes)

Attendees:

Pierangela, Ernesto, Michiharu, Simon, Carlisle (some other interested parties may have been tied up traveling to or preparing for the SAML meeting this week)

"IS-A"

 - Simon:  "this URI IS-A file", therefore you can "read", but not "eat"

 - need to do type-checking to ensure that "reasonable" policies are created

 - certain actions are applicable and certain ones are not

 - need some notion of the type of a resource and of the list of actions that are valid for that type

 - Ernesto:  do we need semantics of a URI in the policy itself?

 - assert that a resource is a given type, then associate a set of actions with this, but other efforts are already addressing this (e.g., Ipv6) and this is a major amount of work

 - Michiharu:  good to have a type-space for resources that are XML based

 - should be included in references of spec, but spec itself may simply use keywords

 - maybe a separate XML policy that lists type-space and valid actions

 - Ernesto:  will post pointers to similar work to the list

XPath

 - Simon:  I took a quick look at this; looks simple enough

 - assign a variable to the XPath expression and then use it in the policy (e.g., "$w < 100")

 - missing "in" (e.g., if w "in" 100-150)

 - look at Xquery extensions (e.g., for "in")

 - would like to get away without going outside what is available in XPath (might be willing to sacrifice some operators, if necessary)

Role, Group, Dynamic Group

 - Pierangela:  role -- "ACM member", or "United frequent flier"

 - role assumption policy (i.e., when, how, etc., someone is able to assume a role) is separate

 - glossary should have a definition for group as well as role (but note that not distinguished at policy/PDP level)

 - role definition:  "the name to which you give privileges (i.e., a named set of privileges); users can activate and deactivate at will"

 - dynamic group:  "subject (principal) expression (i.e., group membership is dynamically computed); membership may change over time, but not at the will/whim of the user"

 - "can read an object for which he is the owner"

 - Simon:  need a keyword to say that I'm an owner

 - Ernesto:  do we want a specific element for keyword, or is the keyword an attribute of another element?

Pre-Condition

 - principal expression, resource expression, action expression, environment expression

 - everything that can be evaluated to TRUE or FALSE

Post-Condition

 - complication:  set of post-conditions ( do you do all?  some?  must they all be successful?  etc.

 - Ernesto:  studied extensively in "active database" research

 - we don't want loops, unpredictable states

 - don't want conflict between different post-conditions

 - what if you have pre-condition "A OR B", but you want one post-condition to apply if A was true and another to apply if B was true?

 - our spec needs to be clear about such processing rules

 - Pierangela:  "post-condition" should really be called "post-action" (since there is no "condition" involved)

Negative Authorizations

 - Pierangela:  recent paper suggesting/showing that having "necessary" and "sufficient" pre-conditions can avoid need for negative authorizations

 - conditions "necessary" for an action to be granted

 - conditions "sufficient" for an action to be granted

 - Carlisle:  how is this different from ANDing expressions together?

 - e.g., "all Italians can read this file, only if they pay"

Resource Attributes

 - Simon:  what authority asserts an attribute of a resource?

 - metadata file, or label inside the resource itself, etc.

 - conceptually, there is a resource authority which states resource metadata in the syntax of a SAML assertion

Face-to-Face

 - not enough people for a meeting this year (four attendees with others dialed in is not much better than a teleconference)

 - no particular concentration of XACML members (2 or 3 in Boston, 2 or 3 in California, 2 in Ottawa, 2 in Milan, 1 in Tokyo, etc.)

 - University of Milan has offered to host a meeting anytime; perhaps we can look into this next year sometime

 - immediate plan:  try to schedule a F2F3 in January, probably on the U. S. West coast (F2F1 was in California; F2F2 was in Boston); further discussion on next teleconference

