
Form of attributes in conditions

1. Problem

We need to be able to express the following attribute definitions in conditions:

A particular attribute of the subject that is referenced by the target.

A particular attribute of the resource that is referenced by the target.

An attribute of some other entity whose type is the same as the type of an attribute of one of the entities that form part of the target.

2. One solution

A possible schema for an XACML attribute is shown in Table 1.

No doubt some refinement is warranted - this just serves to illustrate the principle of the proposal.

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-attributes-01.xsd" xmlns:xacmlAtt="http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-attributes-01.xsd" xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:saml="http://www.oasis-open.org/committees/security/docs/draft-sstc-schema-assertion-24.xsd" elementFormDefault="qualified" attributeFormDefault="unqualified">


<xs:import namespace="http://www.oasis-open.org/committees/security/docs/draft-sstc-schema-assertion-24.xsd" schemaLocation="D:\My Documents\Standards\Xacml\v10 schema\draft-sstc-schema-assertion-24.xsd"/>


<xs:element name="attribute" type="xacmlAtt:AttributeType"/>



<xs:annotation>




<xs:documentation>an element for describing attributes in XACML conditions</xs:documentation>



</xs:annotation>


<xs:complexType name="AttributeType">



<xs:sequence maxOccurs="unbounded">




<xs:choice>





<xs:element ref="saml:Attribute"/>





<xs:element ref="saml:AttributeDesignator"/>




</xs:choice>



</xs:sequence>



<xs:attribute name="entity" type="xacmlAtt:EntityType" use="optional"/>


</xs:complexType>


<xs:simpleType name="EntityType">



<xs:restriction base="xs:string">




<xs:enumeration value="resource"/>




<xs:enumeration value="subject"/>



</xs:restriction>


</xs:simpleType>

</xs:schema>

Table 1  - Proposed XACML attribute schema

Notice that the <xacmlAtt:attribute> element (for use only in <condition> elements) is an ordered list of <saml:Attribute> elements (type and value) or <saml:AttributeDesignator> elements (type only).  When an attribute designator is encountered , the corresponding value is taken from the <target> element, which contains an ordered list of attributes, describing a path in the target data model.  The "entity" (XML schema attribute) indicates which component of the <target> element should provide any missing attribute values.

3. Example

Suppose our subject data model is as shown in Figure 1.  
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Figure 1 - Target data model

The target for one policy could be as shown in Table 1, i.e. all actions on all resources, when the subject is a psychiatrist.

<target>


<subjects>




<saml:Attribute AttributeName="role" AttributeNamespace="//medico.com">




<saml:AttributeValue>





<role xmlns="http://www.w3.org/2001/XMLSchema/string">physician</role>




</saml:AttributeValue>



</saml:Attribute>



<saml:Attribute AttributeName="discipline" AttributeNamespace="//medico.com">




<saml:AttributeValue>





<discipline xmlns="http://www.w3.org/2001/XMLSchema/string">psychiatrist</discipline>




</saml:AttributeValue>



</saml:Attribute>


</subjects>


<resources>



<saml:Attribute AttributeName="documentURI" AttributeNamespace="//medico.com">




<saml:AttributeValue>





<documentURI xmlns="http://www.w3.org/2001/XMLSchema/string">//medico.com/*<documentURI>




</saml:AttributeValue>



</saml:Attribute>


</resources>


<actions>



<saml:Actions>




<saml:Action>*</saml:Action>



</saml:Actions>


</actions>

</target>

Table 2 - Example target instance

Now, suppose a condition we want to enforce applies to all psychiatrists whose AMA license date is before 1996.  This is what the condition looks like.

<condition>


<not><greaterOrEqual>



<xacmlAtt:attribute entity="subject">




<saml:AttributeDesignator AttributeName="role" AttributeNamespace="//medico.com"/>




<saml:AttributeDesignator AttributeName="discipline" AttributeNamespace="//medico.com"/>




<saml:AttributeDesignator AttributeName="AMALicenseDate" AttributeNamespace="//medico.com"/>



</xacmlAtt:attribute>



<saml:Attribute AttributeName="licenseRevisionDate" AttributeNamespace="//medico.com">




<saml:AttributeValue>





<licenseRevisionDate xsi:type="date">1996-1-1</licenseRevisionDate>




</saml:AttributeValue>



</saml:Attribute>


</greaterOrEqual></not>

</condition>

Table 3 - Example condition instance

Notice that the <xacml:attribute> element is a list of attribute types, specifying a path in the target data model for subject.  Because the "entity" attribute is present with the value "subject", the attribute values for these types are taken from the <target><subject> element.

Alternatively, the condition could have included <saml:Attribute> elements, in place of the <saml:AttributeDesignator> elements.  In this case, the attribute values provided in the <target> element would have been repeated, and the "entity" attribute could have been omitted.

The approach is equally applicable to attributes of the resource specified by the target.

4. Alternative solution

The solution described above is pretty verbose.  A more succinct alternative is for our hierarchical data models for subjects and resources to be expressed in the form of URIs, adopting the URI conventions for specifying attributes of entities in a hierarchical data model.

Although the example provided is complex, many practical instances will be much simpler.
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