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Discuss Policy and Rules

Simon: Get general feeling for exception of Simon’s context.  

Carlise: No comments so maybe group feels it is ok.


Operation of PDP – if missing anything will send SAML request to PEP


We should define an XACML request / response.  For now use SAML request/response

Konstantin: What is definition of input and output.

Simon: Can map different query to context.

C: Assume that all protocols will be transformed to XACML context.  On output transform XACML to specific output.

K: Has the context idea been mentioned to any of the SAML people

Hal: Don’t believe it has been done.


He is basically ok with it.  Hasn’t studied in detail.

C: Proposed all protocols for PDP to get information out of scope, will use whatever protocol is in play.  Have non normative text on how to do this for SAML protocol.

S: Describe transformation on how to go to other protocol.

C: Sent version 13, hopefully incorporated all resolutions that have been passed.


Start with rules.

S: Aligned with our discussions.  Replace attributes with XACML attributes.

C: What is purpose of rule name?  For example, is it expected to be unique? Do we need it 


In addition to ruleId.  Tim’s intent was that it would be a friendly name.

S: Rule name should be unique.

P: Need a scope with a name.

S: Could use name with audit.

H: Summarize.  Id is necessary to identify the rule but is probably not human friendly.  

P: Is this id of rule.

C: id of rule.

P: doesn’t this come with context of rule.  Rule can be refered to by something else.  It depends on where it is.  If move rule, its id URI changes.

S: Ids are in rules and should remain the same.  If copy rule the id changes.

K: How do you compare rules?

P: Why does a rule need an id at all?

B: It needs a location.

S: If make id a URN then location doesn’t enter.

P: Scope the name so if the rule is moved the name doesn’t change.  Need something to find the rule.

H: A URN can be an OID.

P: Need a reference to the rule, i.e. a URI.  The rule is at the end of the URI.


Have the rule name a URI and get rid of ruleId.

C: Policy references rules by ID.

P: Keep rule name, make it a URN and get ride of id.

K: Is URN human friendly.

H: No, would probably be human unfriendly.

S: Make name required.

P: Why do you need a name.

S: Consensus that there is one field.  Suggest that it be called id.

K: How would it be used?

S: Use in policy. Refer to it.

C:  Proposal – one attribute which is required, Type anyURI constrained to a URN.

H: Actual location doesn’t have to be defined by XACML.  It will be location independent.


A reference to a ruleID will get you just one rule.

K: Do you compare byte by byte?

H: Different copy could be different means of copying.

K: What does it mean the two rules have the same id?

C: If you follow the URN and get one rule.

S: Need to normalize.

P: URN is nothing to be followed.


Can’t create two rules with the same name.

Discussion on how to compare rules.

P: if you are in control of the particular namespace, it is up to you to make them unique.

A: Don’t like putting finding the rule outside of XACML.  

P: Finding rules is in policy.  Just name the rule.

A: Can the name of the rule stay the same and the content change?


URN be unique at different times have the content change?

C: Policy use name to identify rule.

A: Use name to id the rule.

C: URN is equivalent to an OID.  Can you can the content without changing the OID?

C: If change rule should change id, e.g. audit.

H: Can audit the change of rule.

K: The only convincing reason for id is audit.


Policy can refer to a rule if it is in the same policy.

S: Id also useful for cross-reference.

K: if try to use rule from another policy then need to uniquely reference it.

A: Need to refer to a rule by a URL or an XPATH.

H: By using a URL form or a URI you are specifying a protocol.

A: Want to different fields – a name and a location.


In rule definition don’t need location.  In Policy statement want name and optionally 


A location.

S: Michiaru’s definition covers this with an XPATH expression.

A: Want name to be globally unique.

 S: Name is unique – can change the contents of the rule.

S: Rule is always wrapped in a policy.  Policy defines the scope.  The name should be unique within a policy.

K: If copy rule into another policy then if rule id is unique nothing further has to be done.  S: Copying a rule should have a new id.

K: Just require that the rule id be unique in a Policy.

C: in rule type have URI, which is restricted to a URN.  In rule designator, the URI is not specified.
H: Can differential between a URL and a URN in a URI.

C: Finished with RuleType.


RuleType one attribute ruleId type is anyURI constrained to URN in text.  Say 

In text, must be unique within the scope of the policy that included it or references it.

S: If rule reference brings in a rule in which the rule id is not unique then you have an error.

S: Rule designator points to a naked rule, not a rule in a policy.  

K: Rule designator could point to a rule in another a policy.

B: Don’t want to couple policies.

S: If you want to merge policies then can have a problem and will have to fix this.

C: On target just have to change to XACML.


Is rule digest valuable.  Keep it as it is.


Rule set type keep it as it is.


Finished with rules.


Have discussion for Policy

Make the same changes for Policy as we made for rules.

S: Rule combining – What is written on it?

C: Write up something on rule combining p 37 section 7.1

S: Current just a string.  Should enumerate the algorithm.


Has someone committed to writing all combining algorithms.

C: Don’t remember anyone volunteering

S: Ask Pierangela to write up what she published.

P: Will write the one he wants.

C: Pierangela and Polar to write up text for Section 7.

K: Don’t claim that we define the semantics of deny overrides.  We should specify this.

C: Send any comments on text to the list.

S: When you write deny overrides need to distinguish the specificity of the deny.

C: Refers to any deny.  If one of the rules is relevant to requestor then the requestor is denied.

S: Don’t say how this rule applies.

C: In the area of what the target is.


Completed discussion on rule and policy.

C: Next call Keep the 20th
