Examples of XACML rule encryption

The following examples (adapted from XML Encryption Syntax and Processing

W3C Candidate Recommendation 04 March 2002,

http://www.w3.org/TR/2002/CR-xmlenc-core-20020304/) illustrate how XML Encryption techniques can be used in element-wise protection XACML Policies.

Protection at different levels of granularity

Consider the following XACML rule instance:

<?xml version="1.0" encoding="UTF-8"?>

<rule ruleId="//medico.com/rules/rule1" effect="Permit" xmlns="http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-12.xsd" xmlns:saml="http://www.oasis-open.org/committees/security/docs/draft-sstc-schema-assertion-28.xsd" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-12.xsd

D:\MYDOCU~1\Standards\XACML\V12SCH~1\XACMLV~3.XSD">


<description>A person may read any record for which he or she is the designated patient</description>


<target>



<subjects>




<saml:Attribute AttributeName="RFC822Name" AttributeNamespace="//medico.com">





<saml:AttributeValue>*</saml:AttributeValue>




</saml:Attribute>



</subjects>



<resources>




<saml:Attribute AttributeName="documentURI" AttributeNamespace="//medico.com">





<saml:AttributeValue>//medico.com/record.*</saml:AttributeValue>




</saml:Attribute>



</resources>



<actions>





<saml:Action>read</saml:Action>



</actions>


</target>


<condition>



<equal>




<saml:AttributeDesignator AttributeName="requestor" AttributeNamespace="//oasis-open.org/committees/xacml/docs/identifiers/"/>




<saml:AttributeDesignator AttributeName="patientName" AttributeNamespace="//medico.com/record/patient/"/>



</equal>


</condition>

</rule>.
In order to keep the information confidential, it is possible to encrypt the whole XML document (including the <rule> element, its attributes and content) as an octet sequence.

  <?xml version='1.0'?> 

  <EncryptedData xmlns='http://www.w3.org/2001/04/xmlenc#'

   MimeType='text/xml'>

    <CipherData>

      <CipherValue>…………………</CipherValue>

    </CipherData>

  </EncryptedData>

This way an eavesdropper would not even know that the data in transit is XML.

Alternatively, one could encrypt the including the <rule> element, its attributes and content. In this case encrypted data is shown to be XML, but its mark-up (including the tag name) is not available to the eavesdropper.

  <?xml version='1.0'?>

    <EncryptedData Type='http://www.w3.org/2001/04/xmlenc#Element'

     xmlns='http://www.w3.org/2001/04/xmlenc#'>

      <CipherData>

        <CipherValue> …………………  </CipherValue>

      </CipherData>

    </EncryptedData>
By encrypting the entire <rule> element, the identity of the element itself is hidden. The CipherData element contains the encrypted serialization of XACML <rule> element.

In other cases, it may be useful for intermediate agents to know that what is in transit is an XACML rule, even if ignoring its content; in this case only the content (i.e. the children elements) of the <rule> element must be encrypted:

  <?xml version='1.0'?> 

  <rule ruleId="//medico.com/rules/rule1" effect="Permit" xmlns="http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-12.xsd" xmlns:saml="http://www.oasis-open.org/committees/security/docs/draft-sstc-schema-assertion-28.xsd" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="http://www.oasis-open.org/committees/xacml/docs/draft-xacml-schema-policy-12.xsd

D:\MYDOCU~1\Standards\XACML\V12SCH~1\XACMLV~3.XSD">

      <EncryptedData xmlns='http://www.w3.org/2001/04/xmlenc#'

       Type='http://www.w3.org/2001/04/xmlenc#Content'>

        <CipherData>

          <CipherValue>A23B45C56</CipherValue>

        </CipherData>

      </EncryptedData>

    </rule>
This procedure can be repeated at different levels of granularity inside <rule> and would be transparent to the XACML authorities, provided that encryption and decryption are executed before policy evaluation.

