Appendix A. XACML identifiers (normative)

This section defines standard identifiers for commonly used entities.  All XACML-defined identifiers have the common base:

urn:oasis:names:tc:xacml:1.0

B.1. XACML namespaces

There are currently two defined XACML namespaces.

Policies are defined using this identifier.

urn:oasis:names:tc:xacml:1.0:policy
Input and output contexts are defined using this identifier.

urn:oasis:names:tc:xacml:1.0:context

XACML data types are defined using this identifier.

urn:oasis:names:tc:xacml:1.0:data-type
B.2. Access subject categories

This identifier indicates the system entity that is directly requesting access.  That is, the final entity in a request chain.  If subject category is not specified, this is the default value.

urn:oasis:names:tc:xacml:1.0:subject-category:access-subject, xsi:string

This identifier indicates the system entity that will receive the results of the request.  Used when it is distinct from the access-subject.

urn:oasis:names:tc:xacml:1.0:subject-category:recipient-subject, xsi:string
This identifier indicates a system entity through which the request was passed. There may be more than one. No means is provided to specify the order in which they passed the message.
urn:oasis:names:tc:xacml:1.0:subject-category:intermediary-subject, xsi:string
This identifier indicates a system entity associated with a local or remote codebase that generated the request.  Corresponding subject attributes might include the URL from which it was loaded and/or the identity of the code-signer.  There may be more than one.  No means is provided to specify the order they processed the request.
urn:oasis:names:tc:xacml:1.0:subject-category:codebase, xsi:string
This identifier indicates a system entity associated with the computer that initiated the request.  An example would be an IPsec identity.
urn:oasis:names:tc:xacml:1.0:subject-category:requesting-machine, xsi:string
B.3. XACML functions

This identifier is the base for all the identifiers in the table of functions.  See Section A.1.

urn:oasis:names:tc:xacml:1.0:function

B.4. Data types

The following identifiers indicate useful data-types.

X.500 distinguished name

xacml-data-type:x500Name

An x500Name contains an ITU-T Rec. X.520 Distinguished Name.  The valid syntax for such a name is described in IETF RFC 2253 "Lightweight Directory Access Protocol (v3): UTF-8 String Representation of Distinguished Names".

RFC822 Name

xacml-data-type:rfc822Name

An rfc822Name contains an "e-mail name".  The valid syntax for such a name is described in IETF RFC 2821, Section 4.1.2, Command Argument Syntax, under the term "Mailbox".

The following data type identifiers are defined by XML Schema and XQuery.

xsi:string

xsi:boolean

xsi:integer

xsi:double

xsi:date

xsi:dateTime

xsi:anyURI

xsi:hexBinary

xsi:base64Binary

xf:dayTimeDuration

xf:yearMonthDuration

B.5. Subject attributes

These identifiers indicate attributes of a subject.  At most one of each of these attributes is associated with each subject.  Each attribute associated with authentication relates to the same authentication event.

This identifier indicates the name of the subject.  The default format is xsi:string.  To indicate other formats, use data type attributes listed in B.4
urn:oasis:names:tc:xacml:1.0:subject:subject-id, xsi:string

This identifier indicates the subject category.  Access-subject is the default.

urn:oasis:names:tc:xacml:1.0:subject:subject-category, xsi:string

This identifier indicates the security domain of the subject.  It identifies the administrator and policy that manages the name-space in which the subject id is administered.

urn:oasis:names:tc:xacml:1.0:subject:subject-id-qualifier, xsi:string

This identifier indicates a public key used to confirm the subject’s identity.

urn:oasis:names:tc:xacml:1.0:subject:key-info, ds:keyInfo

This identifier indicates the time at which the subject was authenticated.

urn:oasis:names:tc:xacml:1.0:subject:authentication-time, xsi:dateTime

This identifier indicates the method used to authenticate the subject.

urn:oasis:names:tc:xacml:1.0:subject:authentication-method, xsi:string

This identifier indicates the time at which the subject initiated the access request, according to the PEP.

urn:oasis:names:tc:xacml:1.0:subject:request-time, xsi:dateTime

This identifier indicates the time at which the subject’s current session began, according to the PEP.

urn:oasis:names:tc:xacml:1.0:subject:session-start-time, xsi:dateTime

The following identifiers indicate the location where authentication credentials were activated. They are intended to support the corresponding entities from the SAML authentication statement.

This identifier indicates that the location is expressed as an IP address.

urn:oasis:names:tc:xacml:1.0:subject:authn-locality:ip-address, xsi:string

This identifier indicates that the location is expressed as a DNS name.

urn:oasis:names:tc:xacml:1.0:subject:authn-locality:dns-name, xsi:string

Where a suitable attribute is already defined in LDAP [LDAP-1, LDAP-2], the xacml identifier SHALL be formed by adding the pound sign followed by the attribute name to the URI of the LDAP specification.  For example, the attribute name for the userPassword defined in the rfc2256 SHALL be:

http://www.ietf.org/rfc/rfc2256.txt#userPassword, xsi:string

B.6. Resource attributes

This identifier indicates the entire URI of the resource.

urn:oasis:names:tc:xacml:1.0:resource:resource-id, xsi:string

A resource attribute used to indicate values extracted from the resource.

urn:oasis:names:tc:xacml:1.0:resource:resource-content, xsi:any

This identifier indicates the last (rightmost) component of the file name. For example,  if the URI is: “file://home/my/status#pointer”, the simple-file-name is "status".

urn:oasis:names:tc:xacml:1.0:resource:simple-file-name, xsi:string

This identifier indicates that the resource is specified by an XPath expression.

urn:oasis:names:tc:xacml:1.0:resource:xpath, xsi:string

This identifier indicates a UNIX file-system path.

urn:oasis:names:tc:xacml:1.0:resource:ufs-path, xsi:string

This identifier indicates the scope of the resource, as described in Section Error! Reference source not found..

    urn:oasis:names:tc:xacml:1.0:resource:scope, xsi:string

The allowed value for this attribute is of type xsi:string, and is either "Immediate", "Children" or "Descendants".

B.7. Action attributes

Action id

urn:oasis:names:tc:xacml:1.0:action:action-id, xsi:string
Action namespace

urn:oasis:names:tc:xacml:1.0:action:action-namespace, xsi:string
Implied action. This is the value for  action-id attribute when action is implied.

urn:oasis:names:tc:xacml:1.0:action:implied-action, xsi:string
B.8. Environment attributes

This identifier indicates the current time at the PDP.  In practice it is the time at which the request context was created.

urn:oasis:names:tc:xacml:1.0:environment:current-time, xsi:time

urn:oasis:names:tc:xacml:1.0:environment:current-date, xsi:date

urn:oasis:names:tc:xacml:1.0:environment:current-dateTime, xsi:dateTime
B.9. Status codes

The following status code identifiers are defined.

This identifier indicates success.

urn:oasis:names:tc:xacml:1.0:status:ok

This identifier indicates that attributes necessary to make a policy decision were not available.

urn:oasis:names:tc:xacml:1.0:status:missing-attribute

This identifier indicates that some attribute value contained a syntax error, such as a letter in a numeric field.

urn:oasis:names:tc:xacml:1.0:status:syntax-error

This identifier indicates that an error occurred during policy evaluation. An example would be division by zero.
urn:oasis:names:tc:xacml:1.0:status:processing-error

B.10. Combining algorithms

The deny-overrides rule-combining algorithm has the following value for ruleCombiningAlgId:

urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:deny-overrides

The deny-overrides policy-combining algorithm has the following value for policyCombiningAlgId:

urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:deny-overrides
The permit-overrides rule-combining algorithm has the following value for ruleCombiningAlgId:

urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:permit-overrides
The permit-overrides policy-combining algorithm has the following value for policyCombiningAlgId:

urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:permit-overrides

The first-applicable rule-combining algorithm has the following value for ruleCombiningAlgId:

urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:first-applicable
The first-applicable policy-combining algorithm has the following value for policyCombiningAlgId:

urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:first-applicable

The only-one-applicable-policy policy-combining algorithm has the following value for policyCombiningAlgId:

urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:only-one-applicable-policy

