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1. Introduction (non-normative)

1.1 Glossary

Aspect – An independent set of technical features and parameters associated with invocation of a Web-service.  In most cases, an aspect is identified with a single member of the suite of Web-service specifications, such as WS-Reliable Messaging or WS-Security.
Coincidence – The property of pairs of predicates, strategies, objectives and end-point policies that enables them to be combined.

Combiner – An entity that combines two or more end-point policies.
End-point policy – 1.  The set of provisions governing all aspects of a Web-service end-point.  2.  A conjunctive set of objectives.  3.  An XACML <PolicySet> element.
Objective – 1.  The set of provisions governing a single aspect of a Web-service end-point.  2.  A disjunctive list of strategies, in order of preference.  3.  An XACML <Policy> element.

Solution – The set of features and parameter values that satisfy a Web-service end-point’s requirements for successful invocation.
Strategy – 1.  One solution to a single aspect of a Web-service end-point.  2.  A conjunctive set of predicates.  3.  An XACML <Rule> element.

1.2 Notation

This specification contains schema conforming to W3C XML Schema and normative text to describe the syntax and semantics of XML-encoded policy statements.
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be interpreted as described in IETF RFC 2119 [RFC2119]
"they MUST only be used where it is actually required for interoperation or to limit behavior which has potential for causing harm (e.g., limiting retransmissions)"

These keywords are thus capitalized when used to unambiguously specify requirements over protocol and application features and behavior that affect the interoperability and security of implementations. When these words are not capitalized, they are meant in their natural-language sense.

Listings of schemas appear like this.

Example code listings appear like this.

Conventional XML namespace prefixes are used throughout the listings in this specification to stand for their respective namespaces as follows, whether or not a namespace declaration is present in the example:

· The prefix xacml: stands for the XACML policy namespace.

· The prefix xs: stands for the W3C XML Schema namespace [XS].

· The prefix xf: stands for the XQuery 1.0 and XPath 2.0 Function and Operators specification namespace [XF].

This specification uses the following typographical conventions in text: <XACMLElement>, <ns:ForeignElement>, Attribute, Datatype, OtherCode.  Terms in italic bold-face are intended to have the meaning defined in the Glossary of this document or [XACML v1.0].

1.3 Schema organization and namespaces

The XACML policy syntax is defined in a schema associated with the following XML namespace:

urn:oasis:names:tc:xacml:1.0:policy
1.4 Background

Access to a standard-conformant Web-service end-point involves a number of aspects.  Each aspect addresses a number of optional features and parameters, which must be coordinated between communicating end-points if the service invocation is to be successful.  The provider and consumer of the service may have different preferences amongst the available choices of features and parameters.  Therefore, a mechanism is required by which end-points may describe the mandatory features of service invocation, optional features that they support and the order of their preferences amongst such features.  Additionally, a procedure is required for combining, reducing and compiling these feature descriptions into a service invocation instance that respects both end-points’ requirements.  These requirements are explained in [WSPL Req].

This specification defines a profile of XACML that enables it to be used for describing policy associated with Web-service end-points and compiling them into a successful invocation.

2. Model (Normative)

In this profile, an XACML <PolicySet> element is associated with a Web-service end-point.  To that end, its <Target> element identifies the wsdl:service or wsdl:port whose features and parameters it describes.  The <PolicySet> element contains information about the objective of each aspect of policy associated with the end-point.

An XACML <Policy> element is associated with a single aspect of an end-point policy.  The <Target> element of a <Policy> identifies the one objective of the end-point policy to which it applies.  Developers of Web-service specifications that make use of this profile MUST define a name and type for its objective.  In order for an end-point to be successfully invoked, all of its objectives MUST be achieved by the service invocation.  The <Policy> element contains information about acceptable strategies for achieving the objective.

An XACML <Rule> element describes one alternative strategy for achieving an objective.  At least one strategy MUST be successful if its objective is to be achieved.  The <Rule> element contains a set of predicates.

An XACML <Apply> element contains one predicate.  All predicates MUST be satisfied by a service invocation if the associated strategy is to be successful.

The structure of an end-point policy is shown in Figure 1.
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Figure 1 – Model

This model has been chosen to facilitate combining of end-point policies.

The following consequences flow from the model:

1. The policy-combining algorithm for a <PolicySet> element SHALL be "urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:deny-overrides".

2. The contents of the //PolicySet/Target/Subjects element SHALL be <AnySubject/>.

3. The contents of the //PolicySet/Target/Resources element SHALL identify the end-point’s service or port.

4. The contents of the //PolicySet/Target/Actions element SHALL identify the end-point’s operation.

5. The rule-combining algorithm for a <Policy> element SHALL be "urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:permit-overrides".

6. The MatchId attribute for the //Policy/Target/Resources element SHALL be “urn:oasis:names:tc:xacml:1.0:function:anyURI-equal”.

7. The Effect attribute of a <Rule> SHALL be “Permit”.

8. The contents of the //Policy/Target/Subjects element SHALL be <AnySubject/>.

9. The contents of the //Policy/Target/Resources element SHALL be <AnyResource/>.

10. The contents of the //Policy/Target/Actions element SHALL identify the objective.

11. The FunctionId attribute of a <Condition> element SHALL be "urn:oasis:names:tc:xacml:1.0:function:and".

In order to be considered conformant with this profile, a <PolicySet> element MUST satisfy all of these conditions.

3. Example (Non-normative)

This section contains an example of a service-provider policy on the aspect of data-rate allocation.

Here is a plain-language description of the policy.

Clients paying ¢150/minute are allocated a guaranteed minimum data-rate of 64kb/s. 

Clients paying ¢45/minute are allocated a guaranteed minimum data-rate between 6pm and midnight of 40kb/s. 

In order to make the example somewhat easier to read, several abbreviations have been introduced.  For instance:

The <Subjects> element has been omitted from all the <Target> elements.

Only <*Match> elements have been retained in <Target> elements.

URIs have been abbreviated.

"*one-and-only" bag functions have been omitted around <AttributeDesignator> elements in <Condition> elements. 

DataType and FunctionId prefixes have been omitted.  A reader familiar with XACML should be able to reconstruct a syntactically correct policy from the information provided. 

<?xml version="1.0" encoding="UTF-8"?>

<PolicySet PolicySetId="Provider Policy" PolicyCombiningAlgId="deny-overrides">

  <Target>

    <Resources>

      <ResourceMatch MatchId="equal"

        <AttributeValue DataType="anyURI">

          serviceX:portX

        </AttributeValue>

        <ResourceAttributeDesignator AttributeId="portId" DataType="anyURI"/>

      </ResourceMatch>

    </Resources>

    <Actions>

      <ActionMatch MatchId="equal">

        <AttributeValue DataType="anyURI">

          serviceX:operationX

        </AttributeValue>

        <ActionAttributeDesignator AttributeId="operationId" DataType="anyURI"/>

      </ActionMatch>

    </Actions>

  </Target>

  <Policy PolicyId="Provider Data-Rate Allocation Objective"

          RuleCombiningAlgId="permit-overrides">

    <Target>

      <Actions>

        <ActionMatch MatchId="equal">

          <AttributeValue DataType="anyURI">

            data-rate-allocation

          </AttributeValue>

          <ActionAttributeDesignator AttributeId="objectiveId" DataType="anyURI"/>

        </ActionMatch>

      </Actions>

    </Target>

    <Rule RuleId="Provider Data-Rate Allocation Objective Strategy 1" Effect="Permit">

      <Condition FunctionId="and">

        <Apply FunctionId="equal">

          <SubjectAttributeDesignator DataType="integer" AttributeId="fee"/>

          <AttributeValue DataType="integer">

            150

          </AttributeValue>

        </Apply>

        <Apply FunctionId="greater-than-or-equal">

          <ResourceAttributeDesignator DataType="integer" AttributeId="data-rate"/>

          <AttributeValue DataType="integer">

            64000

          </AttributeValue>

        </Apply>

      </Condition>

    </Rule>

    <Rule RuleId="Provider Data-Rate Allocation Objective Strategy 2" Effect="Permit">

      <Condition FunctionId="and">

        <Apply FunctionId="equal">

          <SubjectAttributeDesignator DataType="integer" AttributeId="fee"/>

          <AttributeValue DataType="integer">

            45

          </AttributeValue>

        </Apply>

        <Apply FunctionId="equal">

          <ResourceAttributeDesignator DataType="integer" AttributeId="data-rate"/>

          <AttributeValue DataType="integer">

            40000

          </AttributeValue>

        </Apply>

        <Apply FunctionId="greater-than-or-equal">

          <ResourceAttributeDesignator DataType="time" AttributeId="timeOfDay"/>

          <AttributeValue DataType="time">

            18:00

          </AttributeValue>

        </Apply>

      </Condition>

    </Rule>

  </Policy>

</PolicySet>
4. Instructions to standards developers

Developers of Web-services standards that are intended to conform with this profile MUST define certain standard-specific policy parameters.

4.1 Procedure (Normative)

Developers of Web-services standards MUST complete the following steps.

1. Assign a URI for at least one objectiveId attribute.  In the event that the specification document-identifier is a URI, it MAY be used as the objectiveId URI.

2. Define a set of attribute names, types and semantics.

3. Define matching functions on these attributes.  These functions MUST have a Boolean range and be type-consistent with the attributes.  For every individual attribute, the functions, taken in pairs, must be combinable, as defined in Table 1.

4. In the case that greater-than or less-than functions are defined, the corresponding floor and ceiling functions (respectively) MUST be defined.

These attributes and functions MAY be used as the basis of predicates in an instance of XACML.

4.2 Example (Non-normative)

A committee defining the reliable messaging aspect of Web-service invocation might assign the URI:

urn:oasis:names:tc:wsrm:1.0:objectiveId

to the objectiveId.

It might identify the maximum-time-to-live attribute as a parameter of policy.  It might identify the attribute type to be

http://www.w3.org/TR/2002/WD-xquery-operators-20020816#DayTimeDuration.

It might define its meaning to be the maximum value permitted to be assigned by the requestor to the “time-to-live” parameter associated with a request.  Then it might identify

urn:oasis:names:tc:xacml:1.0:function:dateTime-less-than-or-equal
as the matching function associated with the attribute.

The committee MUST specify all relevant parameters in a similar way.

5. Definitions (Normative)

This profile defines one attribute.

Name: urn:oasis:names:tc:xacml:1.0:missing-attribute:objectiveId.

Type: xs:anyURI.

Meaning: the value of this attribute indicates the aspect of policy addressed by a <Policy> element.  The //Policy/Target/Actions/ActionMatch/ActionAttributeDesignator@AttributeId attribute MUST be assigned this value.

6. End-point policy combination (Normative)

The procedure for combining two <PolicySet> elements is described here.  More than two <PolicySet> elements MAY be combined by repeating this procedure.  Alternative procedures that achieve the same result under all circumstances SHALL be considered conformant.

The combining procedure involves combining coincident <PolicySet> elements, then combining coincident <Policy> elements within the combined <PolicySet> elements, then combining coincident <Rule> elements within the combined <Policy> elements and then combining coincident <Apply> elements within the combined <Rule> elements.  Finally, a reduction step is applied.

The detailed steps are described below.

The effect of this procedure is to identify a single <Rule> element that represents the contract between the parties.  The contract is compatible with both of the original end-point policies, while reflecting the preferences of the combiner.

6.1 Combine <PolicySet> elements

Combine coincident <PolicySet> elements.  <PolicySet> elements are coincident if and only if their <Target> elements are identical.

In order to combine two <PolicySet> elements, append the foreign <Policy> elements to the combiner’s <Policy> elements and assign a new unique PolicySetId attribute value.

6.2 Combine <Policy> elements

Within the resulting <PolicySet> element, combine all coincident <Policy> elements.  <Policy> elements are coincident if and only if their <Target> elements are identical.

In order to combine two <Policy> elements, append the foreign <Rule> elements to the combiner’s <Rule> elements and assign a new unique PolicyId attribute value.

6.3 Combine <Rule> elements

A policy-writer’s strategy preferences are expressed by the order in which it places <Rule> elements in a <Policy> element.  It is the procedure for combining <Rule> elements that determines the precedence given to the preferences of each of the policy-writers.  The procedure described here gives precedence to the combiner’s preferences.  Alternative (perhaps fairer) procedures may be defined in a later version of this profile.

Within each resulting <Policy> element, examine all pairs of <Rule> elements, taking one <Rule> element from the combiner’s set and one from the foreign set.  If the <Rule> elements are coincident, then combine them, otherwise discard them.  <Rule> elements are coincident if each <Apply> element in one <Rule> element is coincident with each <Apply> element in the other <Rule> element (see below).

Start with the first of the combiner’s <Rule> elements and combine it with each of the foreign <Rule> elements, in lexical order.  Repeat this procedure with each of the combiner’s <Rule> elements in lexical order.

In order to combine two <Rule> elements, append the <Apply> elements from the foreign <Rule> element to the combiner’s <Apply> elements and assign a new unique RuleId attribute value.

6.4 Combine <Apply> elements

Within each resulting <Rule> element, combine all coincident <Apply> elements.  <Apply> elements are coincident if there exists an attribute value for which both <Apply> elements evaluate to “True”.  The test for coincidence is shown in the third column of Table 1.

Coincident <Apply> elements SHALL be combined as given in the fourth column of Table 1.

Table 1 is to be interpreted according to the following key.

5. Columns one, two and four contain shorthand versions of an XACML <Apply> element.  The portion before the open parenthesis (e.g. “type-equal”) represents the <Apply> element’s FunctionId attribute value.  The string “type-” represents any of the type-specific parts of the standard XACML function identifiers.

6. The symbol immediately after the open parenthesis (e.g. “a”) represents an XACML <AttributeDesignator> or <AttributeSelector> element.

7. The symbol immediately after the comma (e.g. “x”) represents an XACML <Attribute> element.

8. Where N/A appears in the fourth column there is no single replacement <Apply> element.

9. ( means the smallest value greater than.

10. ( means the largest value less than.

11. ∩ means set intersection.

12. ⊆ means “is a proper subset of”.

	First <Apply> element
	Second <Apply> element
	Coincidence condition
	Replacement <Apply> element

	type-equal(a,x)
	type-equal(a,y)
	x == y
	type-equal(a,x)

	type-equal(a,x)
	type-greater-than(a,y)
	x > y
	type-equal(a,x)

	type-equal(a,x)
	type-greater-than-or-equal(a,y)
	x ≥  y
	type-equal(a,x)

	type-equal(a,x)
	type-less-than(a,y)
	x < y
	type-equal(a,x)

	type-equal(a,x)
	type-less-than-or-equal(a,y)
	x ≤  y
	type-equal(a,x)

	type-greater-than(a,x)
	type-greater-than(a,y)
	
	type-greater-than(a,max(x,y))

	type-greater-than(a,x)
	type-greater-than-or-equal(a,y)
	
	type-greater-than-or-equal(a,max( ( x,y))

	type-greater-than-or-equal(a,x)
	type-greater-than-or-equal(a,y)
	
	type-greater-than-or-equal(a,max(x,y))

	type-less-than(a,x)
	type-less-than(a,y)
	
	type-less-than(a,min(x,y))

	type-less-than(a,x)
	type-less-than-or-equal(a,y)
	
	type-less-than-or-equal(a,min( ( x,y))

	type-less-than-or-equal(a,x)
	type-less-than-or-equal(a,y)
	
	type-less-than-or-equal(a,min(x,y))

	type-greater-than(a,x)
	type-less-than(a,y)
	x < y
	N/A

	type-greater-than(a,x)
	type-less-than-or-equal(a,y)
	x < y
	N/A

	type-greater-than-or-equal(a,x)
	type-less-than(a,y)
	x < y
	N/A

	type-greater-than-or-equal(a,x)
	type--less-than-or-equal(a,y)
	x < y
	N/A

	set-equals(a,x)
	set-equals(a,y)
	x == y
	set-equals(a,x)

	set-equals(a,x)
	subset(a,y)
	x ⊆ y
	set-equals(a,x)

	subset(a,x)
	subset(a,y)
	∩ (x,y) ≠  0
	subset (a,∩ (x,y))


Table 1 - Predicate combination

In the event that an <AttributeValue> element contains an expression, combination can only be performed if the expression can be evaluated.  Therefore, it is RECOMMENDED that <AttributeValue> elements contain only literal values.

6.5 Reduction

Following combination, a reduction step MAY be applied.  Reduction proceeds by the following steps.

1. The order of <Rule> elements in each <Policy> element reflects the preferences of the combiner.  Therefore, the first <Rule> element of every <Policy> element SHALL be retained.  All other <Rule> elements SHALL be discarded.

2. Then the substitutions shown in Table 2 SHALL be applied.

	<Apply> element
	Replacement <Apply> element

	type-greater-than(a,x)
	type-equal(a, ( x)

	type-greater-than-or-equal(a,x)
	type-equal(a,x)

	type-less-than(a,x)
	type-equal(a, ( x)

	type-less-than-or-equal(a,x)
	type-equal(a,x)

	type-subset(a,x)
	set-equals(a,x)


Table 2 – Reduction procedure
6.6 Compilation

The resulting <PolicySet> element MAY be compiled to a set of instructions for creating a conformant service invocation.  The procedure for compilation depends upon the target execution language.

For attributes whose values are under the control of the combiner, equality operators SHALL be converted to “assignment” operators in the target language.

7. Bindings (Normative)

In the Web-service environment XACML <PolicySet> elements MAY be distributed in a SOAP message [SOAP], in a WSDL v1.1 [WSDL v1.1] service description or in a WSDL v1.2 service description.  When they are distributed by one of these means, they MUST be distributed as defined in this section.

7.1 SOAP

An XACML <PolicySet> element SHALL be included in a SOAP header in accordance with the following schema.

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="urn:oasis:names:tc:xacml:wspl:draft:01"

xmlns:EndPointPolicy="urn:oasis:names:tc:xacml:wspl:draft:01"

xmlns:xs=http://www.w3.org/2001/XMLSchema
xmlns:xacml="urn:oasis:names:tc:xacml:1.0:policy"

xmlns:SOAP-ENV=http://schemas.xmlsoap.org/soap/envelope/
elementFormDefault="qualified" attributeFormDefault="unqualified">

  <xs:import namespace=http://schemas.xmlsoap.org/soap/envelope/
schemaLocation="http://schemas.xmlsoap.org/soap/envelope/"/>

  <xs:import namespace="urn:oasis:names:tc:xacml:1.0:policy"

schemaLocation="http://www.oasis-open.org/committees/download.php/915/cs-xacml-schema-policy-01.xsd"/>

  <xs:element name="PolicyHeader" type="EndPointPolicy:PolicyHeaderType"/>

  <xs:complexType name="PolicyHeaderType">

    <xs:complexContent>

      <xs:extension base="SOAP-ENV:Header">

        <xs:sequence>

          <xs:element ref="xacml:PolicySet"/>

        </xs:sequence>

      </xs:extension>

    </xs:complexContent>

  </xs:complexType>

</xs:schema> 

7.2 WSDL 1.1

This section defines how <PolicySet> elements are included in a WSDL v1.1 service description for a Web-service end-point.  Additions to the WSDL 1.1 SOAP binding are highlighted.
<?xml version="1.0" encoding="UTF-8"?>

<schema targetNamespace="http://schemas.xmlsoap.org/wsdl/policy-conformant-soap/" xmlns="http://www.w3.org/2001/XMLSchema" xmlns:policy-conformant-soap="http://schemas.xmlsoap.org/wsdl/policy-conformant-soap/" xmlns:xacml="urn:oasis:names:tc:xacml:1.0:policy">

  <import namespace="urn:oasis:names:tc:xacml:1.0:policy" schemaLocation="http://www.oasis-open.org/committees/download.php/915/cs-xacml-schema-policy-01.xsd"/>

  <element name="EndPointPolicy" type="xacml:PolicySetType"/>
  <element name="binding" type="policy-conformant-soap:bindingType"/>

  <complexType name="bindingType">

    <attribute name="transport" type="anyURI" use="optional"/>

    <attribute name="style" type="policy-conformant-soap:styleChoice" use="optional"/>

  </complexType>

  <simpleType name="styleChoice">

    <restriction base="string">

      <enumeration value="rpc"/>

      <enumeration value="document"/>

    </restriction>

  </simpleType>

  <element name="operation" type="policy-conformant-soap:operationType"/>

  <complexType name="operationType">

    <sequence>

      <element ref="xacml:PolicySetIdReference"/>

    </sequence>
    <attribute name="soapAction" type="anyURI" use="optional"/>

    <attribute name="style" type="policy-conformant-soap:styleChoice" use="optional"/>

  </complexType>

  <element name="body" type="policy-conformant-soap:bodyType"/>

  <complexType name="bodyType">

    <attribute name="encodingStyle" type="anyURI" use="optional"/>

    <attribute name="parts" type="NMTOKENS" use="optional"/>

    <attribute name="use" type="policy-conformant-soap:useChoice" use="optional"/>

    <attribute name="namespace" type="anyURI" use="optional"/>

  </complexType>

  <simpleType name="useChoice">

    <restriction base="string">

      <enumeration value="literal"/>

      <enumeration value="encoded"/>

    </restriction>

  </simpleType>

  <element name="fault" type="policy-conformant-soap:faultType"/>

  <complexType name="faultType">

    <complexContent>

      <restriction base="policy-conformant-soap:bodyType">

        <attribute name="parts" type="NMTOKENS" use="prohibited"/>

      </restriction>

    </complexContent>

  </complexType>

  <element name="header" type="policy-conformant-soap:headerType"/>

  <complexType name="headerType">

    <all>

      <element ref="policy-conformant-soap:headerfault"/>

    </all>

    <attribute name="message" type="QName" use="required"/>

    <attribute name="parts" type="NMTOKENS" use="required"/>

    <attribute name="use" type="policy-conformant-soap:useChoice" use="required"/>

    <attribute name="encodingStyle" type="anyURI" use="optional"/>

    <attribute name="namespace" type="anyURI" use="optional"/>

  </complexType>

  <element name="headerfault" type="policy-conformant-soap:headerfaultType"/>

  <complexType name="headerfaultType">

    <attribute name="message" type="QName" use="required"/>

    <attribute name="parts" type="NMTOKENS" use="required"/>

    <attribute name="use" type="policy-conformant-soap:useChoice" use="required"/>

    <attribute name="encodingStyle" type="anyURI" use="optional"/>

    <attribute name="namespace" type="anyURI" use="optional"/>

  </complexType>

    <element name="address" type="policy-conformant-soap:addressType"/>

  <complexType name="addressType">

    <attribute name="location" type="anyURI" use="required"/>

  </complexType>

</schema>

7.3 WSDL 1.2

This section defines how <PolicySet> elements are included in a WSDL v1.2 service description for a Web-service end-point.
TBD
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Appendix A. Worked example (Non-normative)

This appendix contains a worked example to illustrate the process of combining and reducing XACML policies that conform with this profile, using two simple policy instances.  The example is drawn from the realm of data-rate allocation, and builds on the example given in Section 3.

A.1. Consumer policy

This section describes the service consumer’s requirements for the data-rate allocation aspect of service invocation.

A.1.1. Plain-language policy

The plain language description of the policy is as follows.

The service-consumer’s first choice is to pay a maximum of ¢100/minute for a minimum guaranteed data-rate of 64kb/s. 

The second choice is to pay a maximum of ¢50/minute for a minimum guaranteed data-rate between 9pm and midnight of 32kb/s. 

A.1.2. XACML policy

<PolicySet PolicySetId="Consumer Policy" PolicyCombiningAlgId="deny-overrides">

  <Target>

    <Resources>

      <ResourceMatch MatchId="equal"

        <AttributeValue DataType="anyURI">

          serviceX:portX

        </AttributeValue>

        <ResourceAttributeDesignator AttributeId="portId" DataType="anyURI"/>

      </ResourceMatch>

    </Resources>

    <Actions>

      <ActionMatch MatchId="equal">

        <AttributeValue DataType="anyURI">

          serviceX:operationX

        </AttributeValue>

        <ActionAttributeDesignator AttributeId="operationId" DataType="anyURI"/>

      </ActionMatch>

    </Actions>

  </Target>

  <Policy PolicyId="Consumer Data-Rate Allocation Objective"

          RuleCombiningAlgId="permit-overrides">

    <Target>

      <Actions>

        <ActionMatch MatchId="equal">

          <AttributeValue DataType="anyURI">

            data-rate-allocation

          </AttributeValue>

          <ActionAttributeDesignator AttributeId="objectiveID" DataType="anyURI"/>

        </ActionMatch>

      </Actions>

    </Target>

    <Rule RuleId="Consumer Data-Rate Allocation Objective Strategy 1" Effect="Permit">

      <Condition FunctionId="and">

        <Apply FunctionId="less-than-or-equal">

          <SubjectAttributeDesignator DataType="integer" AttributeId="fee"/>

          <AttributeValue DataType="integer">

            100

          </AttributeValue>

        </Apply>

        <Apply FunctionId="greater-than-or-equal">

          <ResourceAttributeDesignator DataType="integer" AttributeId="data-rate"/>

          <AttributeValue DataType="integer">

            64000

          </AttributeValue>

        </Apply>

      </Condition>

    </Rule>

    <Rule RuleId="Consumer Data-rate Allocation Objective Strategy 2" Effect="Permit">

      <Condition FunctionId="and">

        <Apply FunctionId="less-than-or-equal">

          <SubjectAttributeDesignator DataType="integer" AttributeId="fee"/>

          <AttributeValue DataType="integer">

            50

          </AttributeValue>

        </Apply>

        <Apply FunctionId="greater-than-or-equal">

          <ResourceAttributeDesignator DataType="integer" AttributeId="data-rate"/>

          <AttributeValue DataType="integer">

            32000

          </AttributeValue>

        </Apply>

        <Apply FunctionId="greater-than-or-equal">

          <ResourceAttributeDesignator DataType="time" AttributeId="timeOfDay"/>

          <AttributeValue DataType="time">

            21:00

          </AttributeValue>

        </Apply>

      </Condition>

    </Rule>

  </Policy>

</PolicySet>

A.2. Combining process

A.2.3. Combine <PolicySet> elements

The <Target> elements of the two <PolicySet> elements are identical.  Therefore, they may be combined, as described in Section 6.1.

<PolicySet PolicySetId="Consumer Policy" PolicyCombiningAlgId="deny-overrides">

  <Target>

    <Resources>

       ResourceMatch MatchId="equal"

        <AttributeValue DataType="anyURI">

          serviceX:portX

        </AttributeValue>

        <ResourceAttributeDesignator AttributeId="portId" DataType="anyURI"/>

      </ResourceMatch>

    </Resources>

    <Actions>

      <ActionMatch MatchId="equal">

        <AttributeValue DataType="anyURI">

          serviceX:operationX

        </AttributeValue>

        <ActionAttributeDesignator AttributeId="operationId" DataType="anyURI"/>

      </ActionMatch>

    </Actions>

  </Target>

  <Policy PolicyId="Consumer Data-Rate Allocation Objective"

          RuleCombiningAlgId="permit-overrides">

    <Target>

      <Actions>

        <ActionMatch MatchId="equal">

          <AttributeValue DataType="anyURI">

            data-rate-allocation

          </AttributeValue>

          <ActionAttributeDesignator AttributeId="objectiveID" DataType="anyURI"/>

        </ActionMatch>

      </Actions>

    </Target>

    <Rule RuleId="Consumer Data-rate Allocation Objective Strategy 1" Effect="Permit">

      <Condition FunctionId="and">

        <Apply FunctionId="less-than-or-equal">

          <SubjectAttributeDesignator DataType="integer" AttributeId="fee"/>

          <AttributeValue DataType="integer">

            100

          </AttributeValue>

        </Apply>

        <Apply FunctionId="greater-than-or-equal">

          <ResourceAttributeDesignator DataType="integer" AttributeId="data-rate"/>

          <AttributeValue DataType="integer">

            64000

          </AttributeValue>

        </Apply>

      </Condition>

    </Rule>

    <Rule RuleId="Consumer Data-Rate Allocation Objective Strategy 2" Effect="Permit">

      <Condition FunctionId="and">

        <Apply FunctionId="less-than-or-equal">

          <SubjectAttributeDesignator DataType="integer" AttributeId="fee"/>

          <AttributeValue DataType="integer">

            50

          </AttributeValue>

        </Apply>

        <Apply FunctionId="greater-than-or-equal">

          <ResourceAttributeDesignator DataType="integer" AttributeId="data-rate"/>

          <AttributeValue DataType="integer">

            32000

          </AttributeValue>

        </Apply>

        <Apply FunctionId="greater-than-or-equal">

          <ResourceAttributeDesignator DataType="time" AttributeId="timeOfDay"/>

          <AttributeValue DataType="time">

            21:00

          </AttributeValue>

        </Apply>

      </Condition>

    </Rule>

  </Policy>

  <Policy PolicyId="Provider Data-Rate Allocation Objective"

          RuleCombiningAlgId="permit-overrides">

    <Target>

      <Actions>

        <ActionMatch MatchId="equal">

          <AttributeValue DataType="anyURI">

            data-rate-allocation

          </AttributeValue>

          <ActionAttributeDesignator AttributeId="objectiveId" DataType="anyURI"/>

        </ActionMatch>

      </Actions>

    </Target>

    <Rule RuleId="Provider Data-Rate Allocation Objective Strategy 1" Effect="Permit">

      <Condition FunctionId="and">

        <Apply FunctionId="equal">

          <SubjectAttributeDesignator DataType="integer" AttributeId="fee"/>

          <AttributeValue DataType="integer">

            150

          </AttributeValue>

        </Apply>

        <Apply FunctionId="greater-than-or-equal">

          <ResourceAttributeDesignator DataType="integer" AttributeId="data-rate"/>

          <AttributeValue DataType="integer">

            64000

          </AttributeValue>

        </Apply>

      </Condition>

    </Rule>

    <Rule RuleId="Provider Data-Rate Allocation Objective Strategy 2" Effect="Permit">

      <Condition FunctionId="and">

        <Apply FunctionId="equal">

          <SubjectAttributeDesignator DataType="integer" AttributeId="fee"/>

          <AttributeValue DataType="integer">

            45

          </AttributeValue>

        </Apply>

        <Apply FunctionId="equal">

          <ResourceAttributeDesignator DataType="integer" AttributeId="data-rate"/>

          <AttributeValue DataType="integer">

            40000

          </AttributeValue>

        </Apply>

        <Apply FunctionId="greater-than-or-equal">

          <ResourceAttributeDesignator DataType="time" AttributeId="timeOfDay"/>

          <AttributeValue DataType="time">6:00</AttributeValue>

        </Apply>

      </Condition>

    </Rule>

  </Policy>

</PolicySet>

A.2.4. Combine <Policy> elements

The <Target> elements of the two <Policy> elements are identical.  Therefore, they may be combined, as described in Section 6.2.

<PolicySet PolicySetId="Combined Policy Set" PolicyCombiningAlgId="deny-overrides">

  <Target>

    <Resources>

      <ResourceMatch MatchId="equal"

        <AttributeValue DataType="anyURI">

          serviceX:portX

        </AttributeValue>

        <ResourceAttributeDesignator AttributeId="portId" DataType="anyURI"/>

      </ResourceMatch>

    </Resources>

    <Actions>

      <ActionMatch MatchId="equal">

        <AttributeValue DataType="anyURI">

          serviceX:operationX

        </AttributeValue>

        <ActionAttributeDesignator AttributeId="operationId" DataType="anyURI"/>

      </ActionMatch>

    </Actions>

  </Target>

  <Policy PolicyId="Combined Data-Rate Allocation Objective"

          RuleCombiningAlgId="permit-overrides">

    <Target>

      <Actions>

        <ActionMatch MatchId="equal">

          <AttributeValue DataType="anyURI">

            data-rate-allocation

          </AttributeValue>

          <ActionAttributeDesignator AttributeId="objectiveId" DataType="anyURI"/>

        </ActionMatch>

      </Actions>

    </Target>

    <Rule RuleId="Consumer Data-Rate Allocation Objective Strategy 1" Effect="Permit">

      <Condition FunctionId="and">

        <Apply FunctionId="less-than-or-equal">

          <SubjectAttributeDesignator DataType="integer" AttributeId="fee"/>

          <AttributeValue DataType="integer">

            100

          </AttributeValue>

        </Apply>

        <Apply FunctionId="greater-than-or-equal">

          <ResourceAttributeDesignator DataType="integer" AttributeId="data-rate"/>

          <AttributeValue DataType="integer">

            64000

          </AttributeValue>

        </Apply>

      </Condition>

    </Rule>

    <Rule RuleId="Consumer Data-Rate Allocation Objective Strategy 2" Effect="Permit">

      <Condition FunctionId="and">

        <Apply FunctionId="less-than-or-equal">

          <SubjectAttributeDesignator DataType="integer" AttributeId="fee"/>

          <AttributeValue DataType="integer">

            50

          </AttributeValue>

        </Apply>

        <Apply FunctionId="greater-than-or-equal">

          <ResourceAttributeDesignator DataType="integer" AttributeId="data-rate"/>

          <AttributeValue DataType="integer">

            32000

          </AttributeValue>

        </Apply>

        <Apply FunctionId="greater-than-or-equal">

          <ResourceAttributeDesignator DataType="time" AttributeId="timeOfDay"/>

          <AttributeValue DataType="time">

            21:00

          </AttributeValue>

        </Apply>

      </Condition>

    </Rule>

    <Rule RuleId="Provider Data-Rate Allocation Objective Strategy 1" Effect="Permit">

      <Condition FunctionId="and">

        <Apply FunctionId="equal">

          <SubjectAttributeDesignator DataType="integer" AttributeId="fee"/>

          <AttributeValue DataType="integer">

            150

          </AttributeValue>

        </Apply>

        <Apply FunctionId="greater-than-or-equal">

          <ResourceAttributeDesignator DataType="integer" AttributeId="data-rate"/>

          <AttributeValue DataType="integer">

            64000

          </AttributeValue>

        </Apply>

      </Condition>

    </Rule>

    <Rule RuleId="Provider Data-Rate Allocation Objective Strategy 2" Effect="Permit">

      <Condition FunctionId="and">

        <Apply FunctionId="equal">

          <SubjectAttributeDesignator DataType="integer" AttributeId="fee"/>

          <AttributeValue DataType="integer">

            45

          </AttributeValue>

        </Apply>

        <Apply FunctionId="equal">

          <ResourceAttributeDesignator DataType="integer" AttributeId="data-rate"/>

          <AttributeValue DataType="integer">

            40000

          </AttributeValue>

        </Apply>

        <Apply FunctionId="greater-than-or-equal">

          <ResourceAttributeDesignator DataType="time" AttributeId="timeOfDay"/>

          <AttributeValue DataType="time">

            18:00

          </AttributeValue>

        </Apply>

      </Condition>

    </Rule>

  </Policy>

</PolicySet>

A.2.5. Combine <Rule> elements

Coincident pairs of <Rule> elements are identified and combined.  Coincident pairs of <Rule> elements are combined as described in Section 6.3.

<PolicySet PolicySetId="Combined Policy Set" PolicyCombiningAlgId="deny-overrides">

  <Target> 

    <Resources> 

      <ResourceMatch MatchId="equal" 

        <AttributeValue DataType="anyURI">

          serviceX:portX

        </AttributeValue>

        <ResourceAttributeDesignator AttributeId="portId" DataType="anyURI"/> 

      </ResourceMatch> 

    </Resources> 

    <Actions> 

      <ActionMatch MatchId="equal"> 

        <AttributeValue DataType="anyURI">

          serviceX:operationX

        </AttributeValue>

        <ActionAttributeDesignator AttributeId="operationId" DataType="anyURI"/> 

      </ActionMatch> 

    </Actions> 

  </Target> 

  <Policy PolicyId="Combined Data-Rate Allocation Objective" RuleCombiningAlgId="permit-overrides"> 

    <Target> 

      <Actions> 

        <ActionMatch MatchId="equal"> 

          <AttributeValue DataType="anyURI">

            data-rate-allocation

          </AttributeValue>

          <ActionAttributeDesignator AttributeId="objectiveId" DataType="anyURI"/>

        </ActionMatch> 

      </Actions> 

    </Target> 

    <Rule RuleId="Consumer Strategy 1/Provider Strategy 1" Effect="Permit"> 

      <Condition FunctionId="and"> 

        <Apply FunctionId="less-than-or-equal"> 

          <SubjectAttributeDesignator DataType="integer" AttributeId="fee"/> 

          <AttributeValue DataType="integer">

            100

          </AttributeValue> 

        </Apply> 

        <Apply FunctionId="greater-than-or-equal"> 

          <ResourceAttributeDesignator DataType="integer" AttributeId="data-rate"/> 

          <AttributeValue DataType="integer">

            64000

          </AttributeValue> 

        </Apply> 

        <Apply FunctionId="equal"> 

          <SubjectAttributeDesignator DataType="integer" AttributeId="fee"/> 

          <AttributeValue DataType="integer">

            150

          </AttributeValue> 

        </Apply> 

        <Apply FunctionId="greater-than-or-equal"> 

          <ResourceAttributeDesignator DataType="integer" AttributeId="data-rate"/> 

          <AttributeValue DataType="integer">

            64000

          </AttributeValue> 

        </Apply> 

      </Condition> 

    </Rule> 

    <Rule RuleId="Consumer Strategy 1/Provider Strategy 2" Effect="Permit"> 

      <Condition FunctionId="and"> 

        <Apply FunctionId="less-than-or-equal"> 

        <SubjectAttributeDesignator DataType="integer" AttributeId="fee"/> 

        <AttributeValue DataType="integer">

          100

        </AttributeValue> 

      </Apply> 

      <Apply FunctionId="greater-than-or-equal"> 

        <ResourceAttributeDesignator DataType="integer" AttributeId="data-rate"/> 

        <AttributeValue DataType="integer">

          64000

        </AttributeValue> 

      </Apply> 

      <Apply FunctionId="equal"> 

        <SubjectAttributeDesignator DataType="integer" AttributeId="fee"/> 

        <AttributeValue DataType="integer">

          45

        </AttributeValue> 

      </Apply> 

      <Apply FunctionId="equal"> 

        <ResourceAttributeDesignator DataType="integer" AttributeId="data-rate"/> 

        <AttributeValue DataType="integer">

          40000

        </AttributeValue> 

      </Apply> 

      <Apply FunctionId="greater-than-or-equal"> 

        <ResourceAttributeDesignator DataType="time" AttributeId="timeOfDay"/> 

        <AttributeValue DataType="time">

          18:00

        </AttributeValue> 

      </Apply> 

    </Condition> 

  </Rule> 

  <Rule RuleId="Consumer Strategy 2/Provider Strategy 1" Effect="Permit"> 

    <Condition FunctionId="and"> 

      <Apply FunctionId="less-than-or-equal"> 

        <SubjectAttributeDesignator DataType="integer" AttributeId="fee"/> 

        <AttributeValue DataType="integer">

          50

        </AttributeValue> 

      </Apply> 

      <Apply FunctionId="greater-than-or-equal"> 

        <ResourceAttributeDesignator DataType="integer" AttributeId="data-rate"/> 

        <AttributeValue DataType="integer">

          32000

        </AttributeValue> 

      </Apply> 

      <Apply FunctionId="greater-than-or-equal"> 

        <ResourceAttributeDesignator DataType="time" AttributeId="timeOfDay"/> 

        <AttributeValue DataType="time">

          21:00

        </AttributeValue> 

      </Apply> 

      <Apply FunctionId="equal"> 

        <SubjectAttributeDesignator DataType="integer" AttributeId="fee"/> 

        <AttributeValue DataType="integer">

          150

        </AttributeValue> 

      </Apply> 

      <Apply FunctionId="greater-than-or-equal"> 

        <ResourceAttributeDesignator DataType="integer" AttributeId="data-rate"/> 

        <AttributeValue DataType="integer">

          64000

        </AttributeValue> 

      </Apply> 

    </Condition> 

   </Rule> 

    <Rule RuleId="Consumer Strategy 2/Provider Strategy 2" Effect="Permit"> 

      <Condition FunctionId="and"> 

        <Apply FunctionId="less-than-or-equal"> 

          <SubjectAttributeDesignator DataType="integer" AttributeId="fee"/> 

          <AttributeValue DataType="integer">

            50

          </AttributeValue> 

      </Apply> 

      <Apply FunctionId="greater-than-or-equal"> 

        <ResourceAttributeDesignator DataType="integer" AttributeId="data-rate"/> 

        <AttributeValue DataType="integer">

          32000

        </AttributeValue> 

      </Apply> 

      <Apply FunctionId="greater-than-or-equal"> 

        <ResourceAttributeDesignator DataType="time" AttributeId="timeOfDay"/> 

        <AttributeValue DataType="time">

          21:00

        </AttributeValue> 

      </Apply> 

      <Apply FunctionId="equal"> 

        <SubjectAttributeDesignator DataType="integer" AttributeId="fee"/> 

        <AttributeValue DataType="integer">

          45

        </AttributeValue> 

      </Apply> 

      <Apply FunctionId="equal"> 

        <ResourceAttributeDesignator DataType="integer" AttributeId="data-rate"/> 

        <AttributeValue DataType="integer">

          40000

        </AttributeValue> 

      </Apply> 

      <Apply FunctionId="greater-than-or-equal"> 

        <ResourceAttributeDesignator DataType="time" AttributeId="timeOfDay"/> 

        <AttributeValue DataType="time">

          18:00

        </AttributeValue> 

      </Apply> 

    </Condition> 

  </Rule> 

  </Policy> 

</PolicySet> 

A.2.6. Combine <Apply> elements

<Apply> elements are combined as described in Section 6.4.

<PolicySet PolicySetId="Combined Policy Set" PolicyCombiningAlgId="deny-overrides">

  <Target>

    <Resources>

      <ResourceMatch MatchId="equal"

        <AttributeValue DataType="anyURI">

          serviceX:portX

        </AttributeValue>

        <ResourceAttributeDesignator AttributeId="portId" DataType="anyURI"/>

      </ResourceMatch>

    </Resources>

    <Actions>

      <ActionMatch MatchId="equal">

        <AttributeValue DataType="anyURI">serviceX:operationX</AttributeValue>

        <ActionAttributeDesignator AttributeId="operationId" DataType="anyURI"/>

      </ActionMatch>

    </Actions>

  </Target>

  <Policy PolicyId="Combined Data-Rate Allocation Objective"

          RuleCombiningAlgId="permit-overrides">

    <Target>

      <Actions>

        <ActionMatch MatchId="equal">

          <AttributeValue DataType="anyURI">

            data-rate-allocation

          </AttributeValue>

          <ActionAttributeDesignator AttributeId="objectiveId" DataType="anyURI"/>

        </ActionMatch>

      </Actions>

    </Target>

    <!-- Rule RuleId="Consumer Strategy 1/Provider Strategy 2" Effect="Permit" Fee predicates are not coincident -->

    <!-- Rule RuleId="Consumer Strategy 1/Provider Strategy 2" Effect="Permit" Data-rate predicates are not coincident -->

    <!-- Rule RuleId="Consumer Strategy 2/Provider Strategy 1" Effect="Permit" Fee predicates are not coincident -->

    <Rule RuleId="Consumer Strategy 2/Provider Strategy 2" Effect="Permit">

      <Condition FunctionId="and">

        <Apply FunctionId="equal">

          <SubjectAttributeDesignator DataType="integer" AttributeId="fee"/>

          <AttributeValue DataType="integer">

            45

          </AttributeValue>

        </Apply>

        <Apply FunctionId="equal">

          <ResourceAttributeDesignator DataType="integer" AttributeId="data-rate"/>

          <AttributeValue DataType="integer">

            40000

          </AttributeValue>

        </Apply>

        <Apply FunctionId="greater-than-or-equal">

          <ResourceAttributeDesignator DataType="time" AttributeId="timeOfDay"/>

          <AttributeValue DataType="time">

            21:00

          </AttributeValue>

        </Apply>

      </Condition>

    </Rule>

  </Policy>

</PolicySet>

A.2.7. Reduction

Reduction is achieved by deleting all except the first <Rule> element.

<PolicySet PolicySetId="Combined Policies" PolicyCombiningAlgId="deny-overrides">

  <Target>

    <Resources>

      <ResourceMatch MatchId="equal"

        <AttributeValue DataType="anyURI">

          serviceX:portX

        </AttributeValue>

        <ResourceAttributeDesignator AttributeId="portId" DataType="anyURI"/>

      </ResourceMatch>

    </Resources>

    <Actions>

      <ActionMatch MatchId="equal">

        <AttributeValue DataType="anyURI">

          serviceX:operationX

        </AttributeValue>

        <ActionAttributeDesignator AttributeId="operationId" DataType="anyURI"/>

      </ActionMatch>

    </Actions>

  </Target>

  <Policy PolicyId="Combined Data-Rate Allocation Objective"

          RuleCombiningAlgId="permit-overrides">

    <Target>

      <Actions>

        <ActionMatch MatchId="equal">

          <AttributeValue DataType="anyURI">

            data-rate-allocation

          </AttributeValue>

          <ActionAttributeDesignator AttributeId="objectiveId" DataType="anyURI"/>

        </ActionMatch>

      </Actions>

    </Target>

    <Rule RuleId="Consumer Strategy 2/Provider Strategy 2" Effect="Permit">

      <Condition FunctionId="and">

        <Apply FunctionId="equal">

          <SubjectAttributeDesignator DataType="integer" AttributeId="fee"/>

          <AttributeValue DataType="integer">

            45

          </AttributeValue>

        </Apply>

        <Apply FunctionId="equal">

          <ResourceAttributeDesignator DataType="integer" AttributeId="data-rate"/>

          <AttributeValue DataType="integer">

            40000

          </AttributeValue>

        </Apply>

        <Apply FunctionId="equal">

          <ResourceAttributeDesignator DataType="time" AttributeId="timeOfDay"/>

          <AttributeValue DataType="time">

            21:00

          </AttributeValue>

        </Apply>

      </Condition>

    </Rule>

  </Policy>

</PolicySet>
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