
[image: image1.png]



Errata for the OASIS XACML 1.0 Committee Specifications

Working Draft 01, 31 March 2003

Document identifier:

TBD

Location:

TBD

Editor:

Simon Godik, Overxeer <simon.godik@overxeer.com>

Abstract:

This document lists the reported potential errata against the OASIS XACML 1.0 Committee Specifications and their status.

Status:

Comments on issues with the XACML specifications are welcome. If you are on the xacml@lists.oasis-open.org list for committee members, send comments there. If you are not on that list, subscribe to the xacml-comment@lists.oasis-open.org list and send comments there. To subscribe, send an email message to xacml-comment-request@lists.oasis-open.org with the word “subscribe” as the body of the message.

Copyright © 2002 and 2003 The Organization for the Advancement of Structured Information Standards [OASIS]

Table of Contents

31
Introduction


32
Typographical Errors


32.1 Data Type attribute incorrect.


32.2 Status element description.


32.3 Reference to section B.7


32.4 Incorrect data type URI


32.5 yearMonthDuration and dayTimeDuration uri’s.


42.6 Invalid description at the beginning of Appendix B.2


42.7 No data type in AttributeAssignment


42.8 Resource-id is mandatory.


42.9 Incorrect references in appendix C.


52.10 [XF] section reference incorrect.


52.11 Wrong URI in Section 5.28


52.12 Invalid qname for the <Policy> element in Section 4.1.1


52.13 Missing quote in attribute value in Section 4.2.1


52.14 Invalid DataType attribute value in Section 4.2.1


53
Potential Errata


63.1 AttributeAssignment element incorrectly qualified.


63.2 Expression evaluation in Section A.6.


63.3 Use of QNames in Section 8.1.


63.4 Issuer attribute in an AttributeSelector


63.5 Match operator definition


73.6 String-equality or URI-equality?


73.7 Obligations for the policy.


73.8 Two references for the xquery-operators


73.9 <XPathVersion> element and XPath-based functions.


73.10 Context Nodes for XPath expressions.


83.11 Define semantics of the <AttributeAssignment> children elements.


93.12 <Status> element MAY list: include action and environment attributes


93.13 <Status> element MUST NOT list: include action and environment attributes


93.14 <AttributeValue> occurrence is inconsistent.


93.15 Semantics of the <AttributeDesignator> with MustBePresent attribute set to “true” is unclear when <Attribute> does not contain <AttributeValue>


103.16 MustBePresent attribute semantics for the <AttributeSelector> element.


103.17 Unclear how to convert nodes from XPath expression into the bag of attributes.


11Appendix A. Revision History


12Appendix B. Notices




Introduction

This document lists the reported errata against the OASIS XACML V1.0 release 00 Committee Specifications and their status..

1 Typographical Errors

1.1 Data Type attribute incorrect.

Reported by: Satoshi Hada

Message: http://lists.oasis-open.org/archives/xacml-comment/200212/msg00061.html
Description: On lines 3408 and 3413 DataType attribute is incorrect. 

Options: Replace DataType attribute value with http://www.w3.org/2001/XMLSchema#string

Disposition: Fixed

1.2 Status element description.

Repored by: Satoshi Hada

Message: http://lists.oasis-open.org/archives/xacml-comment/200301/msg00000.html

Description: On line 2715, section 6.10 Status element is described as optional. Schema defines it as required.

Options: Change description on line 2715 from Optional to Required.

In section 10.2.1 change xacml-context:StatusCode element to Mandatory.

Disposition: Fixed

1.3 Reference to section B.7

Repored by: Satoshi Hada

Message: http://lists.oasis-open.org/archives/xacml-comment/200301/msg00004.html

Description: In section 6.13 on line 2773 reference to section B.7 is incorrect.

Options: On line 2773 change reference to section B.9

Disposition: Fixed

1.4 Incorrect data type URI

Repored by: Satoshi Hada.

Message: http://lists.oasis-open.org/archives/xacml-comment/200301/msg00007.html

Description: Incorrect data type URI in section B.4, lines 4438, 4439

Options: change "2002/08/xquery-functions" to "TR/xquery-operators"

Disposition: Fixed

1.5 yearMonthDuration and dayTimeDuration uri’s.

Reported by: Satoshi Hada.

Message: Thursday, February 06, 2003 4:43 PM

Description: My comment was about the data type URIs of the two data types
"yearMonthDuration" and "dayTimeDuration", but not about the URL of the xquery-operators
specification.

The spec says that the semantics of the two data types are defined in the
http://www.w3.org/TR/2002/WD-xquery-operators-20020816/
This is okay with me.

Note that
http://www.w3.org/TR/2002/WD-xquery-operators-20020816/
is just a URL of the xquery-operator specification.
What we need is two URIs representing the two data types.

My point is that the WD does NOT define URIs representing the two data
types.
So the XACML spec NEED to define them by itself.

They can be whatever the XACML spec likes.
The examples are:
http://www.w3.org/TR/2002/WD-xquery-operators-20020816#yearMonthDuration
http://www.w3.org/TR/xquery-operators#yearMonthDuration
urn:oasis:names:tc:xacml:1.0:data-type:yearMonthDuration
(as long as the spec explicitly says that the semantics is defined in the
WS dated 2002-08-16)

Options: define uri’s as: 

http://www.w3.org/TR/2002/WD-xquery-operators-20020816#yearMonthDuration
http://www.w3.org/TR/xquery-operators#yearMonthDuration
Disposition: First form of the URI is used to define yearMonthDuration and dayTimeDuration.

1.6 Invalid description at the beginning of Appendix B.2

Repored by: Hall Lockhart

Message: http://lists.oasis-open.org/archives/xacml-comment/200301/msg00008.html

Description: Currently the description at the begining of Appendix B.2. reads: 

This identifier indicates the system entity that is directly requesting access.  That is, the final entity in a request chain

Options: Change to: This identifier indicates the system entity that initiated the access request.  That is, the initial entity in a request chain.

Disposition: Fixed.

1.7 No data type in AttributeAssignment

Repored by: Anne Andersen

Message: http://lists.oasis-open.org/archives/xacml-comment/200301/msg00012.html

Description: line 2492: there is no DataType in AttributeAssignment

Options: remove lines 2492 and 2493

Disposition: Fixed.

1.8 Resource-id is mandatory.

Repored by: Anne Andersen

Message: http://lists.oasis-open.org/archives/xacml-comment/200301/msg00012.html

Description: line 3317: resource-id should be marked Mandatory

Options: mark resource-id as Mandatory.

Disposition: Fixed.

1.9 Incorrect references in appendix C.

Repored by: Satoshi Hada

Message: http://lists.oasis-open.org/archives/xacml-comment/200301/msg00018.html

Description: At the end of C.1, C.2, and C.3, we have the following description just

after the explanation about policy combining algorithms:

"Obligations of the individual policies shall be combined as described in Section 3.3.2.3 "

However, Section 3.3.2.3 is about a policy rather than a set of policies.

So it should be Section 3.3.3.2 rather than 3.3.2.3

Options: update section references

Disposition: Fixed.

1.10 [XF] section reference incorrect.

Repored by: Satoshi Hada

Message: http://lists.oasis-open.org/archives/xacml-comment/200301/msg00019.html

Description: line 4314: [XF] section reference is incorrect

Options: Replace reference 6.3.15.1 with 6.3.15

Disposition: Fixed.

1.11 Wrong URI in Section 5.28

Reported by: Satoshi Hada

Message: Wednesday, February 19, 2003 1:52 AM
Description: I found a wrong URI in Section 5.28.
It is used twice there. One is in the schma fragment and the other is in the description of the subject category attribute.

Options: Replace urn:oasis:tc:xacml:1.0:subject-category:access-subject
with the urn:oasis:names:tc:xacml:1.0:subject-category:access-subject

Disposition: Approved

1.12 Invalid qname for the <Policy> element in Section 4.1.1

Reported by: Michiharu Kudoh.

Message: Thursday, June 05, 2003 9:24 PM
Description: line 782 error with the <xacml:Policy> endtag; xacml: xmlns is undeclared at the start tag

Options: Remove xacml prefix from the tag.

Disposition: 

1.13 Missing quote in attribute value in Section 4.2.1

Reported by: Michiharu Kudoh.

Message: Thursday, June 05, 2003 9:24 PM
Description: line 841 error missing end quote in attribute definition

Options: insert missing quote.

Disposition:

1.14 Invalid DataType attribute value in Section 4.2.1

Reported by: Michiharu Kudoh.

Message: Thursday, June 05, 2003 9:24 PM
Description: line 856-861 missing XML Schema attribute, illegal xml attribute

Options: specify correct DataType attribute.

Disposition:

2 Potential Errata

.

2.1 AttributeAssignment element incorrectly qualified.

Repored by: Satoshi Hada, Michiharu Kudo

Message: http://lists.oasis-open.org/archives/xacml-comment/200301/msg00009.html
http://lists.oasis-open.org/archives/xacml-comment/200301/msg00020.html
Description: Section 5.35, line 2471. AttributeAssignment element is incorrectly qualified as Required

Options: 

Change AttributeAssignment element qualification to “One to Many”

Change schema and line 2458 with minOccurs=”0”

Disposition: Fixed.

2.2 Expression evaluation in Section A.6.

Reported by: Polar Humen

Message: http://lists.oasis-open.org/archives/xacml-comment/200212/msg00069.html
Description: Section A.6 states that all expressions listed below evaluate to either a

primitive type, or a bag of primitive types. This needs to be enhanced because of the <Function> argument, and also it states nothing of extension types.

Options: Change the first paragraph to:

XACML specifies expressions in terms of the following elements of which

the <Apply> and <Condition> elements recursively compose greater

expressions.  Valid expressions shall be type correct, which means that

the types of each of the elements contained within <Apply> and <Condition>

elements shall agree with the respective argument types of the function

that is named by the FunctionId attribute.  The resultant type of the

<Apply> or <Condition> element shall be the resultant type of the

function, which may be narrowed to a primitive data type or a bag of a

primitive data type by type unification. XACML defines an evaluation

result of "Indeterminate", which is said to be the result of an invalid

expression, or an operational error occurring during the evaluation of the

expression.

Disposition: Clarify ‘type unification’ which is not defined anywhere in the spec.

2.3 Use of QNames in Section 8.1.

Repored by: Satoshi Hada.

Message: http://lists.oasis-open.org/archives/xacml-comment/200301/msg00001.html

Description: Section 8.1 mentions QNames, but the XACML syntax uses no qnames.

Options: Remove references to QNames on lines 3037 and 3038.

Disposition: Fixed

2.4 Issuer attribute in an AttributeSelector

Repored by: Anne Andersen

Message: http://lists.oasis-open.org/archives/xacml-comment/200301/msg00012.html

Description: line 2961: there is no Issuer in an AttributeSelector, so Issuer should be removed

Options: Remove Issuer from the description of Attribute Selector.

Disposition: Fixed

2.5 Match operator definition

Repored by: Satoshi Hada

Message: http://lists.oasis-open.org/archives/xacml-comment/200301/msg00019.html

Description: line 4313: I don't think that the URI http://www.w3.org/TR/xquery-operators#match is defined in [XF].

It should be "xf:matches".

Options: line 4334: change xf:match to xf:matches

Disposition: Fixed

2.6 String-equality or URI-equality?

Repored by: Satoshi Hada

Message: http://lists.oasis-open.org/archives/xacml-comment/200301/msg00034.html

Description: Section 5.28 says that:

The SubjectAttributeDesignatorType extends the match semantics of the AttributeDesignatorType such that it narrows the attribute search space to the specific categorized subject such that the value of this element's SubjectCategory attribute matches, by string-equality, the value of the <Request> element's subject category attribute. I think "by string-equality" should be "by URI-equality" because the data type of the SubjectCategory attribute is "xs:anyURI".

Options:

Disposition:

2.7 Obligations for the policy.

Repored by: Satoshi Hada

Message: http://lists.oasis-open.org/archives/xacml-comment/200301/msg00018.html
Michiharu responds to this messages in http://lists.oasis-open.org/archives/xacml-comment/200301/msg00021.html, http://lists.oasis-open.org/archives/xacml-comment/200301/msg00022.html
Description:

Options:

Disposition: not an errata, dropped.

2.8 Two references for the xquery-operators

Repored by: Satoshi Hada

Message: http://lists.oasis-open.org/archives/xacml/200302/msg00022.html
Description: Why do we have two reference [XF] and [XQO] for the xquery-operators WD?
If there is no reasonable reason, we should merge them into a single reference.

Options: LATEST spec: http://www.w3.org/TR/2002/WD-xquery-operators-20021115/
See message from Anne Andersen Tuesday, February 11, 2003 11:53 AM for the proposal.

Disposition: Fixed.

2.9 <XPathVersion> element and XPath-based functions.

Reported by: Satoshi Hada
Message: Sunday, February 16, 2003 13:16 PM Eastern
Description: Section 5.4 says that: The <XPathVersion> element is REQUIRED
if the XACML enclosing policy set or policy contains <AttributeSelector> elements.
How is <XPathVersion> related to XPath-based functions in A14.13? Is the <XPathVersion> element is REQUIRED if the XACML enclosing policy set or policy uses an XPath-based function?
Options:
If yes, the spec should say so.
If no, no action is needed

Disposition:

2.10 Context Nodes for XPath expressions.

Reported by: Satoshi Hada

Message: Sunday, February 16, 2003 13:16 PM Eastern

Description: Section 5.32 says that: The context node of the XPath expressions is the <xacml-context:Request> element.

What's the context node of the XPath expressions specified in the XPath-based function (A14.13)?

A14.13 has the following sentence:"The XPath expressions in these functions are restricted to the XACML request context."


It is not clear if the root node of the XACML request context or <xacml-context:Request> element node must be specified as the context node for xpath expressions.

Options:

Disposition:

2.11 Define semantics of the <AttributeAssignment> children elements.

Reported by: Satoshi Hada

Message: Thursday, feb  20 2003 8:54 PM Eastern

Description: I've just found an <AttributeAssignment> element has
three kinds of child elements in Section 4.2.4.3 (Rule 3)
 
[095] <AttributeAssignment AttributeId=
[096] "urn:oasis:names:tc:xacml:1.0:example:attribute:mailto"
[097] DataType="http://www.w3.org/2001/XMLSchema#string">
[098] <AttributeSelector RequestContextPath=
[099] "//md:/record/md:patient/md:patientContact/md:email"
[100] DataType="http://www.w3.org/2001/XMLSchema#string"/>
[101] </AttributeAssignment>

In this case, <AttributeSelector> is used to specify the content of the attribute assignment.

It seems to me that the semantics is not defined anywhere.

[102] <AttributeAssignment AttributeId=
[103] "urn:oasis:names:tc:xacml:1.0:example:attribute:text"
[104] DataType="http://www.w3.org/2001/XMLSchema#string">
[105] <AttributeValue>
[106] Your medical record has been accessed by:
[107] </AttributeValue>
[108] </AttributeAssignment>

In this case, <AttributeValue> is used to specify the content of the attribute assignment.
Again, Section 5.36 should define the semantics.

Also, is the syntax of this <AttributeValue> element the same as defined in the XACML schema, i.e., <xs:element name="AttributeValue" type="xacml:AttributeValueType"/> ???
If yes, the DataType attribute must be added (because it is REQUIRED).

[109] <AttributeAssignment AttributeId=
[110] "urn:oasis:names:tc:xacml:example:attribute:text"
[111] DataType="http://www.w3.org/2001/XMLSchema#string">
[112] <SubjectAttributeDesignator AttributeId=
[113] "urn:osasis:names:tc:xacml:1.0:subject:subject-id"
DataType="http://www.w3.org/2001/XMLSchema#string"/>
[114] </AttributeAssignment>

In this case, <AttributeDesignator> is used to specify the content of the attribute assignment.
Again, Section 5.36 should define the semantics

Options: Section 5.36 should describe the semantics for the children of the <AttributeAssignment> element

Disposition:

2.12 <Status> element MAY list: include action and environment attributes

Reported by: Satoshi Hada

Message: http://lists.oasis-open.org/archives/xacml-comment/200302/msg00014.html

Description: Section "7.10 Authorization decision", line 3003, says [when PDP returns missing-attribute status code] "the <Status> element MAY list the names and data-types of any attributes of the subjects and the resource that are needed by the PDP to refine its decision."  This should also apply to action and environment attributes.

Options: Change line 3003 to "...attributes of the subjects, resource, action, or environment..."

Disposition: Approved.

2.13 <Status> element MUST NOT list: include action and environment attributes

Reported by: Satoshi Hada

Message: http://lists.oasis-open.org/archives/xacml-comment/200302/msg00014.html

Description: Section "7.10 Authorization decision", line 3010, says [when PDP returns missing-attribute status code] "it MUST NOT list the names and data-types of any attribute of the subject
or the resource for which values were supplied in the original request."  This should also apply to action and environment attributes.

Options: Change to line 3010 "...any attribute of the subjects, resource, action, or environment for which values were supplied..."

Disposition: Approved.

2.14 <AttributeValue> occurrence is inconsistent.

Reported by: Satoshi Hada

Message: http://lists.oasis-open.org/archives/xacml-comment/200302/msg00015.html

Description: Section "6.7 Element <Attribute>", line 2666, says <AttributeValue> is [Optional].  It is actually mandatory, although the sequence in the contents is minOccurrs="0" and thus
[AnyNumber].

Options: Change line 2666 "[Optional]" to "[Mandatory]".  Change line 2667 from "At most one attribute value." to "Exactly one attribute value.  The mandatory attribute value may have contents that are empty, occur once, or occur multiple times. Also remove minOccurs="0" from line 2644 in spec to agree with schema.

Disposition: Approved

2.15 Semantics of the <AttributeDesignator> with MustBePresent attribute set to “true” is unclear when <Attribute> does not contain <AttributeValue>

Reported by: Satoshi Hada

Message: http://lists.oasis-open.org/archives/xacml-comment/200302/msg00015.html

Description: 

Options: 

Disposition: not an errata, dropped.

2.16 MustBePresent attribute semantics for the <AttributeSelector> element.

Reported by: Satoshi Hada.

Message: http://lists.oasis-open.org/archives/xacml-comment/200302/msg00015.html

Description: The semantics of the "MustBePresent" attribute in an <AttributeSelector> are not specified in as much detail as they are for an <AttributeDesignator>.

Options: In Section "5.32 Element <AttributeSelector>", in the description of the "MustBePresent" attribute, append to line 2430: If the XPath expression selects no node, and the MustBePresent attribute is TRUE, then the result is "Indeterminate" and the status code SHALL be "urn:oasis:names:tc:xacml:1.0:status:missing-attribute".  If the XPath expression selects no node, and the MustBePresent attribute is missing or FALSE, then the result is an empty bag.  If the XPath expression selects at least one node and the selected node(s) could be successfully converted to a bag of values of the specified data-type, then the result is the bag, regardless of
the value of the MustBePresent attribute.  If the Xpath expression selects at least one node, but there is an error in converting one or more of the nodes to values of the specified data-type, then the result is "Indeterminate" and the status code SHALL be "urn:oasis:names:tc:xacml:1.0:status:processing-error", regardless of the value of the MustBePresent attribute.

Disposition: Approved.

2.17 Unclear how to convert nodes from XPath expression into the bag of attributes.

Reported by: Satoshi Hada.

Message: http://lists.oasis-open.org/archives/xacml-comment/200302/msg00015.html

Description: Section "5.32 Element <AttributeSelector>" says that the constructor functions defined in [XF] are to be used in converting the nodes selected by an XPath expression into a bag of attributes.  But the constructor functions are defined only for LITERAL input.  How is each slected node converted into a LITERAL?  For example, how is an element node converted into a LITERAL?

Options: Lines 2409--2413 should be replaced with the following:

Each selected node by the specified XPath expression MUST be either a text node, an attribute node, a processing instruction node, or a comment node. The string representation of the value of each selected node MUST be converted to an attribute value of the specified data type, and the result of the AttributeSelector is the bag of the attribute values generated from all the selected nodes.

If the selected node is different from the node types listed above, then the result of that policy SHALL be "Indeterminate" with a StatusCode value of "urn:oasis:names:tc:xacml:1.0:status:syntax-error".

Disposition: Approved.
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