Existing Scheme and definitions

First a copy&paste out of the existing 2.0 spec for convenience:

PolicySet & Policy

These are the structures that should have an optional “issuer” associated with them.

This issuer should be of the same data type as is used in the request context, because the evaluation requires a substitution/insertion of the PolicySet/Policy issuer in the request context.

<xs:element name="PolicySet" type="xacml:PolicySetType"/>

<xs:complexType name="PolicySetType">


<xs:sequence>



<xs:element ref="xacml:Description" minOccurs="0"/>



<xs:element ref="xacml:PolicySetDefaults" minOccurs="0"/>



<xs:element ref="xacml:Target"/>



<xs:choice minOccurs="0" maxOccurs="unbounded">




<xs:element ref="xacml:PolicySet"/>




<xs:element ref="xacml:Policy"/>




<xs:element ref="xacml:PolicySetIdReference"/>




<xs:element ref="xacml:PolicyIdReference"/>




<xs:element ref="xacml:CombinerParameters"/>




<xs:element ref="xacml:PolicyCombinerParameters"/>




<xs:element ref="xacml:PolicySetCombinerParameters"/>



</xs:choice>



<xs:element ref="xacml:Obligations" minOccurs="0"/>


</xs:sequence>


<xs:attribute name="PolicySetId" type="xs:anyURI" use="required"/>


<xs:attribute name="Version" type="xacml:VersionType" default="1.0"/>


<xs:attribute name="PolicyCombiningAlgId" type="xs:anyURI" use="required"/>

</xs:complexType>

<xs:element name="Policy" type="xacml:PolicyType"/>

<xs:complexType name="PolicyType">


<xs:sequence>



<xs:element ref="xacml:Description" minOccurs="0"/>



<xs:element ref="xacml:PolicyDefaults" minOccurs="0"/>



<xs:element ref="xacml:CombinerParameters" minOccurs="0"/>



<xs:element ref="xacml:Target"/>



<xs:choice minOccurs="0" maxOccurs="unbounded">




<xs:element ref="xacml:CombinerParameters" minOccurs="0"/>




<xs:element ref="xacml:RuleCombinerParameters" minOccurs="0"/>




<xs:element ref="xacml:VariableDefinition"/>




<xs:element ref="xacml:Rule"/>



</xs:choice>



<xs:element ref="xacml:Obligations" minOccurs="0"/>


</xs:sequence>


<xs:attribute name="PolicyId" type="xs:anyURI" use="required"/>


<xs:attribute name="Version" type="xacml:VersionType" default="1.0"/>


<xs:attribute name="RuleCombiningAlgId" type="xs:anyURI" use="required"/>

</xs:complexType>

Request & Subject & SubjectCategory

This is the request context structure that has to be modified during the evaluation iteration:

<xs:element name="Request" type="xacml-context:RequestType"/>

<xs:complexType name="RequestType">


<xs:sequence>



<xs:element ref="xacml-context:Subject" maxOccurs="unbounded"/>



<xs:element ref="xacml-context:Resource"/>



<xs:element ref="xacml-context:Action"/>



<xs:element ref="xacml-context:Environment"/>


</xs:sequence>

</xs:complexType>

The Subject element has a subject-category which will be used to distinguish the issuer-subject from the access-subject such that the PolicySet/Policy target and rules can use the issuer in their logical expressions.

<xs:element name="Subject" type="xacml-context:SubjectType"/>

<xs:complexType name="SubjectType">


<xs:sequence>



<xs:element ref="xacml-context:Attribute" minOccurs="0" maxOccurs="unbounded"/>


</xs:sequence>


<xs:attribute name="SubjectCategory" type="xs:anyURI" default="urn:oasis:names:tc:xacml:2.0:subject-category:access-subject"/>

</xs:complexType>

Only the subject-access category has been defined so far:

SubjectCategory [Optional]
This attribute indicates the role that the parent <Subject> played in the formation of the access request.  If this attribute is not present in a given <Subject> element, then the default value of “urn:oasis:names:tc:xacml:2.0:subject-category:access-subject” SHALL be used, indicating that the parent <Subject> element represents the entity ultimately responsible for initiating the access request. 

If more than one <Subject> element contains a "urn:oasis:names:tc:xacml:2.0:subject-category" attribute with the same value, then the PDP SHALL treat the contents of those elements as if they were contained in the same <Subject> element.

Suggested changes

SubjectCategory: issuer-subject

We need to standardize: "urn:oasis:names:tc:xacml:2.0:subject-category:issuer-subject", such that we can rely on this convention in the PolicySet/Policy target&rule expressions.

PolicySet and Policy should include Issuer of SubjectType

XML experts: Can we derive an IssuerType from SubjectType that has the SubjectCategory predefined and unchangeable set to "urn:oasis:names:tc:xacml:2.0:subject-category:issuer-subject?

Would that allow us to have:

<xs:element name="Issuer" type="xacml-context:IssuerType"/>

Which can then be used to augment the PolicySetType definition as: 

<xs:element name="PolicySet" type="xacml:PolicySetType"/>

<xs:complexType name="PolicySetType">


<xs:sequence>



<xs:element ref="xacml:Issuer" minOccurs="0" maxOccurs="1" />



<xs:element ref="xacml:Description" minOccurs="0"/>



<xs:element ref="xacml:PolicySetDefaults" minOccurs="0"/>



<xs:element ref="xacml:Target"/>



<xs:choice minOccurs="0" maxOccurs="unbounded">




<xs:element ref="xacml:PolicySet"/>




<xs:element ref="xacml:Policy"/>




<xs:element ref="xacml:PolicySetIdReference"/>




<xs:element ref="xacml:PolicyIdReference"/>




<xs:element ref="xacml:CombinerParameters"/>




<xs:element ref="xacml:PolicyCombinerParameters"/>




<xs:element ref="xacml:PolicySetCombinerParameters"/>



</xs:choice>



<xs:element ref="xacml:Obligations" minOccurs="0"/>


</xs:sequence>


<xs:attribute name="PolicySetId" type="xs:anyURI" use="required"/>


<xs:attribute name="Version" type="xacml:VersionType" default="1.0"/>


<xs:attribute name="PolicyCombiningAlgId" type="xs:anyURI" use="required"/>

</xs:complexType>

and similarly:

<xs:element name="Policy" type="xacml:PolicyType"/>

<xs:complexType name="PolicyType">


<xs:sequence>



<xs:element ref="xacml:Issuer" minOccurs="0" maxOccurs="1" />



<xs:element ref="xacml:Description" minOccurs="0"/>



<xs:element ref="xacml:PolicyDefaults" minOccurs="0"/>



<xs:element ref="xacml:CombinerParameters" minOccurs="0"/>



<xs:element ref="xacml:Target"/>



<xs:choice minOccurs="0" maxOccurs="unbounded">




<xs:element ref="xacml:CombinerParameters" minOccurs="0"/>




<xs:element ref="xacml:RuleCombinerParameters" minOccurs="0"/>




<xs:element ref="xacml:VariableDefinition"/>




<xs:element ref="xacml:Rule"/>



</xs:choice>



<xs:element ref="xacml:Obligations" minOccurs="0"/>


</xs:sequence>


<xs:attribute name="PolicyId" type="xs:anyURI" use="required"/>


<xs:attribute name="Version" type="xacml:VersionType" default="1.0"/>


<xs:attribute name="RuleCombiningAlgId" type="xs:anyURI" use="required"/>

</xs:complexType>

These are the minimum set of required changes for the XACML 2.0 spec such that we can write a “XACML delegation profile” that wouldn’t require any further schema changes…

(add optional “max-delegation-depth” attribute as a positive integer to PolicySet/Policy to indicate if further delegation of rights is allowed by the issuer, and if so, how many levels.)

(add optional validity time interval to PolicySet/Policy to indicate the validity asserted by the issuer for the statement)

