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1 Introduction

The purpose of this document is to present a set of use case scenarios that can be used demonstrate interoperability between products from multiple vendors that contain components that comply with the XACML 2.0 Specification [XACML20].

In this introduction, first an overview of XACML 2.0 will be presented, then a brief description of the use cases will show how interoperability of XACML 2.0 components can be demonstrated within the use cases.

1.1 Overview of XACML 2.0

It is assumed that the reader is familiar with the XACML 2.0 Specification [XACML20], and that the following brief contextual summary will be sufficient to relate the subject matter of this document to the conceptual framework of the XACML 2.0 specification.

The following sections describe what XACML 2.0 policies are and how they are evaluated, how decision requests are submitted for evaluation and results returned, and how policies are made available for evaluation.

1.1.1 Policy Evaluation

The XACML 2.0 Specification defines an XML-oriented policy language, which is intended to be used at a Policy Decision Point (PDP) to represent the set of policies that the PDP will use to evaluate decision requests received from a Policy Enforcement Point (PEP). 

Policies contain expressions that define dynamic access relationship conditions between subjects and resources based on attributes associated with the subject(s) making an access request, attributes associated with the resource(s) to which access is being requested, attributes associated with the action intended to be applied to the resource, and attributes of the operational environment (such as time of day). 

The PDP determines the set of policies that are applicable to the request, evaluates the applicable policies by collecting attribute information from the request and using it where appropriate in the policy expressions and returns a decision, which may be one of: permit, deny, indeterminate, or not applicable.

1.1.2 Decision request and response

In addition to the policy language described in the previous section, XACML 2.0 also specifies XML-oriented request and response structures, referred to as contexts, which are used to submit decision requests and to return decision results.

The general functional model is that a PEP will submit a request message to a PDP, which will process the request message, and then return a response message to the PEP. One possible method for packaging up messages for PEP/PDP exchange is described in the SAML 2.0 profile of XACML 2.0 [SAML-XACML20].

The request context has many similarities to the main policy language, particularly because the request must contain the attributes that required by the applicable policies to produce decisions. In fact, one of the main challenges of interoperability testing is to ensure that the correct set of subject, action, resource, and environment attributes are collected in the request context, which will be sufficient to enable evaluation of the applicable policies.

The response context contains the decision results, which includes status and details of what steps might need to be taken to in cases where decisions could not be reached because all the required attributes were not included in the request. In addition, obligations may be included in the response context that directs the PEP as to follow-up operations that must be executed.

1.1.3 Policy Update and Retrieval

The XACML 2.0 Core Specification [XACML20] does not explicitly address how policies are made available to the PDP or controlled once they are available to the PDP. However, a XACML 2.0 entity, referred to as a Policy Administration Point (PAP) is functionally defined as “a system entity that creates a policy or policy set”. Additional references are contained within the XACML 2.0 Core Specification that explain the responsibilities of the PAP regarding such topics as composition of policy sets and maintaining unique identifiers for policies.

Two possible mechanism for policy administration between a PAP and PDP are described in the SAML 2.0  profile for XACML 2.0 [SAML-XACML20]. One mechanism is a SAML-based request-response protocol where the PDP queries the PAP for policies. The other is a simple SAML Assertion-based storage format, which a PAP may use for placing policies in a generic repository, which may be accessed directly by the PDP.

1.2 Interoperability Use Cases for XACML 2.0

This section is a brief introduction to the interoperability use cases that are specified in the remainder of this document. There are two major categories of use cases that are described for multi-vendor product interoperability, which are described in the subsequent sections: 

· Authorization Decision Request/Response

· Policy Exchange

The following diagram shows overall use case environment

Figure 1

In the figure above, it is assumed that the interoperable vendor-specific product components that will be demonstrated at the Interop event include:

· the PEP/context-handler, 

· the PDP, 

· and the PAP. 

All other modules shown on the diagram are assumed to be part of the common environment. In particular, the Policy Repository will be a mutually agreed upon storage facility for the Policy data, but demonstration of interoperability with different types of repositories is not an objective of this activity.
1.2.1 Use Case: Authorization Decision Request/Response

The Authorization Decision Request/Response use case is based on a Client application requesting services from a service application that has access to resources necessary for servicing the requests. In general the client will request the resources in an application enterprise domain-specific manner, which is, in general, totally independent and outside of the security infrastructure governed by XACML 2.0.

The way XACML 2.0 is introduced to the client-service application environment is shown in Figure 1. A PEP is inserted to the data stream between the client and service. The PEP, itself, may be considered to be a domain-specific entity, such as a web server or a servlet engine, however, the domain-specific PEP will have an extension capability, to which a XACML 2.0 context handler is attached. In general, the context handler can be either local to the PEP or PDP, but since we are interested in PEP-PDP “interoperability”, only the PEP-local case will be considered.

The XACML 2.0 request context and response context are represented in Figure 1 by the PEP->PDP and PDP->PEP arrows, respectively.

Note: the “context-handler” at the PEP is providing the translation function between native and canonical form and passing the request to a PDP resident “context-handler” that is performing additional functions as indicated in [XACML20] (see sections 1.1.1, 3.1, 7.2).

1.2.2 Use Case: Policy Exchange

The Policy Exchange use case is based on a PAP entity creating policies and placing them in a repository. The PDP retrieves the policies from the repository and uses them in the process of evaluating the Authorization Decision requests.

The interoperability use cases will primarily focus on the policy created by one vendor’s PAP being able to be used by a second vendor’s PDP.

1.3 Terminology

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

1.4 Normative References

[RFC2119]
S. Bradner, Key words for use in RFCs to Indicate Requirement Levels, http://www.ietf.org/rfc/rfc2119.txt, IETF RFC 2119, March 1997.

[XACML20]
T. Moses, XACML 2.0 Core: eXtensible Access Control Markup Language (XACML) Version 2.0, http://docs.oasis-open.org/xacml/2.0/access_control-xacml-2.0-core-spec-os.pdf  , OASIS Standard, 1 February 2005.


[SAML-XACML20]
A. Anderson, H. Lockhart, SAML 2.0 profile of XACML 2.0, http://docs.oasis-open.org/xacml/2.0/access_control-xacml-2.0-saml-profile-spec-os.pdf, OASIS Standard, 1 February 2005.
1.5 Non-Normative References
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2 Use Cases and Scenarios
This section describes the use cases and scenarios that the Interop event will demonstrate. There are 2 major use cases: Authorization Decision and Policy Transfer. Within each use case there are multiple scenarios. Each scenario will demonstrate a specific aspect of the parent use case.
The following sections describe the technical use cases that will be demonstrate and the business application scenarios that will be used to demonstrate various aspects of each use case.

2.1 Use Cases
2.1.1 Use Case: Authorization Decision
The Authorization Decision Interop will demonstrate that XACML 2.0 authorization decision requests generated by the PEP of Vendor A (PEP-A) are properly evaluated by the PDP of Vendor B (PDP-B), where Vendor A and Vendor B may be any of the vendors participating in the Interop.
There are 2 normative interfaces defined in XACML 2.0 between the PEP and PDP:

1. The XACML context defined in XACML 2.0, which defines the “canonical form of the request and response handled by an XACML PDP”. This interface is defined between the XACML Context Handler module and the PDP. There is a non-normative interface between the PEP and the Context Handler. The direct xacml-context:Request and xacml-context:Response can be exchanged over any mutually agreed upon communication channel.

2. The SAML 2.0 Profile of XACML v2.0 [SAMLXACML20] which defines a SAML extension that enables the SAML AuthzDecisionQuery/Response protocol to carry XACML 2.0 xacml‑context:Request and xacml‑context:Response elements.

2.1.2 Use Case: Policy Exchange

The Policy Exchange Interop will demonstrate that XACML 2.0 policies generated by the PAP of Vendor A (PAP-A) are properly processed by the PDP of Vendor B (PDP-B), where Vendor A and Vendor B may be any of the vendors participating in the Interop.
2.2 Scenarios

The scenarios will be executed as a typical enterprise application with employees and customers participating in the exchange.

The particular scenarios will be based around a full service stock trading application that contains accounts as its major resource and for which account managers are assigned to give personal service and advice to customers. The policies allow:

· customers to request trades in their accounts for which they are the owner, 
· account managers to approve trade executions in accounts for which they are the account manager,

· account managers to set and remove restrictions on accounts for which they are the account manager

· vice presidents to approve the setting and removal of restrictions on accts which are assigned to their region
Account restrictions are account attributes that are used to control limits and functions available to accounts, such as credit limit, types of trades that can be executed, blocking of access to functions of the account based on thresholds being exceeded, etc. Other types of restrictions may include assigning new account managers to a particular account. Large trades over a certain threshold value in an account require approval, whereas smaller trades below the threshold require only the customer request.
2.2.1 Scenarios: Authorization Decision

The following scenarios will be made as examples of operation of the Authorization Use Case.
The Authorization Decision scenarios are governed by XACML policies that apply the following rules:

· Rule 1: a customer can only make a purchase up to the value of the credit line in their account.
· Rule 2: a customer can only make a sale of quantities of stocks that exist in their account that have no restrictions on sales.

· Rule 3: an account manager can only approve a trade on a customer account if the acct manager is the designated manager of that account.

· Rule 4: an account manager can only approve trades on the account that the customer has requested, in particular, only the quantities and particular stocks that the customer has designated.
· Rule 5: an account manager can make a trade on behalf of a customer only if there is a valid customer-supplied authorization code (such as from a real time smart card password generator that the customer has access to when phoning in the order).
2.2.1.1 Authorization Decision: scenario 1: Customer access
The customer from a web browser attempts to access their account:

1. The access request is intercepted by the PEP, which gathers the customer’s username and password.

2. The PEP uses the local context-handler to package the customer username and password as well as an indicator that the customer-account is being accessed to a xacml request context, which the context-handler passes to the PDP.

3. The PDP validates the username/password and grants/denies the customer access to the account by returning the appropriate xacml response context.
4. The PEP allows/disallows access to the customer accordingly.
2.2.1.2 Authorization Decision: scenario 2: Customer transaction
The customer from the web browser attempts to purchase 500 shares of XYZ stock.
1. The purchase request is intercepted by the PEP, which gathers the operation (purchase) and the amount (500 shares) that is being requested to purchase.

2. The PEP uses the local context-handler to package the customer Subject information as well as the operation and amount to a xacml request context.
3. The PDP validates the request by evaluating the rules as to the thresholds based on customer credit, etc. and returns the result in a response context to the PEP.
4. The PEP allows or disallows the request to go to the account application accordingly.
5. The account application returns a notification of status to the customer.

2.2.1.3 Authorization Decision: scenario 3: Account manager access
The account manager has been notified that there is an approval that needs attention. From a web browser, the account manager is already logged in and has associated Identity object from which the PEP can obtain attributes.
1. The customer account access request is intercepted by the PEP, which gathers the account manager identifier and customer acct username.

2. The PEP uses the local context-handler to package the account manager Subject information as well as the customer account identifier that is being accessed in a xacml request context that is sent to the PDP.

3. The PDP validates that the account manager is the account manager for the customer account and returns a xacml response context with the decision.

4. The PEP evaluates the decision and allows/disallows the account manager access to the account accordingly.

2.2.1.4 Authorization Decision: scenario 4: Account manager approval

The account manager from the browser attempts to approve the requested stock purchase.

1. The approval request is intercepted by the PEP, which gathers the operation (approval) and the account manager identity attributes.

2. The PEP uses the local context-handler to package the account manager Subject information as well as the operation (approval) to a xacml request context which is sent to the PDP.

3. The PDP validates the request by evaluating the rules as to whether a valid customer authorization code is associated with the approval and returns a response context with the decision.
4. The PEP evaluates the decisions and allows/disallows the account manager approval to go through which will initiate the actual transaction.
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