Questionnaire on use of Multiple Identity Providers
Please email your completed questionnaire to <d.w.chadwick@kent.ac.uk> by 23 April 2007.
Introduction

Many Grid and campus based network applications are now being enabled with attribute based authorisation, in which users are granted access to network resources based on their attributes e.g. their university affiliation or role within the organisation or virtual organisation (VO). The source of a user’s attributes is commonly known as the Identity Provider (IdP) or Attribute Authority (AA). Currently most attribute based authorisation systems receive all the user’s attributes from a single source. Examples of common AAs/IdPs are: the VOMS server used by Grid applications, a user’s home institution used by Shibboleth-enabled services.

Researchers and early adopters are realising that a single source of user attributes is insufficient for authorisation in some applications
 e.g. a medical database might require a GP attribute from the General Medical Council and a consultant attribute from the employing hospital. JISC is studying the use of multiple attributes for authorisation purposes with the objective of standardising and implementing a technical solution that meets all (or as many as possible) user requirements. The purpose of this questionnaire is to elicit your requirements for authorisation based on attributes from multiple authorities.
You may answer this questionnaire anonymously if you wish, but if you could provide your contact details at the end of the questionnaire, it will help us should we need to contact you again in order to solicit further information or clarification of your answers.

If you are unable to answer a question then simply leave it blank.

GENERAL REQUIREMENTS
1. How important to you is authorisation based on attributes from multiple sources?
a. Now, or in the next year or two. (please tick one only)
i) Of no importance at all 

____________

ii) Probably not that important
____________

iii) Potentially important (50/50)
____________

iv) Important  



____________

v) Very Important/Essential

____________
b. In the medium term, say the next 5 years. (please tick one only)
i) Of no importance at all 

____________

ii) Probably not that important
____________

iii) Potentially important (50/50)
____________

iv) Important  



____________

v) Very Important/Essential

____________

2. What is the highest number of attribute sources that are most likely to be needed in a user’s authorisation session (please tick one)
i) just one ___ 
   ii) two ___     iii) three  ___
   iv) more than three ___
3. Who are (or will be) the typical users of attribute-based authorisation infrastructures? (please tick as many as apply)

i) Humans via Web Browsers
___
ii) Applications via APIs

___
iii) Grid users via grid clients

___
iv) Other (please specify)

___

____________________________________

PRIVACY REQUIREMENTS

4. How important overall is privacy protection of a user’s attributes i.e. ensuring that a user’s attributes are not released to third parties without the user’s permission? (Please tick one)

i) Of no importance at all 

____
ii) Probably not that important
____
iii) Potentially important (50/50)
____
iv) Important  



____
v) Very Important/Essential

____
5. How should privacy protection of a user’s attributes be enforced?

i) Legal enforcement is sufficient. No technical controls are needed 

____

ii) Legal enforcement should be supplemented with some technical controls
____

iii) Technical controls should be used to enforce all legal requirements

____

iv) Technical controls are essential and should be independent of legal matters
____

6. How important is it that a service provider is able to track a user between sessions (but not necessarily know the real identity of the user)? (please tick one only)
i) Should never be able to do this 


____
ii) Should be able to do occasionally


____
iii) Potentially important (50/50)


____
iv) Should be able to do it for most applications  
____
v) Very Important/Essential for all applications
____
7. How important is it that a service provider can learn the true identity of a user? (please tick one only)

i) Should never be able to do this







____
ii) Should be able to in exceptional circumstances but 
only with the aid of a trusted third party (TTP)





____
iii) Should be able to in exceptional circumstances by contacting the user’s AAs/IdPs
____
iv) Should be able to as a normal procedure by contacting the user’s IdPs and/or a TTP
____
v) Should be able to do it anytime without the aid of another party



____
8. Should AAs/IdPs be able to communicate with each other in order to link together the attributes of a user (assuming that it is legally allowed)? (please tick one only)
i) Yes, and without the aid or permission of the user ____
ii) Yes, but only with the permission of the user
____

ii) Yes, but only with the technical aid of the user
____

iii) No, it should not be technically possible

____
9. Should a service provider be able to search or query multiple AAs/IdPs in order to look for linkages between a user’s attributes? (please tick one only)
i) Yes, anytime it wants to







____

ii) Yes, but only if it needs to pull more attributes in order to authorise the user
____

iii) Yes, but only if it needs to pull more attributes in order to 
authorise the user, and then only with the user’s permission



____
iv) No it should not be technically possible





____

CONTROL REQUIREMENTS

10. Each IdP/AA knows the list of attributes that it stores for each user. But what about a list of the IdPs/AAs and the attributes that they hold for a given user? Should such a list of lists exist? If so, which party should be responsible for controlling this list of lists? 
i) the user only



____

ii) an agent trusted by the user

____


iii) the user’s primary IdP


____

iv) it should be distributed between the IdPs
____

v) each service provider


____

vi) a third party directory service

____

Footnote. Option iii) implies that each IdP has a pairwise link with another IdP that enables the pair to link together a user’s attributes. Such a pairwise link would be initiated by the user.

11. Who should be responsible for controlling the aggregation of a user’s attributes in an authorisation session?  (tick as many as apply)
i) the user should collect together the necessary attributes 
and push them to the service provider 




____
ii) the user should collect together references to the appropriate 
attributes and push these to the service provider for it to pull the attributes 
____
iii) the user should contact an intermediate gateway that will collect the 

attributes on his behalf and push them to the service provider

____

iv) the user should simply contact the service provider and the 
infrastructure will know which attributes to pull from where 

____
v) this other mechanism specified below




____
______________________________________________________________

12. What is your preferred balance of power between the service providers (SPs) and the AAs/IdPs over the sets of attributes that are needed for applications? (please tick one)
i) The SP should publish policies about what attributes it needs
and the IdPs/AAs should be capable of issuing these attributes 

____
ii) The IdPs/AAs should publish policies about what they can issue,

and the SPs should build systems that make use of them


____

iii) There should be prior negotiation between the SP and the IdPs/AAs and 
they should mutually agree which attributes are needed for each application____
iv) There should be an internationally standardised set

of attributes used by all IdPs/AAs and SPs




____

v) Other (please specify)






____




_________________________________________
PROTOCOL REQUIREMENTS

13. Should the chosen protocols be easily able to tunnel through firewalls using existing ports that are usually open (e.g. be based on HTTP/HTTPS)? (please tick one)
i) Yes this is essential 

___
ii) Yes if possible

___
iii) No, not really necessary
___
iv) No, very undesirable
___

v) Don’t care


___

14. Should the pull protocols be web services/XML/SOAP based? (please tick one)
i) Yes, this is essential

___

ii) Yes, if possible

___

iii) No, not really necessary
___

iv) No, very undesirable
___

v) Don’t care


___

15. Is it important that specific existing protocols or profiles be used and/or extended in a standard way for interoperability purposes? (please tick one)
i) Yes, this is essential 
___

ii) Yes, if possible

___

iii) No, not really necessary
___

iv) Don’t care


___

If you answered Yes to the above, please list your preferred protocols here

_____________________________________________________________

16. Is it excusable if we have to break an existing standard protocol or extend it in a non-standard way in order to achieve the functionality you require? (please tick one)
i) Yes



___

ii) Only if really necessary
___

iii) No, very undesirable
___

17. Is it important that proxying of identity information be supported in some form, and if so does this need to be general enough to support more than one hop? (By proxying we mean that the SP and IdP/AA are not in direct protocol communication with each other, but go via an intermediary third party proxy that appears to be an SP to the IdP/AA and an IdP/AA to the SP). (please tick one)
i) Yes this is essential, and must support multi-hop
___

ii) Yes this is essential, but single hop is enough
___

iii) Yes if possible




___

iv) No, not really necessary



___

v) No, very undesirable



___

vi) Don’t care





___

TRUST REQUIREMENTS

18. Is it important that each IdP/AA which issues attribute assertions/certificates should be able to sign them so that a relying party can prove their validity if needed, or is it acceptable to have unsigned assertions (which are unable to be validated) carried between the various parties? (please tick one)
i) signed assertions never need to be supported



____
ii) the ability to sign assertions is needed for some messages

____

iii) the ability to sign assertions needs to be supported for all exchanges
____

19. When assertions are signed, then from the service provider’s perspective, do you think it is important that the SP should be able to validate that the user’s attribute assertions were actually made by their various authoritative sources e.g. that a degree attribute certificate was actually signed by the awarding university and the VO membership certificate was signed by the VO manager, or is it acceptable for all the assertions/certificates to be signed by some intermediary that the SP trusts such as the user’s current employer or a proxy server? (please tick one)
i) All signed assertions should always be signed 
by their authoritative sources




____
ii) There should be the option for the SP to require that all

signed assertions are signed by their authoritative sources
____
iii) All the attribute assertions in one session can be signed
by any single authority that the SP is willing to trust, even 

though they may have originated from different AAs/IdPs
____
iv) I don’t require signed assertions 



____

20. Is support for dynamic delegation of authority (DoA) important? By this we mean that an authoritative source for an attribute can dynamically delegate to subordinates to sign the assertions on their behalf without informing the relying parties first. E.g. in a VO, the VO manager can decide to let various site managers issue VO membership certificates on his behalf, whilst the relying parties (service providers) simply say they trusts the VO manager (and his delegates) to issue VO membership certificates. Dynamic DoA could also be used to delegate assertion signing to a proxy server. (please tick one)
i) There will never be a need for this dynamic DoA (e.g. the

SP can always configure in the names of the trusted delegates) 
____

ii) There is no need now for dynamic DoA but there
might be a need during the next 5 years or so



____

iii) We currently have occasional need for dynamic DoA

____

iv) Dynamic DoA would be useful now



____

v) Dynamic DoA is essential now




____

vi) Don’t know






____

ANYTHING ELSE?
21. Please assess your knowledge of computer security with respect to other computing professionals by placing yourself in one of the following quintiles

i) Very little (0-20) 

____
ii) Below average (20-40) 
____
iii) Average (40-60)

____
iv) Above Average (60-80) 
____
v) Very good (80-100) 
____
22. Please list here any requirements that you have that we have not covered elsewhere in this questionnaire.

_______________________________________________________________
_______________________________________________________________
_______________________________________________________________
_______________________________________________________________
_______________________________________________________________
23. Please describe here your current or future use cases.

_______________________________________________________________
_______________________________________________________________
_______________________________________________________________
_______________________________________________________________
_______________________________________________________________
ABOUT YOU
This section is optional

Name__________________________    Organisation_____________________

Position_________________________ Number of years as a computing professional ________
Experience in this area_______________________________________________
Email address______________________

Thankyou.

David Chadwick and Nate Klingenstein

Please email your completed questionnaire to <d.w.chadwick@kent.ac.uk>
� Further use cases can be found here:�� HYPERLINK "https://spaces.internet2.edu/display/GS/X509BindingSAMLUseCases" �https://spaces.internet2.edu/display/GS/X509BindingSAMLUseCases� �� HYPERLINK "https://spaces.internet2.edu/display/GS/NanoHUBTestbed" �https://spaces.internet2.edu/display/GS/NanoHUBTestbed� �� HYPERLINK "https://spaces.internet2.edu/display/GS/MyVocs" �https://spaces.internet2.edu/display/GS/MyVocs� �� HYPERLINK "https://spaces.internet2.edu/display/GS/NationalVirtualObservatory" �https://spaces.internet2.edu/display/GS/NationalVirtualObservatory� �� HYPERLINK "https://spaces.internet2.edu/display/GS/TeraGrid" �https://spaces.internet2.edu/display/GS/TeraGrid�
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