Combining algorithms (normative)

This section contains a description of the rule- and policy-combining algorithms specified by XACML. Pseudo code is normative, descriptions in English are non-normative.

Extended Indeterminate value

During rule and policy combination, the PDP MUST keep track of an extended set of Indeterminate values. The extended set associated with the Indeterminate contains the potential effect values which could have occurred if there would not have been an error causing the Intererminate. The possible extended set Indeterminate values are
· Indeterminate{D}: an Indeterminate from a policy or rule which could have evaluated to Deny, but not Permit
· Indeterminate{P}: an Indeterminate from a policy or rule which could have evaluated to Permit, but not Deny
· Indeterminate{DP}: an Indeterminate from a policy or rule which could have evaluated to Deny or Permit.
The combining algorithms are defined in terms of the extended Indeterminate, which allows for better treatment of errors in the algorithms.
A rule which evaluates to Indeterminate and has Effect=”Permit” results in a “Indeterminate{P}”.
A rule which evaluates to Indeterminate and has Effect=”Deny” results in a “Indeterminate{D}”.
Deny-overrides

The following specification defines the “Deny-overrides” rule-combining algorithm of a policy or policy-combining algorithm of a policy set.
The following is a non-normative informative description of this combining algorithm.

The deny overrides combining algorithm is intended for those cases where a deny decision should have priority over a permit decision. This algorithm has the following behavior.

1. If any decision is "Deny", the result is "Deny".

2. Otherwise, if any decision is "Indeterminate{DP}", the result is "Indeterminate{DP}".

3. Otherwise, if any decision is "Indeterminate{D}" and another decision is “Indeterminate{P} or Permit, the result is "Indeterminate{DP}".

4. Otherwise, if any decision is "Indeterminate{D}", the result is "Indeterminate{D}".

5. Otherwise, if any decision is "Permit", the result is "Permit".

6. Otherwise, if any decision is "Indeterminate{P}", the result is "Indeterminate{P}".

7. Otherwise, the result is "NotApplicable".

The following pseudo-code represents the evaluation strategy of this combining algorithm.

Decision denyOverridesCombiningAlgorithm(Decision decision[])

{


Boolean atLeastOneErrorD  = false;


Boolean atLeastOneErrorP  = false;


Boolean atLeastOneErrorDP  = false;



Boolean atLeastOnePermit = false;


for( i=0 ; i < lengthOf(rules) ; i++ )


{



Decision decision = decision[i];



if (decision == Deny)



{




return Deny;



}



if (decision == Permit)



{




atLeastOnePermit = true;




continue;



}



if (decision == NotApplicable)



{




continue;



}



if (decision == Indeterminate{D})



{




atLeastOneErrorD = true;




continue;









}



if (decision == Indeterminate{P})



{




atLeastOneErrorP = true;




continue;



}



if (decision == Indeterminate{DP})



{




atLeastOneErrorDP = true;




continue;



}


}


if (atLeastOneErrorDP)


{



return Indeterminate{DP};


}


if (atLeastOneErrorD && (atLeastOneErrorP || atLeastOnePermit))


{



return Indeterminate{DP};


}


if (atLeastOneErrorD)


{



return Indeterminate{D};


}


if (atLeastOnePermit)


{



return Permit;


}


if (atLeastOneErrorP)


{



return Indeterminate{P};


}






return NotApplicable;

}
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Obligations of the individual policies shall be combined as described in Section 7.16.

Ordered-deny-overrides

The following specification defines the "Ordered-deny-overrides” rule-combining algorithm of a policy.

The behavior of this algorithm is identical to that of the Deny-overrides rule-combining algorithm with one exception.  The order in which the collection of rules is evaluated SHALL match the order as listed in the policy.

The following specification defines the "Ordered-deny-overrides" policy-combining algorithm of a policy set.

The behavior of this algorithm is identical to that of the Deny-overrides policy-combining algorithm with one exception.  The order in which the collection of policies is evaluated SHALL match the order as listed in the policy set.

Permit-overrides

The following specification defines the “Permit-overrides” rule-combining algorithm of a policy or policy-combining of a policy set.
The following is a non-normative informative description of this combining algorithm.

The permit overrides combining algorithm is intended for those cases where a permit decision should have priority over a deny decision. This algorithm has the following behavior.

1. If any decision is "Permit", the result is "Permit".

2. Otherwise, if any decision is "Indeterminate{DP}", the result is "Indeterminate{DP}".

3. Otherwise, if any decision is "Indeterminate{P}" and another decision is “Indeterminate{D} or Deny, the result is "Indeterminate{DP}".

4. Otherwise, if any decision is "Indeterminate{P}", the result is "Indeterminate{P}".

5. Otherwise, if decision is "Deny", the result is "Deny".

6. Otherwise, if any decision is "Indeterminate{D}", the result is "Indeterminate{D}".

7. Otherwise, the result is "NotApplicable".

The following pseudo-code represents the evaluation strategy of this rule-combining algorithm.

Decision permitOverridesCombiningAlgorithm(Decision decision[])

{


Boolean atLeastOneErrorD  = false;


Boolean atLeastOneErrorP  = false;


Boolean atLeastOneErrorDP  = false;


Boolean atLeastOneDeny = false;


for( i=0 ; i < lengthOf(rules) ; i++ )


{



Decision decision = decision[i];



if (decision == Deny)



{




atLeastOneDeny = true;




continue;



}



if (decision == Permit)



{




return Permit;



}



if (decision == NotApplicable)



{




continue;



}



if (decision == Indeterminate{D})



{




atLeastOneErrorD = true;




continue;



}



if (decision == Indeterminate{P})



{




atLeastOneErrorP = true;




continue;



}



if (decision == Indeterminate{DP})



{




atLeastOneErrorDP = true;




continue;



}


}


if (atLeastOneErrorDP)


{



return Indeterminate{DP};


}


if (atLeastOneErrorP && (atLeastOneErrorD || atLeastOneDeny))


{



return Indeterminate{DP};


}


if (atLeastOneErrorP)


{



return Indeterminate{P};


}


if (atLeastOneDeny)


{



return Deny;


}


if (atLeastOneErrorD)


{



return Indeterminate{D};


}


return NotApplicable;

}















































1. 
2. 
3. 
4. 





































Obligations of the individual policies shall be combined as described in Section 7.16.

Ordered-permit-overrides

The following specification defines the "Ordered-permit-overrides" rule-combining algorithm of a policy.

The behavior of this algorithm is identical to that of the Permit-overrides rule-combining algorithm with one exception.  The order in which the collection of rules is evaluated SHALL match the order as listed in the policy.

The following specification defines the "Ordered-permit-overrides" policy-combining algorithm of a policy set.

The behavior of this algorithm is identical to that of the Permit-overrides policy-combining algorithm with one exception.  The order in which the collection of policies is evaluated SHALL match the order as listed in the policy set.

