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1 Introduction

Break-the-Glass is the common name for overriding access controls, in which a user who is initially denied access to a resource, is instead allowed to break the glass for the resource, and if he/she chooses to do so, will then be granted access to the resource.  There are thus 3 classes of user: those entitled to be granted access to the resource, those denied access to the resource, and those entitled to break the glass for the resource. This profile standardizes the BTG response to indicate that the access requester is one of the latter class of users.
In order to achieve BTG functionality, some state information must be kept somewhere in order to record whether the glass has been broken or not. This profile does not standardize the state information nor does it say which entity will store the state information. It could be the PEP, the context handler or the PDP and this profile supports all three.
1.1 Terminology
TBD
1.2 Notation
TBD
2 The BTG-Response

2.1 The BTG Obligation
This profile defines the BTG <Obligation> which is used to signal a BTG response:

<Obligation ObligationId= "urn:oasis:names:tc:xacml:3.0:obligationId:btg" FulfillOn="Deny"> </Obligation> 
The BTG obligation is to be used with a deny decision, and indicates that even though the access requestor has been denied access to the resource, never-the-less the access requestor is allowed to break the glass for the resource and if she/he chooses to do so, will then be granted access to the resource.
No attribute assignments are defined for the BTG obligation, and none are mandated, but applications may define their own attribute assignments as necessary e.g. to point to the web page which interacts with the user asking if they want to break the glass, or to display to the user the application specific consequences of breaking the glass.
2.2 The BTG-Response
Whenever the PDP wants to indicate that the access requestor is not immediately granted access but is allowed to override the access control decision it MUST return a <Result> which contains  a <Decision> with a value of Deny and a <Obligation> with a ObligationId of BTG (with the URI value defined in Section 2.1 of this Profile).

2.3 User Interaction 

When the PEP is informed by the Context Handler of the BTG-response, it SHALL engage in some form of interaction with the user in order to obtain the user’s informed consent to go ahead with the access control override. This Profile does not specify how this interaction is performed. 
Similarly this profile does not specify how the user interaction, which is necessary for resetting the broken glass, is performed.

2.3.1 BREAK THE GLASS Operation
After the user’s consent has been obtained, the PEP MAY initiate a request to break the glass for the user’s original action. This profile specifies the action attributes which SHALL be used in the BTG request context to signal the user’s consent and request to break the glass for the original access request.
The BTG operation comprises two mandatory action attributes: an action-id attribute of value BreakTheGlass and an originalUserAction-id attribute containing the value of the original action-id, as follows:
<Action> 

   <Attribute AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id" DataType="http://www.w3.org/2001/XMLSchema#string">
   <AttributeValue>BreakTheGlass</AttributeValue>
   </Attribute>
   <Attribute AttributeId="urn:oasis:names:tc:xacml:1.0:action:originalUserAction-id" DataType="http://www.w3.org/2001/XMLSchema#string">">

    <AttributeValue>originalAction</AttributeValue>

    </Attribute>
</Action>
Application PEPs SHOULD ensure that the remainder of the request context is set as in the original user request context to which the BTG response was obtained.
If the response from the PDP is Deny this indicates a fault in the PDP’s policy i.e. an access requestor was granted permission to break the glass in the response to the original access request, but was denied permission to break the glass when requesting permission to do so. The PDP and/or context handler SHOULD record this in their audit trails to enable the policy administrator to identify the fault and correct it. 
2.3.2 Recording the State Change

If the PEP records the change in the BTG state information (i.e. performs the break the glass operation itself), then it is responsible for enacting all application specific actions (aka obligations) that might be necessary, since these will not be contained in the PDP’s policy
. If any of these obligations fail, the PEP should not record the glass as being broken i.e. the user’s request to break the glass SHOULD fail. In this case the PEP will not issue a BTG action request.
If the PDP is state based then it will record the change in the BTG state when the BTG operation is presented to it in the request context as described in Section 2.3.1 and the request is granted. The PDP MAY return an <Obligations> element to indicate the actions that the PEP must take now that the glass has been broken. Note that if the PEP is unable to process any of these obligations correctly, this will not negate the breaking of the glass, which has already taken place. 
If the context handler records the BTG state information, then when it receives the BTG operation from the PEP,  as described in Section 2.3.1 it will pass this to the PDP in the request context, and if the response is Permit it will update the BTG state information and pass any returned obligations to the PEP for it to enforce.
2.3.3 Resetting the Broken Glass

In order to reset the BTG state the PEP may issue a ResetBreakTheGlass operation. The ResetBreakTheGlass operation comprises two mandatory action attributes, namely: an action-id attribute of value ResetBreakTheGlass and an OriginalRequestContext attribute containing the value of the original request context, as follows:
<Action> 

   <Attribute AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id" DataType="http://www.w3.org/2001/XMLSchema#string">
   <AttributeValue>ResetBreakTheGlass</AttributeValue>
   </Attribute>
   <Attribute AttributeId="urn:oasis:names:tc:xacml:1.0:action:OriginalRequestContext" DataType="http://www.w3.org/2001/XMLSchema#string">">

    <AttributeValue>originalRequestContextHere</AttributeValue>

    </Attribute>
</Action>
Outstanding Issue. We need to determine what data type should be used to represent the original request context. Some implementations don’t like attribute values that are XML values themselves. Base64 encoding of the original request context is one possible solution to this problem.

� Note that the policy might indirectly refer to these obligations by including them as consequences in the original BTG response, which are displayed to the user via the BTG user interaction.





