ANNOUNCEMENT TO MEMBERS

X9.84 REVISION

The X9F4 working group of the X9 Accredited Standards Committee is announcing the revision of the American National Standard X9.84:2001Biometric Information Management And Security prior to its normally scheduled 2004 review.  This revision is being initiated due to recent technology opportunities and harmonization with other standards activities.

1Issue Description:


2Need/Benefit/Audience:


2Estimated Project Development Time:




Since its publication in March of 2001, the X9.84 standard has been widely accepted both nationally and internationally for its requirements, techniques and interoperability to securely manage biometric information.  The X9F4 working group is therefore soliciting participation and plans to continue working with its liaison groups to ensure the successful completion and continued adoption of the X9.84 standard.  

Issue Description:  

ANS X9.84:2001Biometric Information Management And Security provides the financial services industry with a means of securing biometric information over open networks such as the Internet and the World Wide Web. The flexible and extensible design of the raw biometric object defined in this standard and its compact binary formats also make X9.84 messages suitable for use in applications where small message size and efficient encodings are needed, e.g., smart cards, wireless, and remote devices.

In order to provide data integrity, authentication and privacy services, X9.84 relies on the secure message formats defined in the 1999 draft version of X9.73 Cryptographic Message Syntax (CMS). The notation defined in X9.73 has changed much since the publication of X9.84. Now the current version of X9.73 is no longer compatible with the CMS types specified in X9.84. These differences prohibit the use of off the shelf CMS tools to create X9.84 implementations, which can drive up product development costs and  lead to interworking failures.

The rise in the number and types of applications that can only send and accept information using XML, the eXtensible Markup Language developed by the W3C, leaves XML-based systems without a standard way to access secure biometric information.  The recent development of the ISO, IEC and ITU-T ASN.1 XML Encoding Rules (XER) could allow the same abstract values specified in X9.84 for transfer in a binary format to be described using XML markup in a standard way. But XER did not exist when X9.84 was published, so the XML Encoding Rules are not mentioned in that standard, and there are no security requirements defined there or descriptions of the cryptographic processing of XML formatted messages.

When published, X9.84 was harmonized with BioAPI 1.0. Since that time, BioAPI 1.1 has emerged as the ANSI/INCITS 358 standard.  But BioAPI 1.1 is not backwards compatible with  BioAPI 1.0, so this new version is not aligned with X9.84.  Now it is no longer possible to map biometric information between the two biometric data formats defined in these ANSI standards.

Biometric application development experience has shown the need for tamper resistant and tamper evident security module solutions.  The security requirements for these types of devices are not addressed in ANS X9.84. 

Need/Benefit/Audience: 

The X9.84 revision will align the CMS messages specified in that standard with message formats, security requirements, and cryptographic processing specified in the latest version of X9.73 CMS.

The revised X9.84 will provide the XML functionality defined by the OASIS XML Common Biometric Format (XCBF) Technical Committee, whose work is based on the ASN.1 schema defined in X9.84.  This functionality includes a common XML markup representation for ANS X9.84 and ANS 358 biometric information, to help promote biometric information exchange.  It also includes the cryptographic processing requirements needed to provide data integrity, authentication and privacy services for a raw X9.84 biometric object formatted using XML markup based on the ASN.1 schema defined in X9.84 and the XML Encoding Rules (XER). 

The revision of ANS X9.84 will align that standard with the Biometric Information Record (BIR)  format defined in ANS 358 (BioAPI 1.1) to promote interoperable information exchange between these two ANSI standards. 

Additional requirements will be added to a revision of X9.84 to provide support for tamper resistant and tamper evident security modules.

Estimated Project Development Time: 

Current estimates indicate a four to six month revision cycle, depending on the number and nature of comments, resulting in a submission to ISO TC 68 in early 2003.  Coordination with, and participation from, the Biometric Consortium, INCITS M1 Biometrics, and the OASIS XCBF TC  will aide in the process.  Participants in this revision will include X9 members Phil Griffin, Griffin Consulting and  Jeff Stapleton, KPMG LLP.  Upon completion if this work and a successful ballot, this revised standard will be submitted as a NWI proposal to ISO TC 68 standard.

