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CEN/ISSS Meeting on Biometric Standardization
Brussels 25 February 2004
Meeting Report
1) Welcome, roll-call

John Ketchell, CEN/ISSS Director and Chairman of the meeting, welcomed the participants to this "exploratory meeting" on biometrics standardization.
Luc Van den Berghe, CEN/ISSS, Secretary for the meeting, was appointed to produce a meeting report.
A list of meeting attendees is in Annex 1.

Apologies had been received from:

· Martin Walsh, EBF (but now represented by Sadhbh McCarthy)

· Anne E B Cassidy, BSI, Secretary to the UK shadow committee of ISO/IEC JTC 1/SC 37 (IST/44)

· Michael Hegenbarth - JTC1 SC17/WG8.

· Anton Kuip - Nedap N.V.- Head of Dutch delegation to JTC1/SC37

· Tony Mansfield, National Physical Laboratory, UK delegation to JTC1/SC37

· Brian Rose, TSSI, UK delegation to JTC1/SC37

· Bob Carter - Head of UK Delegation to JTC1/SC37

· Andrea SERVIDA, DG INFSO, but now represented by Guenter Schumacher

· Zacharias Bilalis – European Commission DG ENTR Unit/G2 "Standardisation Policy"

· Antonio Conte, – European Commission  DG ENTR Unit/D4 'E-business, ICT Industries and Services'  but now represented by Gerhard HEINE 

2) Objective of the meeting – scope of the meeting

John Ketchell reminded on some of the background to this meeting. First, Commissioner Liikanen had been approached by a number of European experts active in international biometric standardization on the need for a more coherent European approach in the standardization process. In parallel to this, some discussion had taken place in the European Commission on a standardization action related to European requirements in biometrics but this had not been taken further yet.
CEN/ISSS had therefore felt that the best approach was to get stakeholders around the table to get an overview of their positions and to take action if and when appropriate. He stressed that the meeting did not intend to be the launch of a new pan-European biometrics standards initiative and that no formal decisions were going to be taken by this meeting.
John Ketchell also took the opportunity to briefly introduce CEN/ISSS, its relationship with the European Commission, and its earlier involvement in Network and Information Security to the participants. 

An outline of his presentation is in Annex 2.
3) Events to note

The meeting participants were requested to note two events that had been brought to CEN/ISSS's attention by Antonio Conte of EC/DG ENTR.
The first event was the Public Hearing on biometrics, that will take place on  2 March 2004 in the European Parliament. Concern was expressed by several meeting participants that they had not heard about this Public Hearing until very recently (many had heard for the first time at the JTC1/SC 37 meeting in Sydney, where US delegates had alerted them to it!).
A second event was an international meeting of biometrics experts to be held at NIST on the 23-25 March 2004, which will bring together experts from national laboratories in G-8, OECD, and other nations to discuss testing and evaluation of biometrics for travel documents and related authentication applications. The draft agenda included an item on biometrics standards development (covering working groups, and processes and bodies). This was not an open meeting as such, but it was noted that Tony Mansfield of NPL and member of the UK delegation to JTC1/SC37 was apparently going to attend.


4) Statements from the representatives of the European Commission

· Peter Hanel -  DG JAI
Mr Hanel explained that DG JAIs' interest in biometrics related to public sector issues such as asylum applications, immigration control, boarder control, etc. Their interest was thus not that much in the private sector. He gave a short overview of recent technical developments.
A first one is the EURODAC application.

EURODAC stores fingerprints of persons applying for refugee status in the EU. These fingerprints are being compared with fingerprint data transmitted by other participating states and already stored in the central database. If EURODAC reveals that the fingerprints have already been recorded, the asylum seeker will be sent back to the country where his/her fingerprints were originally recorded.

Currently 16 Member States are involved. EURODAC makes use of a central database of some 4.8 million fingerprints. These fingerprints are not linked to names or photographs. An accuracy level of 99.5 to 99.8% is reached. It should be stressed that EURODAC is an operational system (not a pilot). 
EURODAC became operational on 15 January 2003. By March 2004, a Commission evaluation report, focusing on the level of demand compared with expectation and on operational and management issues in the light of experience is expected, with a view to identifying possible short-term improvements to operational practice.

A second development is a new Schengen information system (with 15 Member States) which will contain a list of persons (for refusal at the boarders). This system will contain some 15 million records and will also encompass biometrics in the future.
[Secretary's note: below is an information received from EurActiv.com on this subject:

The second generation Schengen information system (SIS II) will be a new version of the existing Schengen database, extending its use to the accession countries and enabling the addition of new functions. It consists of national databases of 'wanted persons' in each EU country, with the central data base managed by the French administration in Strasbourg. On 11 December, the Commission adopted a Communication on the Development of the Schengen Information System and possible synergies with a future Visa Information System (VIS) (progress report for the activities carried out in the first half of 2003) COM(2003) 771. The Commission recommends: storing biometric data, such as digital photographs and fingerprints, on SIS II; setting up an agency to manage the system; integrating SIS II into the same technical architecture as the future Visa Information System (VIS) while keeping the two sets of data separate. Twenty-eight million euro are to be allocated from the EU budget to develop SIS II. see Council Regulation (EC) No 2424/2001 of 6 December 2001 on the development of the second generation Schengen Information System (SIS II), and SIS II takes ominous shape (Statewatch)]

A third development is the Visa Information System, aiming to combat the misuse of visas, to avoid double applications for visas in different member states, etc.. This system is expected to contain 70 million records within 5 years. Biometrics again will be one of the digital means to run this system. 

As far as legal activities are concerned, Mr Hanel informed that in September 2003, there had been Commission proposals on the uniform use of biometrics and on resident permits for 3rd country residents, where it had been decided that the biometrics used would be facial recognition systems. Another legal decision was the EU passport for European residents. 
[Secretary's note: information from two Commission news releases on this subject is in Annexes 3 and 4]
Mr Hanel concluded by pointing to a number of issues to be resolved.

He referred to the multitude of activities such as ICAO, the M1-group, NIST, SC37, ISO, EBF, IBG, etc. and he expressed concern that interoperability would suffer from this multitude of technical solutions.
He added that biometrics were costly and had a deep impact on society. One of the reasons for the parliament hearing is the concern of combining different databases and the impact that it would have on the public. DG JAI is interested in one to many searches, with many records.
A question to be answered is key management for the underlying PKIs: who would issue the key?
He finally also noted that testing and certification facilities in Europe were lacking; so, in the absence of certification how could compliance be stated for the many applications? Philip Statham noted here that indeed, testing and certification will need to back-up standards, but the lack of testing and certification is currently a world-wide shortcoming (also in the US) and not just for Europe. 
Following a question by Jan van Arkel, Peter Hanel also clarified the status of the EC proposal to the Council regarding EU passports. This proposal will now be considered by the Council and the European Parliament. For resident permits and visa, face plus two fingerprints were proposed (face recognition being compliant with the ICAO recommendations), while for passports, there was only a requirement for face recognition, leaving it to the member states to introduce in addition fingerprints.
· Guenter Schumacher - DG INFSO

Guenter Schumacher- DG INFSO addressed the subject from the technical side. DG INFSO is funding several projects related to biometrics. The most prominent project from the recent past had been the BIOVISION project, which has addressed a roadmap for future biometrics development. But BIOVISION also has addressed legal and socio-economic aspects in biometrics. The reports can be obtained from the EBF website - see http://www.eubiometricforum.com/index.php?option=com_docman&Itemid=26

He informed on a position paper that was in the process of being written in the Commission to address a co-ordinated support to biometrics. This paper also addresses standardization. The position paper may not be ready to go public yet. Guenter Schumacher agreed to find out whether it could be made available to the participants.
John Ketchell referred to the IST COPRAS project "'Collaboration Platform for Research and Standardization" which was a consortium of the three European Standards Bodies, W3C and The Open Group, run under the leadership of CEN/ISSS. Guenter Schumacher clarified that a new Integrated Project "Biosec" was being launched under FP6, as well as a Network of Excellence. It would be possible to exercise some pressure on the projects to influence in the right direction as far as standardization was concerned.

· René Bastiaans - DG TREN

René Bastiaans from  DG TREN - Aviation Directorate - Unit F3: Airport Policy and Aviation Security, informed that following a call for proposals in October 2003, a number of projects had come forward to set up test sites for ensuring staff access control in airports (to start in March 2004). 
Dick Mabbott clarified to the meeting that there was a collaboration in place between JTC1/SC17 and ICAO and that ICAO specifications also obtain the status of ISO standards.

· 
Gerhard HEINE – DG ENTR
Gerhard HEINE – DG ENTR Unit/D4 'E-business, ICT Industries and Services' informed the meeting that DG ENTR was co-funding standardization. Requests for support to the ICT-standardization process are the responsibility of his unit.
5.
Review of ongoing international standardization activities and identification of issues (potentially) specific for Europe – Do they match ongoing standards work?
5.1
Introduction

Marek Rejman-Greene gave a short introductory overview of the various groups that are addressing biometrics standardization. This presentation is in Annex 5.
He also informed that the M1 (M1 is the US mirror committee of JTC1/SC37) web-site contains many public documents and therefore is a good source of information on the US position. (see http://www.ncits.org/tc_home/m1.htm)
5.2
 JTC1/SC37/WG1 - Harmonised Biometric Vocabulary - Nicolas 
Delvaux 

An outline of this presentation is in Annex 6. 

Philip Statham added to the presentation of Nicolas Delvaux that SC37 in its activities wants to be internally consistent with regard to the terminology used. And therefore WG1 in a first phase is looking into such consistency among existing SC37 documents.  After this, in a second phase, the WG will address vocabulary with a longer term perspective in mind and do work in line with the ISO 2382 standard. 

5.3  
JTC1/SC37/WG2 - Biometric Technical Interfaces - Nicolas 
Delvaux
An outline of the presentation is in Annex 7.

Following the presentation, there was some discussion on the use of CBEFF in ICAO. Axel Munde confirmed that the US Department of Homeland Security requests
 use of CBEFF, biometric data needed to be wrapped into the CBEFF structure to be compliant.
Marek Rejman-Greene drew attention to the European perspective which was present in this domain. BIOAPI being cumbersome, he wondered whether there shouldn't be a "BIOAPI light".

In addition, he pointed out that according to his information, CBEFF did not provide for a privacy field, which is a missed opportunity.

John Ketchell drew attention to the CEN/ISSS WS/DPP on Data Protection and Privacy. The original report that had been led to the Workshop indicated lack of interoperability between Privacy Enhancing Techniques, and it was hoped to carry out some additional work.
Philip Statham pointed out that BIOAPI had been developed by large companies for large systems, and no SMEs had been participating in this standardization work. Sadhbh McCarthy suggested that it be explored how  EBF could help to overcome this problem of lack of SME participation.
Nicolas Delvaux reminded that BIOAPI had come also as a response to Microsoft's approach. It was thus not suitable for big Automated Fingerprint Identification Systems or for smart cards. For those it was better to have a light version. He also clarified on multi-modal biometrics that the intention is to combine technologies as a fall-back mechanism of one mode for the other. It is not the intent to go for algorithms that combine the various modes. 
5.4  
JTC1/SC37/WG3 - Biometric Data Interchange Formats - Axel 
Munde

An outline of the presentation is in Annex 8.

Axel Munde also came back on the concern that many biometric companies are really small (less than 10 employees) and do not have the resources to participate in ISO. But referring to Sadhbh McCarthy's earlier suggestion,  he did not consider that EBF could represent them in this WG3 because the discussions there are really technical and the companies have to be involved directly. He suggested that those companies be funded to participate directly. Krister Walfridsson pointed out that participation in ISO Member National Standards Bodies is possible without the need to attend the actual JTC1 meetings, but this did not convince Axel Munde, who commented that if a NSB makes comments, these are indeed addressed in the meetings but if their proponents were not present, they lost the opportunity to influence the global discussions.
Marek Rejman-Greene referred to the number of projects/work items in this WG3. It is difficult for countries to respond to each of these work items. He would like to see a situation where the Commission would enable preparatory discussions to take place in advance of the ISO meeting, so that European experts can identify issues among themselves. Nicolas Delvaux confirmed that it is a problem for a single expert to represent a number of different projects not within his field.

Gerhard Heine expressed the opinion that in this area, the regulator's view is very important and is stronger than industry push. Axel Munde stated that there is also a strong US regulation. John Ketchell pointed out that in this kind of formal ISO environment, there is still the possibility to consult users and regulators, which is an advantage of the ISO process.

Marek Rejman-Greene commented that in the US delegation there was, with the exception of government, no participation of operators (all participation being vendors). He was concerned about the representation of the operator community in areas other than border control. 
5.5
 JTC1/SC37/WG4 - Profiles for Biometric Applications - Marek 
Rejman-Greene 
An outline of the presentation is in Annex 9.
Dick Mabbott felt that a better place for the point of sale work would be ISO/TC 68. It was also mentioned that this work item in SC37 primarily came from a single US driver, which made the meeting wonder whether Europe had the right kind of people in their national delegations to deal with this work item. 

It was observed that here too, European participation was primarily reactive.

5.6 JTC1/SC37/WG5 - Biometric Testing and Reporting - Philip Statham
An outline of the presentation is in Annex 10.

Philip Statham concluded that to him, there is no specific European perspective. There are no real disagreements among the various nations on how to proceed. Yet, there is the general situation of a small European participation.

Attention was also drawn on the fact that WG5 was dealing with performance testing and NOT with interoperability testing. Regarding interoperability testing, Axel Munde informed on a multinational (US, AUS, JP, UK, NL, NZL) trial, based on technical specifications for interoperability, and including a real life test in 2 US airports.  Results of the specifications work that started 3 weeks ago in Canberra, were to be presented at the ICAO meeting in Den Hague that takes place today.

Marek Rejman–Greene was concerned that many companies were unaware of the WG5 work and therefore could lose a lot of money when doing things their own way, without knowledge of WG5 results.

Peter Hanel commented that the building up of a database for testing takes time; he  felt that Europe lacks structured databases: where for instance are there databases from which you can test face recognition?   Philip Statham confirmed that most databases used today for testing are pre-existing ones e.g. from police, immigration, etc, and that they are not built up along standard conditions.

It was pointed out in this context by John Ketchell and Guenter Schumacher that there was one more IST call to come in which this could possibly be addressed.

5.7 JTC1/SC37/WG6 - Cross-Jurisdictional and Societal Aspects - Mario Savastano
An outline of the presentation is in Annex 11.
There was some exchange of opinion on data privacy aspects which is part of this Working Group's scope.  John Ketchell pointed out that Canada and Australia had a long standing interest in this issue and also in Europe, there are the national implementations of the EU Data Privacy Directives. 
Mario Savastano pointed out that in relation to health & safety, there were two different elements to be considered: there are not only the health & safety threats, but there is also fact that somebody's health situation could be deduced from his biometrics data, which is then directly related to privacy concerns.
5.8
 JTC1/SC17 - Dick Mabbott – chair JTC1/SC17 

An outline of the presentation is in Annex 12.

The close relationship between ICAO and SC17 was explained: ICAO requirements are brought into SC17/WG3 who then delivers from a technical viewpoint; this deliverable is then endorsed by ICAO i.e. ICAO 9303. An ISO standard then endorses ICAO 9303.

Dick Mabbott pointed out that ICAO's requirement is for a one to one check ("Is the document genuine? Is this the rightful holder?"). But the requirement from 9/11 is for a one to many search, against lists of listed people.
Philip Statham informed that ILO now is based on both pattern and minutiae.


Jan van Arkel clarified on the NWI on US Government’s GSC-IS: this had followed from a discussion that had started before between the European Smart Card Charter, and similar activities in the US (NIST) and Japan. The attempt to have a common standard on top of the 3 regional approaches did not seem possible, hence it had been agreed to step back a little and to start work in ISO trying to get interoperability but at a different level. 
5.9
 ISO/TC68: ISO/AWI 19092: "Biometric information management 
and security for financial applications"

Dick Mabbott also briefly informed on ISO/TC68.
Also, the ANSI X9.84 Committee had produced a kind of management standard on  how to manage a biometrics system. While this management standard had been written for the needs of the US finance industry, it could be a generic standard (apart from some specifics on false/accept rates).

Marek Rejman-Greene was of the opinion that SC37/WG 4 and WG6 should be able to pick up from this work.

5.10 
JTC1/SC27 NP 19792 "A Framework for Security Evaluation and 
Testing of Biometric Technology  - Philip Statham 

An outline of the presentation is in Annex 13.
From the presentation it followed that this work item was progressing far from satisfactorily.
Taking this work as an example, Marek Rejman-Green pointed out that many people put themselves forward as biometrics expert but yet  produce wrong information. He pointed out to the Commission representatives that solid biometrics expertise is here present around the table and offered it to be used as feed-back to the Commission when making decisions.
6.
European standards activities using biometric standards

6.1 
CEN/TC224

Rene Beltrando, chairman of CEN/TC 224 introduced the current CEN/TC224 work.

There were currently 3 working groups active:

WG 6 – man/machine interface

WG 11 - Surface transport applications (a.o. Driver's licence)
WG 15 - citizen card (established on 23/02/04)
TC224 was a user of the general biometrics standards developed in SC37. He therefore saw a need for a greater collaboration in the future.

Lorenzo Gaston, Convenor of the newly established WG15 then informed on the work. An outline of the presentation is in Annex 14.
There were some questions regarding the UK's position here. It was pointed out in this context that also the ENs in this area were voluntary standards and not linked per se to European legislation. Moreover, the deliverable in the first instance would be a CEN Technical Specification.

Lorenzo Gaston drew the attention to the fact that a UK mirror group for this work existed. Some concern was nevertheless expressed that the work may not contain the right balance between industry and governments. 

6.2 
CEN/ISSS WS/eAuth

The CEN/ISSS Workshop on eAuthentication was reported on by Jan van Arkel. This work would also feed into the TC224/WG15 work.
A summary of the presentation is in Annex 15.

6.3
European Biometrics Forum (EBF)
Sadhbh McCarthy briefly introduced EBF, which had been created following the BIOVSION project. EBF closely works together with DG JAI & DG INFSO. She offered EBF as a platform for the dissemination of information, and asked for suggestions in this respect. It was suggested that EBF, when organizing events for its members, could open these events where appropriate to address information exchange on standardization.
7
Conclusions
John Ketchell still had a general question which was to know "How long will all this ISO work take, when are “the standards” available?"
Marek Rejman-Greene confirmed that some standards like BIOAPI and CBEFF were expected to be approved by end 2004/start 2005 and  the other standards were expected by end 2005/start 2006. There was therefore a narrow window of opportunity to get involved in the current package of work.

From the DG JAI statement to the meeting, John Ketchell reminded that:

· Inter-operability will suffer from too many different initiatives

· “One to many searches” are important

· Who will manage keys?

· We lack testing capabilities globally, we have no certification authority, no accreditation arrangements
He also had taken note of the concern expressed by the European SC37 experts participants that the  European Parliament had not consulted European experts prior to public hearing of 2 March.
He then briefly summarized the main issues that had come from the various short sessions on each working group. This summary is in Annex 16.
Marek Rejman-Greene summarized the two main issues from his perspective:

Firstly, regarding NSB participation in JTC1/SC37, most countries can only afford few people to follow-up on the activities. As a result the representatives may be unaware of issues in projects that they have not followed closely.

Secondly, he saw a need for a bigger application focus. Currently, almost all emphasis is addressing government concerns such as border control, passports, etc. Biometric standards drawn up with this immediate scope of application in mind, should not lock-in for other future developments.

Kush Wadhdwa pointed out that public deployment initiatives, while being fewer in numbers, usually did involve much more money than private deployment. But it was certain that other industry segments such as e.g. healthcare needed to be involved. Finally, it was not just a matter of US or European markets: in Korea alone, there were some 35 vendors of biometrics technology and also the Malaysian market was a very important one.
K. Walfridsson responded that the European market is already a big one, but the problem for the European market players is how to find out on decisions on policy or on funding possibilities for projects. It was concluded that for standards, a group like this one could be a focal point. 

John Ketchell concluded with summing up a number of identified needs from the meeting such as the need for more participation from Europe; the need for more awareness in Europe; the need for more involvement from SMEs and the need to support SME participation in ISO work.
A European activity seemed to be required, but this must not act as a formal preparatory point for ISO meetings as such, this being the role of the national bodies.
On the other hand, we can/should improve understanding and information flow of biometrics standards in Europe and this could be done by a dedicated (open) group established for such a purpose. Through this informal group, participants can increase awareness and get early information on what is discussed internationally. This may also help in getting new participants on board, and as an interface with the regulatory authorities, especially the Commission.  The Group could also organize open conferences/meetings in CEN and nationally.

EBF had already offered support in relation to information dissemination and communication, and funding support through eEurope could be sought, although this would take a time.
The meeting endorsed John Ketchell's proposal to seek to create a CEN/ISSS “Focus Group” (ie not a standards group as such), open to any interested parties. Involvement in this group would of course be voluntary, but ideally should include:

· European ISO/IEC participants
· CEN Member bodies with an interest 
· CEN/TC224
· European Biometrics Forum
· The European Commission services.
A number of participants (Marek Rejman Green, Catherine Protic and others) volunteered to help CEN/ISSS with the drafting of the ToRs for such a Focus Group. A message asking for volunteers to participate in this drafting process would be sent with the draft minutes.

There was some urgency as the group should be up and running by the time that ISO gets into the formal stages of their current work items. The aim was therefore to start before the summer. But it had to be kept in mind that kicking-off in June would require announcing the group's start by April.

After this decision in principle to propose the launch of such a Biometrics Focus Group, the meeting was formally closed around 17:15H.
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Annex 2 - John Ketchell - Director, CEN/ISSS – introductory statements to  Exploratory meeting on Biometrics standardization of 25 February 2004 

What is CEN?

· The European Standards Committee

· One of three European Standardization Organizations, recognized by the EC

· A non-profit association, whose members are national standards bodies (BSI, DIN, AFNOR, etc.)

· Now 28 members - EU, EFTA, plus EU applicants

· Creating the European single market, in partnership with:

· CENELEC - electro-technical standards

· ETSI - telecommunications standards

What is ISSS?
· Information Society Standardization System

· Created in 1997 - focal point for CEN’s activities in ICT standardization

· Main tasks:

· Support of ICT standardization activities in CEN, both in  Workshops and “Focus Groups”

· Co-ordination with TCs

· Co-ordination with standardization partners

· Interface with the EC on ICT standards issues
In figures
· 8 TCs producing European Standards (ENs)

· Since February 1998:

· 46 CEN/ISSS Workshops 

· 16 Workshops open, 1 announced

· 75 CEN Workshop Agreements in 150+ parts published 

· 1300+ (average) registered Workshop participants (business and other interests)

· Value-added activities (R&D links, consortia overview, etc.)

Our basic concepts
· An open approach

· A “bottom up” process – subjects needed by the “market” (broadest sense)

· European issues:

· Bringing European requirements to global level

· Making our own “deltas”

· Involving particularly end-users

· Collaboration with ISO/IEC/ITU/UN and industry consortia

· CEN Workshop Agreements as first drafts of global standards

· Provision of information on industry consortia activities – end-users need this!
eEurope and the Commission
· “To make EU the most competitive and dynamic knowledge-based economy with improved employment and social cohesion by 2010”

·  eEurope 2005 

· Broadband and Security

· eBusiness, eHealth, eLearning, eGovernment
· EC funding provided in support of standardization: to support eEurope

· EU/US Regulatory Dialogue on ICT Standards being established (European Standards Organizations in attendance) – biometrics as one initial topic (what to discuss???)
Network and  information security

· Even before 11 September, problems identified

· Commission Communication, joint CEN/ETSI Report published, overviewing ICT security issues

· High-level recommendations

· ICT Standards Board to establish NIS standardizationStrategy Group at its next meeting in March

· “NISSG” will liaise with ENISA, ANSI/HSSP

· Biometrics identified as an important topic…
This meeting is not…
· The launch of a new pan-European biometrics standards initiative!!!

· Technical – we do not want too much detail, we need to understand the issues

· Formal – we take no formal decisions, but explore the state of the art and the issues, and make reports to others

· Pre-cooked – we are open to discussion of any suggestions!
This meeting is…
· Very compressed and tightly timed – please stick to time slots for speaking!

· Hoping to analyse the state of the art in ISO work

· Trying to understand what are European requirements for biometric standardization

· Seeking to understand the Commission position, and the role of the EBF

· Looking to produce an overview that can provide the basis for further action, if any seems to be needed
Annex 3 -  From http://www.eurunion.org/News/press/2004/20040021.htm
Brussels, 18 February 2004 

Commission proposes inclusion of biometric identifiers in EU citizens' passports

The European Commission adopted today a proposal for a Regulation harmonizing security standards, including biometrics, for EU citizens' passports need for a coherent approach on the introduction of biometric identifiers into visas, residence permits and passports. The proposal will now be considered by the Council and the European Parliament.  
The proposals for visas and residence permits provide for two mandatory biometric identifiers: the facial image and fingerprints. Only the facial image has been chosen as a mandatory biometric identifier for passports. Fingerprints can be added as an option at the discretion of member states.  
The aim of the Commission proposal is to upgrade the security features adopted by the Council in October 2000 in its Resolution on minimum security standards for passports and other travel documents. It will also render these features legally binding. The proposal will therefore set a harmonized high security standard for passports within the European Union of 25 member states. Just as was the case in the Resolution, the Commission sets out the minimum standards and will not stop member states that wish to go further.  
The Regulation provides only for the legal basis for member states to store biometric data on the passport. The implementation of such action is left to the member states in accordance with the technical specifications to be set out by the Committee created by Article 6 of Regulation (EC) 1683/95 on a uniform format for visas. Member states will carry out the processing of the biometric data. 
-------------------------------------
Some additional background 

The European Council of Thessaloniki confirmed that "a coherent approach is needed in the EU on biometric identifiers or biometric data for documents for third country nationals, EU citizens passports and information systems (VIS and SIS II)", and invited the Commission "to prepare the appropriate proposals, starting with the visa". 

The first step has already been realised by the Commission through two proposals which were presented in September 2003 on the integration of biometric identifiers into visas and residence permits for third country nationals. As requested by the European Council of Brussels in October 2003, a common approach on the latter proposals was reached in the Council on 27 November. 

The European Council of Brussels on 12 December 2003 invited "the Commission to submit in due time a proposal for the introduction of biometric identifiers in passports." 

Therefore, the second step of the implementation of the Thessaloniki conclusions, the harmonisation of the security features of the European passport including the insertion of biometric identifiers, has now to be presented in order to reach a harmonised approach to avoid a lack of interoperability caused by different solutions in each Member State. 

Directive 95/46/EC on data protection applies to the processing of personal data including biometric data by Member States' authorities within the scope of Community law. 

In accordance with Article 28 of Directive 95/46/EC, Member States have established supervisory authorities that are responsible for the monitoring of the application within their territory of the provisions adopted by the Member States pursuant to Directive 95/46/EC. These authorities must act in complete independence in exercising the functions entrusted to them. 
Annex 4 - From http://europa.eu.int/ISPO/ida/jsps/index.jsp?fuseAction=showDocument&documentID=2171&parent=chapter&preChapterID=0-140-194-329-330

eGovernment News – 19 February 2004 – EU & Europe-wide – Identification & Authentication

The European Commission adopted on 18/02/2004 a proposal for a Regulation on standards for security features and biometrics in EU citizens' passports. According to this proposal, future passports issued by EU Member States should contain only one mandatory biometric identifier, the holder’s facial image.
The Commission’s proposal sets a legally binding, harmonised high security standard for passports within the enlarged European Union. While the Commission has said that both visas and residence permits should incorporate two mandatory biometric identifiers (the holder’s facial image and fingerprints), it has only proposed the digital facial image as a mandatory biometric identifier for passports. However, fingerprints or other features could be added at the discretion of individual Member States.
According to the proposal, the digital portrait, which is already available in most passports, could be used at borders to display the image on a screen even if facial recognition technology is not applied. “This would constitute a basic application of the digital photograph”, says the proposal, adding that “a more advanced application would be the use of facial recognition systems with the digital photograph. This would require the availability of the necessary technology and equipment at the border crossing-point. The Commission leaves the choice to Member States whether they wish to display only the photo on the screen or run a facial recognition programme”.
The Council and the European Parliament will now consider the European Commission’s proposal. Once adopted, the future Regulation will only provide the legal basis for Member States to store biometric data on the passports, i.e. the implementation of the new biometric passports will be carried out by the Member States in accordance with technical specifications to be set out by an EU committee. Member States will also manage the processing of the biometric data, in accordance with Directive 95/46/EC on data protection.
The future Regulation should ensure a coherent approach for the use of biometric identifiers in EU visas, residence permits and passports, as required by the European Council of Thessaloniki in June 2003. A harmonised approach is important in order to avoid a chaotic situation where Member States would adopt different, non-interoperable solutions. In September 2003 the European Commission had already presented proposals for the integration of biometric identifiers into visas and residence permits for third country nationals. A common approach on these issues was reached by the Council in late November 2003. 
The biometric passports will also address the new requirements of the US visa waiver programme. Starting on 26/10/2004, citizens from countries currently exempted from visas to enter the United States – including nationals from many of the enlarged European Union’s Member States, will be required either to hold computer-readable passports containing biometric identifiers or to request a visa before their journey to the US. Although the future EU passports will comply with the US requirements and the International Civil Aviation Organization (ICAO) standards, few Member States will be able to comply with the US deadline.
The European Commission proposal also contemplates, from a long-term perspective, the creation of a centralised European register for issued passports. Such register should “only include the fingerprint and the number of the travel document and no further personal data as its use should be limited to border controls in order to establish whether the travel document has been issued to the person present at the border in the first place”.
Annex 5 – Overview of Biometrics international standards activities– Marek Rejman-Greene

Biometrics standards in summary

· SC37 

· WG1: what we mean by the words

· WG2: how data is transferred in a biometric system

· WG3: how biometric images are encoded in an interoperable way

· WG4: selecting the right options in the standards for a specific application

· WG5: testing that systems will perform

· WG6: taking care of the legal and societal aspects

· SC27

· Ensuring that systems are secure

· TC68

· Standard for biometrics in secure financial applications

SC37

· SC37 Inaugural plenary

· Dec 02: Orlando meeting

· US Chairman

· US’s M1 committee largest delegation (suppliers are a strong force)

· Requirements from US congress for International Standards for MRTDs

· Scoping of work of SC37 & of 6 special/study groups

· Follow-through

· Apr 03: Ottawa working groups (WG)

· Sep 03: Rome WG and Plenary

· Feb 04: Sydney WG

· Future

· Formalised Rapporteur structure

· Jun 04: Seoul WG and Plenary

· Nov 04: Paris WG

EU perspective – general comments

· Complex field with limited numbers of experts

· Many EU countries have limited experience

· Time pressure from US Congress to complete standards

· A few applications only are being considered:

· Biometric-enabled passports

· Border control

· Transportation workers

· US participants (and M1) are defining most proposals

· Suppliers appear to be in the majority in the US delegation

· User aspects are much more significant in the EU

· Common personal data protection framework

· Role of regulatory bodies, trade unions, etc

· Tradition of participatory design

· Smart cards
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SC37 WG1
Harmonized Biometric Vocabulary 

Convenor: Rene McIver (Canada)

Scope and Terms of Reference

· Create a document of terms and definitions to be used throughout SC37 International Standards.

· Define a process for accepting or developing terms and definitions based on appropriate ISO/IEC standards.

· Identify sources of terms and definitions for possible use in an SC37 vocabulary (e.g., those drawn from existing standards, as well as other sources).

· Minimize ambiguity in terms and definitions in SC37 Standards arising from differences in cultures and languages.

· Identify and enlist the support and participation of experts to promote and progress the objectives and activities of SC 37/WG 1
WG1 activities

· Collect terms & definition from existing sources

· Define a method of work based on ISO recommendation

· Produce a document

Members of the Working Group

· 10-15 people

· US, Canada, UK, France, Germany, Russia, Japan

· A deal between immediate results and non-ambiguous terms & definition 

Key Issues

· Avoid any confusion in discussion where terms are used with a different meaning (e.g. “biometric data, biometric feature, …”)

European dimension

· The base for any discussion, in particular for either non English native people or non “biometric-specialist” people.

· Words, terms definition must be supported in a multi-cultural area

· Standards have to use appropriate wording because a bad work will be the source of ambiguity, confusion, lack of privacy and security

Annex 7
SC37 WG2
Biometric Technical Interfaces

Convenor: Young-Bin KWON (Korea)

Scope and Terms of Reference

· To consider the standardization of all necessary interfaces and interactions between biometric components and sub-systems, including the possible use of security mechanisms to protect stored data and data transferred between systems. To consider the need for a reference model for the architecture and operation of biometric systems in order to identify the standards that are needed to support multi-vendor systems and their application.

WG2 activities

· BioAPI – API for several application cases

· Status : 2nd FCD, ended for November 1st
· An associated  multi-part standard for Conformance testing

· CBEFF – a Framework Format for any Biometric

· Status : FCD, ended around Augustus

· BIP – a protocol for Biometric exchange

· Status : 1st WD available for Seoul meeting

· BioAMI – the Archive Module API dedicated to Biometric

· Status : a new project 

· Multi-Modal – report on fusion of several biometrics (Face, Fingerprint, …)

· Status : a new project

Members of the Working Group

· 25-30 people

· Most of the country

· API have to be used by every actors of biometric

Key Issues

· Identification of interface for interoperability issues

· sensors, biometric exchange, 

· Provide a framework for biometric equipments multi-sourcing

· Define the appropriate software requirements 

European dimension

· Currently, majors software specifications (BioAPI, CBEFF) are originated and based from US companies know-how

· New projects (BIP & BioAMI) are issued from European NB’s

· Information exchange will be based on the future on those requirements :

· CBEFF should be requested by ICAO
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SC37/WG3 
Axel Munde - Public Servant -German Information Office for IT-Security - BSI

ISO SC37 WG3 Convener

Member of German ICAO NTWG Delegation

Following European  Nations were present in WG3

- France (1)

- Germany (4)

- UK (5)

- The Netherlands (1)

Overview about ISO SC37 WG3
19794-1 - Framework:

·  Status:

2nd Working Draft

·  Editor:
Germany

·  Co-editor:
USA


·  Technical:
None

·  Political:
None
Overview about ISO SC37 WG3

19794-2 - Finger Minutiae Data:

·  Status:

FCD

·  Editor:
US

·  Co-editor:
Germany


·  Technical:
European Companies




Smart Card Application (Match On 



Card) - ANSI Standard

·  Political:
?Schengen Visa?
Overview about ISO SC37 WG3

19794-3 - Finger Pattern (Spectral) Data:

·  Status:

CD

·  Editor:
US

·  Co-editor:
None


·  Technical:
Only 2 US Companies

·  Political:
ILO  - Seafarers Identity Card




(ANSI Standard)

·  Additional:
Split into Spectral (3) and Skeletal (8)
Overview about ISO SC37 WG3

19794-4 - Finger Image Data:

·  Status:

FCD

·  Editor:
US

·  Co-editor:
Korea


·  Technical:
?

·  Political:
Optional for Passport (ICAO) and Schengen Visa
Overview about ISO SC37 WG3

19794-5 - Face Image Data:

·  Status:

FCD

·  Editor:
Australia

·  Co-editor:
USA

·  Technical:
European Companies

·  Political:
Passport (ICAO) and Schengen Visa
Overview about ISO SC37 WG3

19794-6 - Iris Image Data:

·  Status:

FCD

·  Editor:
USA

·  Co-editor:
None

·  Technical:
Patent issues - Iridian



No European Company

·  Political:
Optional Biometric Passport (ICAO)
Overview about ISO SC37 WG3

19794-7 - Signature/Sign Behavioral Data:

·  Status:

2nd Working Draft

·  Editor:
USA

·  Co-editor:
UK, Germany

·  Technical:
European Companies

·  Political:
None
Overview about ISO SC37 WG3

19794-8 - Signature/Sign Behavioral Data:

·  Status:

1st Working Draft

·  Editor:
Germany

·  Co-editor:
Japan

·  Technical:
Companies?

·  Political:
None
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SC37 WG4
Biometric Functional Architecture and Related Profiles

Convenor: Mike Hogan (US)

Presenter: Marek Rejman-Greene (UK)

Scope

· Development of reference architecture for biometric systems

· Profiles for applications

· Define the conforming subsets or base standards used to provide specific functions

· Identify the use of particular options available in base standards

· Provide the basis for interchange of data between applications & interoperability of conforming systems

[Slide not included here: profile example - A.3.1.3 Finger Pattern-based Format] 
Activities

· Multi-part standard

· Part 1: Biometric Reference Architecture

· Part 2: Biometric Profile for Employees

· Part 3: 

· …

· Point of Sale envisaged as next part

· Current Status:

· US contribution papers on Parts 1 and 2

· Two US editors to develop a WD and circulate

National Bodies involved

· US (convenor, editors, liaison to WG 1)

· Japan, Korea, Russia, Singapore (SC17 involvement)

· Germany, Netherlands, UK

EU perspective

· Little input from EU to date

· Limited focus of architecture

· Not people-oriented, not fallback mechanisms

· Canadian input to recognise personal data protection aspects

· but limited 

· Part 2 Employees:

· Initial US contribution was too prescriptive on enrolment procedures

· Initial contribution was very much a draft

· Unnecessary overheads if standards developed to meet US’s TSA requirements? 

· Detailed work needs co-operation with experts from WG2, WG3, SC27 … 

· and prospective operators in the EU
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ISO JTC/1 SC 37 
WG5 – Biometric Testing and Reporting


WG5 – Biometric Testing and Reporting

Convenor: Bob Carter (UK)
Terms of Reference: 

· To create testing and reporting methodologies and metrics that cover biometric technologies, systems and components as related to recognition of humans.

· To encourage studies and submissions of new work items related to biometric testing and reporting. 

· To respond to proposals submitted to SC 37 for biometric testing and reporting.

· To develop Working Drafts for approved projects on biometric testing and reporting.

· To maintain close liaison with other relevant Groups

· SC27 - IT security techniques with regard to biometrics.

· SC17 – Cards and personal identification with regard to biometrics.

WG 5 Sydney Attendance

· 32 members representing 9 national bodies, including 7 members from the UK, 1 from Germany and 10 from the US.

· Part 1: Test Principles

· Basic test metrics and generic guidance and recommendations for design, execution, analysis and reporting for performance tests.

· Part 2: Test Methodologies

· Requirements and guidance for design, execution, analysis and reporting for technology, scenario, and operational performance tests

· Part 3. Developing Specific Test Methodologies

· Requirements for developing test methodologies for performance tests according to purpose, application, and modality

· Part 4. Specific Test Methodologies – Examples

· Examples of applying Parts 1-3 to achieve specific biometric performance test objectives (e.g. FRVT, FVC)

WG5 – Sydney Contributions

· Germany

· Operational Testing

· Developing Specific test Methodologies

· Test Principles

· US

· Objectives of SC 37 WG5 on Biometric Testing and Reporting (test methodologies to meet external requirements)

· FIPS 140; ANSII; Common Criteria Protection Profiles

· Performance assessment using data interchange formats

· Japan

· Standardization for quality of biometric captured images and imaging capability of sensors.

WG5 Status, post Sydney

· Part 1

· Submission based on UK BWG/NPL “Best Practices” document

· Draft working document by 5 March 2004

· Editor: Tony Mansfield (UK); Editing Team: Rick Lazarick, Patrick Grother (US)

· Part 2

· Submission from Michael Thieme (US)

· Draft working document by 1 March 2004

· Editor: Michael Thieme (US); Editing Team: Christoph Busch (Germany), Rick Lazarick, Patrick Grother (US), Kaoru Uchida (Japan)

· Part 3

· Craig Arndt (US) appointed interim editor

· Call for contributions

· Part 4

· No current activity

WG5 Recommendations

· Rapporteur group to develop position paper on biometric performance requirements

· Rapporteur group to produce recommendation on biometric equipment testing including image/signal quality

· US National Body encouraged to develop testing and reporting methods for performance testing when using the biometric data interchange formats emerging from WG 3 activities (ISO/IEC 19794)

European Perspective

· Strong European influence (approx. numerical equality with US), and good track record

· Testing is mainly a technical issue and has no significant European specific dimension

· European (and other) biometric vendors need to be aware of upcoming performance test standards

· European specific test standards make no sense, and would divert scarce expert resources and impair European influence in the international domain

Annex 11
SC37 WG6
Cross-Jurisdictional and Societal Issues

Convenor: Mario Savastano - C.N.R - National Research Council of Italy

Introduction

· When SG6 was established in Orlando, it was very clear, form the beginning, that the work would have been very complex

· Proposing non technical issues in a strongly technically oriented environment, as ISO is, is a difficult task

· On the other hand, all those in biometrics are well aware of the importance of the non-technical issues

· If a user does not want a biometric to work, the results are generally very poor

Scope and Terms of Reference

· Standardization in the field of cross-jurisdictional and societal aspects in the application of ISO/IEC biometrics standards.

· The support of design and implementation of biometric technologies with respect to

· accessibility

· health and safety

· support of legal requirements and acknowledgement of cross-jurisdictional and societal considerations pertaining to personal information.

· Specification and assessment of government policy are excluded.

Scope elements

· accessibility

· health and safety

· support of legal requirements and acknowledgement of cross-jurisdictional and societal considerations pertaining to personal information.

It is very clear that, if we approach all at the same level, the work will exceed the available resources

Different layers

· LAYER 1: Health and safety

· All agreed that safe operation of biometric systems is non-negotiable 

·  DMI and IMI

· LAYER 2: Accessibility

· Globally accepted by all NBs 

· LAYER 3: personal information

· Many differences between US and EU

· Many differences also inside EU!

WG6 activities

· Preparation of a Technical Report

· Input material 

· Submissions from UK (draft paper) and Australia (privacy laws for MRTDs)

· Taxonomy of accessibility issues

· Further submissions of non-specific material expected from USA and Italy

· Timescale

· First internal working draft by June 04

· First published working draft by Nov 04

· Technical Report by Nov 05

Members of the Working Group

· 20-25 people

· Rapporteur Group:

· 14 experts (Australia, Germany, Italy, Japan, Korea, Norway, Russia, UK, US)

· Rapporteur: Marek Rejman-Greene (UK)

· Next meeting London 5-6 April

Issues relevant for Europe

· A consensus in Europe is the primary goal for accessing the further developments

· Harmonization with US

· Harmonization with ASIA (Japan, Korea)

· Canada and Australia have similar position to EU

· Also inside Europe there are different positions

· It is necessary to find a minimum set of rules or recommendations that are globally acceptable

Key Issues

· The Technical Report has several targets:

Both end users and operators using the result of the biometric

· Currently focus on privacy/personal data protection

· Will we work within the framework of OECD guidelines?

· Attention from US on legal implications of statements

· Liaison with DP Commissioners, International Consumers’ Groups

· Accessibility issues – easier to reach consensus?

· Disabled

· Missing features

· Those unable to make the system work

· Disenfranchised minority?

· Health and Safety

· Could be controversial

European dimension

· Privacy and personal data protection

· Harmonised framework of 1995 EU directive

· Goes significantly beyond 1980 OECD guidelines

· But limited appreciation by Data Protection Commissioners of complexity of biometric issues

· BIOVISION study revealed differences in positions of DPCs

· Role for a CEN activity in this area?

·  Health and Safety

· Demand for certificates of compliance

· Accessibility

· EU directives in this area?

· General

· Role of regulatory bodies?
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Sub-Committee 17
Cards and Personal Identification

Presented by

Dick Mabbott, Chairman of SC17

SC17 SCOPE

· Standardization in the area of:


·    identification and related documents


·    cards


and devices associated with their use in inter-industry applications and international interchange

BIOMETRICS

· SC17 had significant plans for biometrics standardization driven by the requirements of both our Driver Licences group and our Machine-Readable Passports Group 


· These were eclipsed by the US pushing to establish SC37

· SC17/WG3  - Machine-Readable Travel Documents 


Continues to work closely with ICAO on their specification for a next generation passport, i.e.:
-
Contactless chip technology
(IS 14443 in passport book form factor)

-
Biometrics - facial recognition mandated,
finger image and/or Iris for State’s own use
or by bi-lateral agreement

-
Reference data digitally signed by Issuing State

· SC17/WG10 - Motor Vehicle Driver Licences and Related Documents 


Continues to work on specifications that include the requirement for a biometric (fingerprint)

· SC17/WG11 - The Application of Biometrics to Cards and Personal ID


Largely moribund since SC37

 
Potential for doing  work on card specific aspects of biometrics, e.g. ‘Match-on-Card’ (MOC)

· ILO’s new Seafarers’ ID (SID)

-
2D barcode

-
fingerprint template

-
Booklet or Card form factor

(based on ICAO 9303 Parts 1 & 3)

· NWI on US Government’s GSC-IS

Could lead to convergence with biometric technologies
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ISO JTC/1  SC 27 NP 19792 – A framework for security evaluation and testing of biometric technology


N3806 - 1st Working Draft 19792
"A framework for security evaluation and testing of biometric technology"

ISO SC27 NWI 19792 Chronology

· September 2001 – August 2002: International experts in BEM WG develop BEM to support Common Criteria evaluation of biometric technology

· 30 August 2002: Canada submits Officer’s Contribution on role of SC 27 in the standardization of biometrics in response to SC27 request in April 2002

· 31 Oct 2002: NWI “A framework for Security Evaluation and testing of Biometric Technology” Project 19792 announced

· 10 April 2003: Canada submits BEM to SC27 as contribution to 19792

· 24 April 2003: Draft Technical Report – Arslan Brömme, Univ. of Magdeburg

· Scope: includes advice to CC Evaluation

· References BEM

· 6 May 2003: Liaison request from SC 27 to SC 37 on Project 19792 (SC 27, Quebec 2003)

· 7-12 September 2003: SC37 meeting in Rome: SC37 liaisons to 19792 nominated

· 20-24 October 2003 SC27 meeting in Paris (intended 19792 meeting cancelled)

Resolution 11 – Preparation of first WD 19792 
· ISO/IEC JTC 1/SC 27/WG 3 requests the Acting Editor, Hans von Sommerfeld, to distribute a revised version of SC 27 N3718 as 1st WD for NB review and comment not later than 2003-11-30. The input of Canadian NB SC 27 N3522 (BEM) shall be included as Annex A in the revised document. 
· 30 Nov 2003 Draft Working Document “A framework for Security Evaluation and testing of Biometric Technology” - acting ed. H. von Sommerfeld

WD 19792 - A framework for security evaluation and testing of biometric technology

· Structure

· Main body defining scope and providing general introductory material in standard ISO-JTC 1

· Annex (BEM) contains main content

19792 draft – Major Issues

· Scope

· Common Criteria Evaluation (BEM aimed specifically at CC evaluations)?

· Some other security evaluation process?

· Main body currently unsatisfactory

· Biometric definitions

· Security definitions

· Unassigned references

· Superfluous material

Conclusions

· Project status need clarifying

· Project scope need clarifying

· BEM should be central to standard rather than annex

· NP 19792 needs SC 37 input

· SC 37 will write to SC 27 expressing concerns about current project, and offering SC 37 help

· Canadian NB will submit proposal to SC 27 for new project based solely on standardisation of BEM
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CEN TC 224 WG15
European Citizen  Card

Biometrics issues

Lorenzo Gaston

WG15 Convenor

lgaston@axalto.com

What’s the European Citizen Card 
· An Identity smart card issued under the authority of a government institution 

· Intended to facilitate:

·  the relationships between the citizens and their administration and 

· the deployment of interoperable e-Gov services

· The ECC standard shall provide technical provisions in such a way (optional features) to enable each government the issuance of cards compliant within the  legal framework … whilst still compliant with the standard.

The ECC services for the citizen
The ECC shall support all or part of the following basic services

· Justify the identity by storing personal credentials

· Inter-Europe union travel document

· Provide logical access to e-government or local based services

The ECC for the EU interoperability
· To facilitate a common platform for member states of the EU 

· To promote the deployment of interoperable services with EU borders

· To consider compatibility with other travel documents   (e-passport) 

The Electronic Citizen Card  Scope
· Description of basic and additional services supported 

· Policy and rules for CEC management and  operation 

· Physical and electrical Characterists 

· Security features& options

· Physical layout  

· Card durability 

· Electrical characteristics for contact and/or contactless interfaces

· Logical characteristics 

· Data elements and data structures 

· Access to Data 

· Access to Services

· Security mechanisms (Integrity, Confidentiality,Authentication and Non-repudiation)

· Security profiles

· Identification ,Authentication and Signature procedures 

· Card and application Life cycle management 

· Test methods 

· Physical

· Logical

· Exemples of  SERVICES that can be supported by the CEC (informative)

· Registration and delivery procedures (informative)
Biometrics Issues for the ECC
· Citizen Authentication is an application which may rely on biometrics

· WG15 express the needs to create a formal liaison between the CEN TC 224 and the ISO JTC1 SC37

· We need to refer to ISO standards: Defining new technical provisions is out of our scope

· To leverage the European Smart Card industry: Ensure compatibility of the technical choices with the technical features of the smart card technology

· Need to consider convergence with ICAO

WG15  Societal & Legal  Challenges
· Compliance with existing legislation on Data Privacy and changing the perception of Big Brother ID card

· Contribute to the perception of the eID Card as an useful device for the Citizen facilitating day-to-day life 

· Facilitate the provision of eGovernment services accessible with the CEC within EU borders 

· Contribute European Integration: Provide a card ID Standard for current but also for new EU incomers

Annex 15
Objectives of the Workshop eAut 

· consolidate OSCIE eAuthentication content in CWA 
·  seek wider involvement and consensus 

·  harmonise eAut with Japan and US (Biometrics)

·  harmonise eAut with WS e-sign i.e. Area K

·  harmonise with CEN 224 WG 15

·  harmonise with ISO SC 17 developments    

·  harmonise with eEpoch development

·  relate with Porvoo group requirements

·  offer a European Forum on eAuthentication  

·  prepare a harmonised Glossary of Terms
·  look after maintenance of OSCIE eAut
Contractual output of WSeAut
· CWA eAut  Part 1: European Public Electronic Identity functional architecture and required 
IAS characteristics
· CWA eAut  Part 2: Business models, legal framework and technical prerequisites for interoperable multi-application cards and systems

· CWA eAut  Part 3: User interface best practices manual for multi‑application smartcard IAS applications 
· Policy Vision Document 

Standardisation issues
· Smart Cards: SC 17 work 

·  Biometrics: ISO 7816-11, SC 37 outputs
ICAO  

· Digital signature CWA 14890 (eSign areaK) 
Status  of WS eAut
· First public meeting in April 2003 

·  Kick off meeting on September 16, 2003  

·  38 registered participants, 75 interested people on mailing list  

·  Chair: Theo van Sprundel, Schlumberger

·  Secretariat: Catherine Protic, AFNOR

·  Project Team of Experts is appointed in January 2003  

·  Basic Table of content for CWA and vision document is accepted   

·  Plenary on March 10, 2004 to discuss and agree upon detailed table of content for CWA + Vision doc  

·  Final draft for public comment to be expected in Q 3 2004 
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Summary of issues raised during presentations

SC37/WG2:

· CBEFF, BioAPI mainly US companies participate (CBEFF is a requirement of US DHS)

· Is BioAPI too “heavy” – should there be a “lighter” version?

· Privacy-enhancing technologies - a European requirement that might be overlooked?

· Promotion and dissemination of information towards SMEs can/should be improved

SC37/WG3:

· Improvement in SME participation – lack of funding etc.:  could EBF play a role?

· Forum for discussion, cascading information etc. at European level?

· Regulators’ views?

· Role of operators of systems, system integrators, etc.?

SC37/WG4:

· European participation?

· Point of sale

SC37/WG5:

· Participation generally

· Problem of interoperability testing (not addressed yet) as opposed to performance testing

· Immature solutions, lack of data-bases to check against, etc. make testing difficult 

· Making European programme calls (eg IST) reflect needs
SC37/WG6:

· Generally very global work

· Privacy concerns, different regulations etc. even in EU

· Role for CEN in biometric aspects of personal data protection? [comment – present this to  existing CEN/ISSS WS/DPP?]

· Perceptions of people – fear of use of solutions

· Accessibility issues?

· Gender issues?

SC17:

· GSC-IS, the smart card solution for US Government – too focussed on US solutions? (no common approach possible)
ISO TC68:

· Biometrics work, stemming from ANSI X.9 work

· Management standard and can be used generically

· Coming from financial sector therefore coming in TC68

ISO/IEC JTC1/SC27:

· Need to improve liaisons with other work eg SC37

CEN TC224:

· Recent activity on Government (“ECC”) card issues, new WG15 to produce a CEN TS

· Need also for TC224, esp. WG6 and WG15 to liaise with SC37

European Biometrics Forum:

· Capacity to disseminate information

· Industry, policy, academia, some national Governments

· Events lists, possible presentation on standards issues
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�This is confirmed


�probably should be "requires" - you could check with Axel on this.


�The point I was making was not so much the small European participation (which roughly equalled the US at the Sydney meeting), but that smaller European nations and SMEs are more or less excluded from the ISO process. This point was also made by several other presenters.


�This was in response to a statement from someone to the effect that the ILO had already decided on pattern recognition as the fingerprint standard on the new Seaman's id card. In fact, both pattern based and minutiae based approaches were under consideration, and the final standard had not been decided.





