structure in disordered and partially crystalline
substances. Beyond fluctuation microscopy,
there are related approaches that also look
promising (/4). Revolutions in focusing and
brightness make related techniques accessible
with penetrating x-rays. Fluctuation micros-
copy is a fingerprint technique. It is sensitive
enough to allow one to distinguish models, but
it is difficult to directly interpret data. Further
advances will occur by combining fluctuation
microscopy data and other structural data in
Monte Carlo structural refinements. Progress
is needed in the theory underlying interpre-
tation, with the ultimate goal that high-order

correlation functions can be directly deter-
mined without modeling (/5). Such devel-
opments will provide a better fundamental
understanding of amorphous materials and
crystal nucleation, resulting in better phase-
change memory and other technologies.
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Reflections on Cybersecurity

William A. Wulf and Anita K. Jones

Perfection is achieved, not when there is

nothing more to add, but when there is
nothing left to take away.

—Antoine de Saint-Exupéry

in The Little Prince

( jyberspace is less secure than it was
40 years ago. That is not to say that
no progress has been made—cryp-

tography is much better, for example. But

more vital information is accessible on net-
worked computers, and the consequences of

intrusion can therefore be much higher. A

fresh approach is needed if the situation is to

improve materially.

The prevailing assumption continues. to
be that if systems were implemented cor-
rectly, the problem would be solved. Yet,
software engineers have tried to do that for
40 years and have failed. A 1993 report from
the Naval Research Laboratory (/) points to a
deeper problem. It analyzed some 50 security
breaches, angfouﬂd'ﬂ}gn_z@;ose cases,
the cod/&cﬁrrectly implemented the gpecifi-
catipfis—it was the specifications thatwere

‘ong. They handled the usual cases just

ut did not appreciate that under some cir-
cumstances, permitted actions or outcomges
were, in fact, security breaches.

A natural tendency is to declare a crisi§ and
cbmvene task forces and an army-of program-
mers to “fix” the security problem(s). But, as
detailed in Fred Brooks’ The Mythical Man-
Month (2), trying to get more “man months per
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calendar month” can actually make
the situation worse, not better. We
conjecture that a similar phenome-
non is occurring for cybersecurity.
The security model has remained
the same since the 1960s, and sofi-
ware engineers have added more
and more patches and widgets to try
to enforce that security model. The
complex interaction of this addi-
tional code with the extant code

The lack of security in cyberspace may be
addressed by learning from the strengths of
the Internet.

just provides more opportunities for
security faﬂures The cybersecunty community
A he-problem has been

used to discuss security: Hackers try to “bres
in,” “firewalls” protect the system, “i

d efense the nght underlymg m

Mg_l.rggg\_cﬂ'clet"ense does not protect
against the compromised insider. The Federal

Bureau of Investigation (FBI) has reported that
in one sample of financial systems intrusions,
attacks by insiders were twice as likely as ones
from outsiders—and the cost of an intrusion
by an insider was 30 times as great (3).
Second, it is fragile; once the perim-
efer-has-beenbreached, the attacker has

frec a0CE5s. Some Wil say that thisis why
“defense in depth™isneeded—but if each

layer is just another perimeter defense, all
',_,_._.....——————-—-—-'————-———-’—\_.)

cities or for the French in World War II (at
20 to 25 km deep, the Maginot Line was the
most formidable military defense ever built,
yet France was overrun in 35 days). And it has
not worked for cybersecurity. To our knowl-
edge no one has ever built a secure, nontrivial
computer system based on this model.

So, what might be an alternative approach?
We think vg/s_hnuld ake our cue from the

It is worth noting that the Internet suc-
ceeded so well precisely because it does so
little. At its core, the TCP/IP protocols, all
the Internet does is to promise “best effort”
message delivery. It does not promise that
the messages will arrive in the order in which
they were sent, that they will ever arrive at
all, or even that the same message will not
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arrive multiple times. All of the “smarts” of
the net are at its periphery and embedded in
“end—to—end” protocols defined

as, o%of the early soﬂware
ngmeers, made a proxkc\;catwe and, we think,
deeply important observation that helps to
explain the success of the TCP/IP protocols.
He pointed out that, when doing a design, the
hardest decision to change is the one you make
first, because all the subsequent ones to some
extent depend on it (5). The decision for

Is there an analogy to the Internet mes-
sage delivery design for security? Is there
some minimal mechanism that would allow
the construction of arbitrary end-to-end secu-
rity protocols and allow an arbitrary number
of these security protocols to coexist simulta-
neously? Is there a mechanism so simple that,
while adequate to support the construction of
security policies, does not preempt any deci-
sions on the definition of security or how it is
achieved? We think the answer is yes.

But why build multiple “end-to-end security
protocols” rather than one really good one? We
offer three reasons. ifferent applications
have different security ficeds: The requirements
of law enforcement emphasize the integrity

of the trail of evidence, the intelligence com-
munity is most concerned with disclosure of
sources and methods, legitimate access to elec-
tronic medical records may change dramati-

cally in enwfgeﬁc’ S, am'i' 50 Gn"fhe\pomt is

n6t;or at least not in the same way. The cur-
rent Intermet clienis Torm a predominantly
Wintel/Cisco monoculture, so a single flaw
can make alfost the etire Het valnerable to
the same attack. Incorporating mmuitiple secu-
rity policies and multiple implementations of
the same policy can dramatically reduce this
monog: nse-induced vulnerability.
16 reqmrements of future applica-
: ed AT THe same way
u ser—defmed, end-to-end commmunica-
tions protocols allowed new applications that
were not anticipated (such as the Web, search
engines, and e-comimerce), application-
defined security protocols could accommo-
date unanticipated security requirements.
The lack of cybersecurity has been a con-
sistent concern for 40 years. From time to time
that concern flares up, and society resolves to
“try harder;” but the number of intrusions and

their cost have only increased exponentially.
It is time to reexamine the basic assumptions,
like perimeter defense. Systems based on
those assumptions have consistently failed.
At least one alternative is an Internet-like
minimal mechanism that enables application-

of algorithms Kfiown as cryptographic pro-
tocols” for doing this-that require knowing
the pubhc key of an objeot— S0 WEs njecture
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Strategies to Get Arrested

Akira Ogawa and Ralf J. Sommer

can respond fo changing environmen-

tal conditions by arresting their devel-
opment. Animals in particular have invented a
repertoire of diapause programs. As the envi-
ronment can change at any step of an organ-
ism’s life cycle, many independent strategies
have evolved even within one species. Stud-
ies in the nematode Caenorhabditis elegans
are beginning to show not only the diversity
of these strategies, but also the genetic and
genomic mechanisms mediating the response.
On pages 994 and 954 of this issue, Kim ez al.
() and Angelo and Van Gilst (2) reveal how
members of two multigene families—nuclear
hormone receptors and G protein—coupled
receptors—perceive and translate environmen-
tal cues to regulate diapause stages in the larval

[ ?rom bacteria to vertebrates, organisms
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and adult reproductive stages, respectively.
C. elegans became a model organism in
part because of the ease with which it can be
cultured in the laboratory. On petri dishes
with Escherichia coli as food source, this ani-
mal can complete its life cycle in as little as
3 days (see the figure). However, this is only
observed when food is unlimited, a scenario
that is uprealistic in the natural world. Not sur-
prisingly, therefore, recent studies suggest that
in nature, C. elegans follows a different path.
Animals are most often found in the so-called
dauer stage, a developmentally arrested stage
(3). Lab-based studies revealed that the dauer
stage occurs when larvae have little food or are
exposed to high temperature or a high concen-
tration of dauer pheromone, which is secreted
constitutively by the members of a population
(4). Although the existence of a pheromone
was shown more than three decades ago, only
recently have studies characterized it as a com-
plex mixture of chemicals. Ascarosides, a class

Two gene families in the worm control
survival strategies in response to stressful
environmental conditions.

of glycosides with a dideoxysugar moiety and
variable side chains, regulate entry of larvae
into the dauer phase and also social behaviors
in adults (5-8). Genetic studies have identified
signaling systems involved in dauer regulation,
incloding insulin and transforming growth
factor-P signaling (9). However, how the daver
pheromone is sensed and how it is coupled to
signal transduction have not been clear.

Kim et al. report that two chemorecep-
tors that are G protein—coupled receptors—
srbe-64 and srbe-66—mediate the effects of
the dauer pheromone. When these two recep-
tors, which are expressed in a pair of sensory
neurons, were mutated, responses to ascaro-
sides were impaired. However, a nematode
strain carrying a mutation in both genes still
retained some responsiveness to ascarosides,
indicating that dauer pheromone perception
involves multiple receptors. The results alsc
reveal unexpected complexity in both pher
mone production and sensing.
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