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1 Introduction

In defining the XRI charter a number of important requirements have been gathered.  These requirements are laid out in this document to help others understand the motivations behind the XRI TC and to define the scope of the TC’s work.

While no one seems to be able to agree on exactly what digital identity is, it is clear that there is one architectural challenge common to all digital identity proposals: establishing an open standards-based infrastructure to enable the identification of resources—including people, organizations, applications, devices, and digital objects—and the sharing of data associated with these resources across domains, enterprises, and applications. Of the digital identity and data sharing standards efforts currently underway, none have yet resulted in an open, cross-domain, cross-application, type-neutral identification scheme. 
Some of these efforts emphasize particular data types, applications, or requirements. For example, SAML is concerned primarily with authentication and authorization assertions and currently doesn’t specify a way of identifying the parties involved in these assertions other than using URIs. The Liberty Alliance is concerned primarily with user identity and its application in Simplified-Sign-On and e-commerce. The IETF URN specifications and implementations such as Handle and DOI are focused on the need for identifier persistence. Other identification schemes have been in existence since the beginning of the Web but have ties to specific protocols, data models or hierarchical tree structures.  Examples include the HTTP URL scheme, DNS, and X.500.
The XRI TC is thus chartered to specify a domain-, application-, and transport-neutral identification scheme and accompanying data exchange specifications to support distributed directory and data exchange infrastructure. Specifically, it intends to deliver the following items:
· A URI scheme and a URN namespace specification for resources (a resource being anything represented on a network, including people, organizations, machines, applications, data, and concepts).

· A basic set of data exchange primitives based on XRIs and an architecture upon which more complex data exchange scenarios can be built.

· A schema for associating metadata with the resource identified by an XRI.


· 
· 
· 
· 



· 
· 
· 
2 Definitions

Attribute – data associated with a resource. An attribute in the context of one resource may be a resource itself in another context.
Authority – A resource representing a resource controller responsible for making assertions about the identity or attributes of another resource.
Delegation – The act of a resource controller granting control of a resource to another resource controller.
Digital Identity – A representation of a resource on a network. This term is most often used to refer to the digital representation of a resource that has a separate real-world identity, such as a person or organization. A resource that lives only on the network, such as a digitial file, is typically referred to simply as a resource.
Domain – A logical concept in networking meaning a zone of control, administration, authority, trust, or policy enforcement. For example, a “trust domain” is a zone (a network, or collection of machines, or other logical partition) where all entities have a certain level of trust not afforded outside that zone. A "host domain" is a zone where all the resources are physically hosted and administered together. A "legal domain" is a zone where all the resources are under the control of the same resource controller.
Federation
 – An architecture which allows resource controllers to delegate authority to other resource controllers for purposes of registering and resolving identifiers.
Identifier – A data object 
used to uniquely address a resource.
Resource – An entity represented on a network. Resources can include people, organizations, machines, applications, data, and concepts.
Resource Controller – the person or organization responsible for the definition and attributes of a resource. A resource representing a resource controller is often referred to as a digitial identity.
Version – a state of a resource or an attribute that can be identified apart from other states.
3 Requirements

Various identifier schemes have been created for identifying resources, but for a variety of reasons, they do not meet the requirements for a general purpose, extensible identification scheme. These existing schemes are:
· Tied to a particular application (e.g. email addresses).

· Tied to a particular data type (e.g. users/user identity)

· Tied to a particular transport scheme and thus imply an infrastructure which may not always be desired (e.g. HTTP URLs).

· Tied to a particular data or representation type (e.g. LDAP OIDs) and thus are limited in scope or use.
Once an abstract, application-independent scheme exists for identifying a resource and its associated data, it invites an abstract, application-independent mechanism for exchanging this data. To meet this need, the XRI TC will define a very basic set of data exchange primitives, based on the REST architecture that uses a small set of “verbs” (operations) and a large set of “nouns” (e.g. identifiers of resources). This architecture is closely modeled after the original intent of the WWW, and seeks to extend the success of the WWW to more general inter-application communication over the Internet.
Following the promise of the REST architecture, more complex interactions can be built from this basic data exchange architecture. These interactions can be as rich as the most complex b2b scenarios, as shown by the ability of the WWW to support a wide variety of e-commerce scenarios with only the most basic of operations. 

A third requirement of application-independent data exchange is a standard mechanism for associating metadata with a resource and its data. Such a mechanism can:
· Standardize basic metadata about the data (e.g., timestamps, version numbers, namespaces, encodings, etc.)

· Control data exchange via the protocol described above

· Create and maintain links between associated pieces of data, including federating data across physical locations. This allows collections of physical data to be recognized as a single logical “digital identity.”
3.1 Applications
The XRI specifications:

1. Should support identifying any type of resource (parties, devices, applications, data, concepts) in inter-domain transactions of any type.
2. Should support cross-domain web services message routing.
3. Should support inter-directory and metadirectory data exchange.
4. Should support “digital identity” applications of any type.
5. Must support 
6. 

7. 
8. 
9. association of arbitrary data with identified resources (i.e., enable identification of attributes of the resource).
10. Should be able to be deployed privately within a community of interest, and later federated with other communities.
11. 
3.2 Identifiers

The XRI scheme:
1. Must conform to the URI specification (RFC 2396).
2. Must support the use of identifiers based on other URI schemes (by syntactic encapsulation).
3. Must not be tied to a particular network transport.
4. Must require no central root (but can support one).
5. Must support permanent identifiers (identifiers that do not change when attributes of the resource they identify change, and which are not reassigned to another resource if the resource they are originally assigned to is removed from the network).
6. Must support human-friendly identifiers (readable, memorable, expressable).
7. Must support machine-friendly identifiers (efficient delegation, federation, resolution, and caching).
8. Must support location-independent identifiers (identifiers that identify the same logical resource in different physical locations on the network).
9. Must support cross-referenceable identifiers (identifiers that identify the same logical resource in the context of different parent resources).

10. Must support identification of attributes of a resource.
11. Must support identification of different versions of a resource or its attributes.

12. 
13. 
14. Must not require use of personally identifiable information.
15. 
16. Should support URI-based technologies (e.g., semantic web and topic maps).
17. Must allow identification of resources with no network-accessible representation (i.e., without any data representation on the network).
The XRID namespace
:

1. Must conform to the URN specification (RFC 2141).
2. Must be capable of being encapsulated in the XRI scheme.

3.3 Data Exchange and Data Protection
Data exchange based on the XRI specifications:

1. Should allow for exchange of XRI-identified resources and attributes between directories and other databases.
2. Must support control of the security associated with the data exchange channel.
3. Must support common security frameworks (e.g., SAML, WS-Security, etc.)

4. 
5. Should be extensible to other controls on data exchange including synchronization, usage directives, retention policies, and other permissions.
6. 
7.  
8. [need to enumerate list of other “expected” data protection features/requirements]
3.4 Federation and Delegation
The XRI specifications:
1. Must support the federation of namespaces between authorities (i.e., using an identifier that is managed elsewhere).
2. Must enable resources or attributes physically hosted across multiple domains to be linked to form a single logical resource.
3.5 Resolution

Resolution of an XRI identifier:

1. Must not require a centralized root directory.
2. Must support completely decentralized resolution.
3. Must support completely centralized resolution.
4. Must not require DNS (though it may use it).
5. Must support trusted resolution, i.e., a level of certainty or trust that an identifier is resolved to the resource to which an authority assigned it.
6. 
3.6 Specifications
The XRI specifications:

1. Must be royalty-free
.
2. Must be language
- and application-independent.
3. Must leverage and integrate with other specifications from IETF, W3C and OASIS – particularly XML specifications, web services specifications (SOAP, WSDL, et al) and XML and web service security specifications (SAML, WS-Security, et al).
4. Should be easy to implement, requiring minimal new technology investment.
4 References

· Tim Berners-Lee, et. al, "Uniform Resource Identifiers (URI) Syntax", RFC 2396, August 1998.

· R. Moats, "URN Syntax", RFC 2141, AT&T, May 1997.
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�PAGE \# "'Page: '#'�'"  ��I've been meaning to bring this up for awhile. I think it's time to end the confusion over the term "URN" once and FOR ALL. To call a persistent identifier a "name" was just a huge mistake. In every computer system I know of a persistent identifier is called an ID or something similar. Let's not persist this misnomer any further. Let's make it clear that the URN namespace associated with XRIs is an namespace of IDs by simply calling it XRID. It also intuitively suggests how XRIDs are a subset of all XRIs.
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�PAGE \# "'Page: '#'�'"  ��Need use cases.
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