Memorandum
TO:

OASIS XSPA Technical Committee

FROM:
Richard Franck, IBM

DATE:

June 12, 2009

SUBJECT:
Comparison of attributes in NHIN Specifications and XSPA profiles

This memorandum describes the similarities and differences between the XACML and SAML attributes defined by the NHIN Trial Implementation specifications (in two documents, the NHIN Authorization Framework, and the NHIN Consumer Preferences specification), and the draft profiles of XACML and SAML developed by OASIS through the XSPA, SAML, and XACML technical committees.

As background, it is important to keep in mind that the work of the XSPA Technical Committee and the NHIN Trial Implementations technical committee occurred largely in parallel during 2008, with little to no interaction between the two groups.  The NHIN work, in particular, took place in a “closed” environment created by the contracting mechanisms of the Office of the National Coordinator.

The table on page 2 shows all of these attributes in one place.  Only a subset of the attributes defined by OASIS are described; other attributes included in the XSPA profiles are, at this time, not part of the existing NHIN specifications.  Thus, there is no conflict between the two sets of specifications and these attributes are not discussed in this memorandum.  

Starting on page 3 are a list of recommendations to the NHIN Specifications Factory and to the OASIS technical committees.  These recommendations could be summarized as follows:

1. OASIS should add attributes definitions to its profiles to cover some additional elements defined by the NHIN specifications, including start/end date, and unique document ID, and revise the definitions of some attributes to avoid ambiguity.

2. The XSPA committee should harmonize the value sets for allowed values of coded elements for some of these attributes between OASIS and NHIN, and reflect these in the XSPA profiles.

3. The NHIN Specifications Factory should adopt the revised XSPA profiles, replacing the equivalent capabilities in the existing NHIN specifications.

In this memo, I have not gone into great detail on the justification or argument for these recommendations.  I look forward to discussing these in more detail on the mailing list or technical committee calls.
	Attribute Description
	NHIN Attribute Name
	XSPA Attribute Name
	Notes

	Consumer (patient) ID
	http://www.hhs.gov/healthit/nhin#subject-id

Note:  This Attribute Name applies to a XACML policy; in a NHIN transaction, the patient ID is not carried in SAML, but if relevant is carried in the body of the request.
	urn:oasis:names:tc:xacml:2.0:resource:resource-id
	The XSPA definition of “resource-id” is not consistent between the SAML profile and the XACML profile.  “resource-id” does not seem appropriate to describe the patient ID.

	Action
	urn:oasis:names:tc:xacml:2.0:action
	urn:oasis:names:tc:xacml:1.0:action:action-id
	the NHIN value is in error, should be 1.0

	User Role (Structural)
	urn:oasis:names:tc:xacml:2.0:subject:role

(“UserRole” is used in SAML).
	urn:oasis:names:tc:xacml:2.0:subject:role
	

	Resource Type/ Document Class code
	http://www.hhs.gov/healthit/nhin#document-class
	urn:oasis:names:tc:xspa:1.0:resource:hl7:type
	this is perhaps an inexact map b/w NHIN and XSPA

	Unique Document ID
	http://www.hhs.gov/healthit/nhin#document-id

Note:  this attribute is carried in the body of a “Retrieve Document” request, not in the SAML header.
	
	

	Rule start date
	http://www.hhs.gov/healthit/nhin#rule-start-date
	
	

	Rule end date
	http://www.hhs.gov/healthit/nhin#rule-end-date
	
	

	Subject (User) ID
	urn:oasis:names:tc:xacml:1.0:subject:subject-id
	urn:oasis:names:tc:xacml:2.0:subject:subject-id
	the xspa value is in error, should be 1.0

	Purpose for Use
	http://www.hhs.gov/healthiest/nhin#purpose-for-use

“PurposeForUse” is used in SAML.
	urn:oasis:names:tc:xspa:1.0:subject:purposeofuse
	

	Organization (coded)
	
	urn:oasis:names:tc:xacml:2.0:subject:locality
	I can't find this tag in the XACML spec

	User Organization (free text)
	UserOrganization
	urn:oasis:names:tc:xspa:1.0:subject:organization
	

	
	
	
	


Recommendations

1.  Consumer (patient) ID

a)  Define a new attribute identifier in the XSPA namespace.  Suggestion:   

urn:oasis:names:tc:xspa:1.0:resource:patient:patient-id
b)  The NHIN specifications define the patient ID to be an XML complex data type that mirrors the HL7 V3 Identified Instance (“II”) type.  

<xsd:complexType name="InstanceIdentifier">

    <xsd:attribute name="root" type="xsd:string"/>

    <xsd:attribute name="extension" type="xsd:string"/>

</xsd:complexType>

<xsd:element name="PatientId" type="nhin:InstanceIdentifier"/>

The XSPA specification does not describe the format for a patient ID.  
XSPA should adopt the NHIN convention; however, instead of defining a new data type in a separate namespace, the XSPA specifications should reference the HL7 “II” data type.  
c)  Update the NHIN Specifications to define the Patient ID to be a “Resource Attribute” rather than an “Environment Attribute”.

2.  Action
a)  Adopt the XSPA attribute name for the NHIN specifications.

b)  The Action should be allowed to use one of the following values for its DataType attribute :
· http://www.w3.org/2001/XMLSchema#anyURI
· http://www.w3.org/2001/XMLSchema#string

When the data type is “anyURI”, the value should be a the “Action” carried in the SOAP header of the transaction to which it applies.  This usage would be suitable for any SOA environment, and is the convention that should be adopted by the NHIN.

When the data type is “string”, the values from the HL7 RBAC permission catalog may be used.

3.   Structural Role

a)  Adopt the value set for Structural Role from the NHIN Authorization Framework specification (utilizing SNOMED CT codes) into the XSPA SAML profile.

This value set was created based on the roles defined in ASTM E1986-98.  We believe that all roles defined in ASTM E1986 can be represented in this value set, though not all at the same level of granularity described by ASTM.  
We believe that this value set is more appropriate than a value set based on NUCC codes, because:

· NUCC codes are too granular and would result in a value set that is much too large.  Although NUCC codes follow a hierarchy, the non-leaf nodes of the hierarchy are not assigned codes by NUCC.

· NUCC does not include non-clinical roles that are listed in ASTM 1986, such as “patient”, “lawyer”, and “System Administrator”.

b)  The NHIN specifications define the data type of the subject-role attribute to be an XML complex data type, mirroring the HL7 “CE” data type, as follows:

<xsd:complexType name="CodedElement">

    <xsd:attribute name="code" type="xsd:string"/>

    <xsd:attribute name="codeSystem" type="xsd:string"/>

    <xsd:attribute name="codeSystemName" type="xsd:string" use="optional"/>

    <xsd:attribute name="displayName" type="xsd:string" use="optional"/>

</xsd:complexType>

The XSPA specification should adopt the NHIN convention; however, instead of defining a new data type in a separate namespace, the XSPA specifications should reference the HL7 “CE” data type.  

4.  Resource Type

a)   Adopt the XSPA Attribute Name (urn:oasis:names:tc:xspa:1.0:resource:hl7:type) in the NHIN specifications.

Question:  Does the “hl7” in this attribute name really belong?

b)  Allow the list of Document Class Codes defined in HITSP C80 as valid values for this attribute.  

Question:  Should this list of Document Class Codes be added to the HL7 RBAC Permissions Catalog?

5.  Unique Document ID

a)  Use the Attribute Name urn:oasis:names:tc:xacml:2.0:resource:resource-id to represent the Unique Document ID.
b)  Update the definitions in the XSPA SAML profile and XSPA XACML profile to define this attribute as:  “A unique identifier to the resource for which access is being requested.  A resource may be an information resource or a process or workflow resource.”
6.  Rule Start Date
a)  Add an attribute “Rule Start Date” to the XSPA XACML profile to be defined as “The earliest date/time that this policy directive is valid.”  Suggested attribute name:

urn:oasis:names:tc:xspa:1.0:environment:directive-start-date

Note:  this attribute name is not required in the XSPA SAML profile, since the current time is carried in the WS-Security header that wraps the SAML assertion. 

7.  Rule End Date

a)  Add an attribute “Rule End Date” to the XSPA XACML profile to be defined as “The latest date/time that this policy directive is valid.”   Suggested attribute name:


urn:oasis:names:tc:xspa:1.0:environment:directive-end-date

Note:  this attribute name is not required in the XSPA SAML profile, since the current time is carried in the WS-Security header that wraps the SAML assertion. 

8.  Subject ID and Subject Name

a)  Revise the XSPA XACML profile to correct to the Attribute Name to urn:oasis:names:tc:xacml:1.0:subject:subject-id as defined by XACML.
b)  Change the attribute in the XSPA SAML profile to represent the Subject Name to be urn:oasis:names:tc:xspa:1.0:subject:subject-name.   

The “subject-id” attribute does not need to appear in the XSPA SAML profile, since the subject ID is always carried in the /Assertion/Subject/NameID element of the SAML assertion.  

c)  Adopt the Attribute Name urn:oasis:names:tc:xspa:1.0:subject:subject-name for the NHIN for “user name”.
9.  Purpose for Use

a)  Adopt the XSPA-defined Attribute Name (urn:oasis:names:tc:xspa:1.0:subject:purposeofuse) for the NHIN.

b)  Modify the NHIN specification to define Purpose For Use as a “Subject Attribute” rather than an “Environment Attribute”.

c)  Adopt the value set from the NHIN Authorization Framework into the XSPA SAML and XSPA XACML profiles.  Update the NHIN-specified value set to include “Request of the Individual” and “System Administration”, using the values “REQUEST” and “SYSADMIN”.  

We believe that this value set is more appropriate than the value set defined in the XSPA SAML profile because:

· it follows HL7 vocabulary guidelines (e.g. coded values do not have spaces in them)

· it is more comprehensive than the value set identified in the XSPA profile.

Note:  The NHIN Specifications define the data type of the Purpose for Use attribute to be an XML complex data type, mirroring the HL7 “CE” data type, as shown in #3 above:

Question:  is it necessary to use the coded element data type, which carries both the code and code system?  or is it sufficient to treat this as a simple string and require conformance to the recommended value set, which makes the “codeSystem” attribute redundant?

10.  Organization
a)  Update the XSPA SAML and XSPA XACML specifications to define the following attributes (replacing the ones used currently):

· urn:oasis:names:tc:xspa:1.0:subject:organization-name

· urn:oasis:names:tc:xspa:1.0:subject:organization-id
b)  Adopt both of these attributes for the NHIN specifications.
Note:  The NHIN Specifications Factory has a work item to describe a scheme for unique organization identifiers to be used on the NHIN.
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