


Need for XSPA Profile of WS-Trust
1. Introduction

This document was written to document the perceived need of a Cross-Enterprise Security and Privacy Authorization (XSPA) Profile of WS-Trust for Healthcare. 

Several references are available that describe WS-Trust and how WS-Trust can be used in a healthcare scenario: 
1) PowerPoint presentation “Specification Features in Selected Application Scenarios; Understanding WS-Federation” [SCEN 07] Marc Goodner, Microsoft Corporation, made at the inaugural meeting of the OASIS WS-Federation TC; June 6, 2007.
2) “Understanding WS-Federation,” [UNDER 07] Marc Goodner, Microsoft Corporation, Maryann Hondo, IBM, Anthony Nadalin, IBM, Michael McIntosh, IBM, and Don Schmidt, Microsoft Corporation; May 28, 2007.
3) WS-Trust 1.4 OASIS Standard, [WS-TRUST 09] Anthony Nadalin, IBM, Marc Goodner, Microsoft, Martin Gudgin, Microsoft, Abbie Barbir, Nortel, Hans Granqvist, VeriSign Eds., February 2, 2009.
This document will focus on the basics of WS-Trust and how it can be useful in healthcare scenarios.  The information will be used to explore the necessity of an XSPA profile of WS-Trust and what functionality should be included in the Profile.
1.1. WS-Trust
The WS-Trust provides for security token exchange enabling the issuance and dissemination of credentials within different trust domains. The specification provides methods for: 1) issuing, renewing, and validating security tokens and 2) broker trust relationships. Using WS-Trust, applications can engage in secure communication designed to work within the general web services framework. The general WS-Trust security model is described in Figure 1.
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Figure 1: WS-Trust General Security Model
WS-Trust provides a Web Services Trust model that facilitates corrective and adaptive exchange of claims required of the requestor by the web service.  That is, if the requestor does not have the necessary token(s) to prove required claims to access a service, it can contact appropriate authorities (as indicated in the service's policy) and request the needed tokens with the proper claims.  The WS-Trust standard also defines a general mechanism for multi-message exchanges during token acquisition. That is, if the service requires, for example, proof of current medical accreditation of a hospital or a physician, the specification describes how a token from a certifying authority can be included in the request.

The WS-Trust standard provides the added benefit of working with existing technologies such as X.509 public-key certificates, XML-based tokens, Kerberos shared-secret tickets, and password digests.  The specification can also be in combination with the WS-Security and WS-Policy primitives to construct higher-level key exchange, authentication, policy-based access control, auditing, and complex trust relationships.  That is, services can reject a request with information on which security tokens are required for success, allowing the requester to resend the request if they are able to acquire the required tokens.

1.2. Healthcare Business Drivers
In order to secure a communication between two parties, the two parties must exchange security credentials (either directly or indirectly). However, each party needs to determine if they can "trust" the asserted credentials of the other party. The need to trust credentials from an unknown party could occur when a doctor was delivering emergency healthcare treatment at a facility outside the patient’s healthcare network.  Alternatively, the requestor could be providing normal healthcare treatment but from a specialty healthcare provider outside the patient’s frequented healthcare network.  Additional scenarios could involve private or government insurers or payers that must verify protected healthcare information before making a reimbursement.  These possible scenarios demonstrate a need for establishing trust in real time using standards such as the OASIS WS-Trust standard.
The goal of WS-Trust is to enable applications to construct trusted SOAP message exchanges and the brokering of trust between parties. WS-Trust provides a protocol neutral way to issue, renew, and validate these security tokens. As discussed above, WS-Trust is intended to provide great flexibility, therefore use of WS-Trust without an XSPA Profile for Healthcare could result in conflicting implementations that would slow down the advance of an interoperable exchange of protected healthcare information.
2. Native WS-Trust 

The WS-Trust standard describes the basic structure of token request and response elements identifying the general mechanisms and most common sub-elements. An XSPA profile of WS-Trust for Healthcare would describe these elements with the specificity required for interoperability among healthcare providers.  Adoption of the profile by organizations such as the Health Information Technology Standards Panel (HITSP) and the Office of National Coordinator (ONC) would provide a national standard that would encourage the use of WS-Trust adding efficiency and flexibility to healthcare delivery.
.
3. Healthcare Scenarios

Use of WS-Trust within healthcare was explored in documents developed by members of the WS-Federation effort. Specifically, [UNDER 07] describes a healthcare scenario centered on patient record accessed in an emergency situation. The scenario describes the use of WS-Trust mechanisms before extending their discussion to proposed WS-Federation features. We will highlight the WS-Trust concepts in our discussion below.
The scenario describes a Medical Authority that serves as a regional or national body that certifies doctors, hospitals and other healthcare facilities within its area of jurisdiction. Doctors log into their hospital’s system and receive tokens used in a Medical Authority “trust fabric.”  In order to access medical systems on an unrelated hospital system, the doctor must present two tokens, his hospital token and the certification token.
As described in the scenario t he Primary Care Provider STS may require two tokens for authorizing a request to issue token authorizing access to a medical record, i.e., a token issued by the Medical Authority of a licensed physician and a token from a medical facility certifying the requestor is on duty.  With these tokens the Hospital can make a successful request to the emergency service endpoint.  In the scenario WS-Trust allows the ER Doctor to quickly identify Carol’s allergy to one of the medications he was considering and allows him to choose the safer alternative. 

The XSPA profile of WS-Trust would be expected to carry attributes now specified in the XSPA profile of SAML -- providing the basis for coarse and fine grain authorizations.  In addition the XSPA profile of WS-Trust would specify the WS-Trust attributes that should be used in an interoperable exchange.  In addition, the XSPA Profile of WS-Trust could also offer guidelines on when and how to use certifying authorities in developing a web services trust fabric.

As described in [UNDER 07], there are real benefits to healthcare providers and practitioners to participate within trust frameworks. There are naturally many participants within this framework and it would not be feasible for all of them to know of each other in advance. There are many instances where it is useful to be able to dynamically recognize other valid participants and get (provide) access to resources from (to) them. A XSPA Profile of WS-Trust would promote use of a trust fabric and ensure interoperability in the future.
4. Summary

1. WS-Trust can provide a mechanism of securely exchanging protected healthcare information between parties that do not have a pre-existing trust relationship (emergency or disaster recovery scenarios).  

2. WS-Trust is too flexible; providing an XSPA profile would promote adoption and interoperability.

3. WS-Trust incorporates the ability to reply to a request with claims need to make the request successful.

4. WS-Trust allows the use of multiple tokens, providing additional accreditation etc. required to access protected healthcare information.
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