This table of HL7 DAM classes indicates which classes would be used in each of the three XSPA-I profiles.  Based on this analysis, the XSPA profiles will be updated to reflect these classes and international standards support for attributes that correspond to the DAM classes.

	
	Class
	Description
	WS-Trust
	SAML
	XACML

	1
	Permission

	This class corresponds to a Role-Based Access Control (RBAC) permission. It specifies an information object and action/operation allowed on that object. A permission contains one operation and

precisely one information reference.


	X

	X
	X



	2
	PermissionCatalog
	The permission catalog specifies a set of standard permissions. The permission catalog is the subject of separate HL7 standards. This reference is intended to show it relates to the rest of the information classes required to support the use cases.
	
	
	

	3
	AuthorizationPolicy


	AuthorizationPolicy is a specialization of a BasicPolicy and is used to describe an authorization

policy that may be exchanged across domains. An instance of AuthorizationPolicy specifies 'permitted actions' according to ISO 22600-2. A positive (or negative) AuthorizationPolicy defines the actions ('OperationType') that a subject is permitted (or forbidden) to perform on a target. Actions encoded using the 'OperationType' class represents the operations defined in the interface of a target object. The following are attributes of an AuthorizationPolicy:
	X
	
	

	4
	BasicPolicy
	This is the base class for a variety of policy types. It extends the abstract Policy class and provides additional attributes. This class may be used to instantiate specific policies. ISO-22600-2 specifies a Security Policy as 'plan or course of action adopted for providing computer security'. BasicPolicy is a specialization of the abstract Policy class and inherits all its attributes. It also defines additional attributes and associations:
	X
	X
	X

	5
	ObligationPolicy
	An obligation policy may be used to specify additional privacy preferences specified by a client/patient. An ObligationPolicy may be specified in addition to a ConstraintPolicy to fully describe a client's access control preferences. In some cases, an obligation policy may be used to indicate that the receiver of an information object may not be allowed to re-disclose or persist that information object

indefinitely. According to ISO 22600-2, ObligationPolicy instances 'are event-triggered and define actions

to be performed by manager agent'.


	
	
	

	6
	RefrainPolicy
	A refrain policy is used to indicate that a specific action is prohibited based on specific access control attributes (e.g., purpose of use, information type, user role, etc.). It is a specialization of the “BasicPolicy” class. It does not have any additional attributes but implies different behavior. ISO 22600-2 species that a RefrainPolicy 'defines actions the subjects must refrain from performing'.
	X
	X
	

	7
	Access
	This class represents those operations that deal with access to Protected Information (PI).
	
	
	

	8
	Collection
	This class represents those operations that deal with collecting PI.
	
	
	

	9
	Disclosure
	This class represents those operations that deal with disclosure of PI.
	
	
	

	10
	Use

	This class represents those operations that deal with the use of PI for various purposes.


	X
	X
	

	11
	Functional Role
	Functional Roles can be grouped according to their authorization to access Protected Information (PI) and perform various operations on health care information. For example, a health care provider in Organization A is authorized to access PI from Organization B (when Organization A and B have entered into a trusted relationship) if that provider is associated with the Functional Group whose permissions grant access per that FunctionalRole. In summary, the functional role defines the access control decision. A functional role is bound to a policy.
	X
	X
	X

	12
	Location
	Access may be granted only to initiators on specific end-user systems, workstations or terminals or only to initiators in a specific physical location. This class is required to support user authorization as specified by the business requirements (Security use case S.1).
	X
	X
	X

	13
	OperationType (Abstract)
	This abstract class specifies the permission that is assigned by the consenter to specific users of a client's health record information. The permission may control collection, access, use or disclosure of a specific type of Protected Information.
	
	
	

	14
	SecurityRole (Abstract)
	ISO/TS 22600-2 – Heath Informatics – Privilege Management and Access Control defines methods for managing authorization and access control to data and/or functions. It accommodates policy bridging. Privilege management and authorization may be based on roles that individual actors or groups of individual actors play. ISO-22600-2 specifies a Role as 'set of competences and/or performances which is associated with a task'. A SecurityRole is a specialization of the class CompositePolicy that defines a group of policies (authorization, obligation, delegation and refrain policies). A 'SecurityRole' is an abstract class that is equivalent to 'Role'. FunctionalRole and StructuralRole are specializations of the abstract SecurityRole class.
	
	
	X

	15
	UserIdentity
	This class is used to specify the attributes identifying the user of a system used to access Protected Information.
	
	
	X

	16
	CompositePolicy
	This class is the focal class for electronic privacy policies. It contains a set of basic policies that work together to enforce a privacy policy, organizational standard operating procedure, or a privacy consent directive. Its basic characteristic is that it contains other policies. An instance of a CompositePolicy may include several Authorization, Delegation, Refrain, or Obligation policies. A CompositePolicy is specialization of the abstract Policy class and inherits all its attributes and associations. In addition to the attributes it inherits from its base class ('Policy'), this type of class contains the following association and attribute:
	
	
	

	17
	ConstraintPolicy
	A constraint policy is intended to constrain an existing policy. For example, a ConstraintPolicy instance may be used to represent a privacy consent directive that sets specific ‘limitations’ on a default organizational policy regarding substance abuse data (e.g., 42 CFR Part 2). A policy (BasicPolicy or CompositePolicy) can be constrained by the use of profiles for tailoring a policy instance. Complex constraints (e.g., an OCL expression) may be applied and managed separately. For this definition and for management purposes, it is possible to separate externally-defined constraints and specify a 'ConstraintPolicy' with clearly defined associations to the constrained policy according to component model principles. Effectively, the result of applying constraints is just another CompositePolicy.
	
	
	

	18
	DelegationPolicy
	A delegation policy is intended to assign access rights to a specific individual or organization (a grantee). ISO 22600-2 defines delegation as 'conveyance of privilege from one entity that holds such privilege, to another entity'. A DelegationPolicy 'defines what authorizations can be delegated to whom'.
	
	
	

	19
	Policy (Abstract)
	This is the abstract class from which all concrete policy classes in this model are derived and instantiated. Because this class is abstract, it cannot be instantiated as a security policy for healthcare, however, it specifies the properties reused by all policies. ISO 22600-2 specifies a policy as 'set of legal, political, organizational, functional and technical obligations for communication and cooperation'.
	
	
	

	20
	Client
	This class is intended to capture the properties of a Client/'Patient' who is the subject of a privacy ConsentDirective. See 'Actors' specified in the Use Case Analysis for additional detail. The consenter may be the person whose preferences it represents (the client/patient) or their designated Substitute Decision Maker (SDM).
	X
	X
	X

	21
	ClinicalCondition
	This class is used to represent the health condition(s) associated with the policy. Conditions when specified, are coded concepts expressed in a standard vocabulary (e.g., LOINC, SNOMED CT, etc.). These may include indications of 'substance abuse' or 'HIV-related' illnesses, etc. An obligationCode may be implemented as a 'condition'.
	
	
	

	22
	ClinicalDocument
	This class is used to illustrate some of the contents of a clinical document that may be referenced by a security policy.
	
	
	

	23
	DataIntegrity
	Data integrity is an implied privacy concept but it is explicit in security policy specifications.
	
	
	

	24
	Diagnosis
	Identification of a condition, disease, disorder, or problem by systematic analysis of the background or history, examination of the signs or symptoms and evaluation of the research or test results.
	
	
	

	25
	Encounter
	An interaction between a client/patient and care provider(s) for the purpose of providing healthcare-related service(s).
	
	
	

	26
	HealthRecord

	This class is used to store a reference to the health record that is the subject of the consent rules in the privacy Consent Directive.
	
	
	

	27
	InformationObject
	This class represents a reference to specific type of information object that may be referenced by a policy. This information object refers to the types of objects that may be used in a permission (e.g., a category of lab orders, document types, etc.)
	
	
	

	28
	InformationReference
	This class and it associations specify the attributes of the Protected Information referenced by a policy.
	
	
	X

	29
	PolicyProgramPaymentSource (Abstract)
	This abstract class specifies the source of payment for the healthcare services documented by electronic health records. In order to meet specific privacy policy needs, it is necessary to specify if the information protected by the rule was produced through public healthcare services or other type of insurance.
	
	
	

	30
	Population
	This class specifies that the target of a policy may be an entire population. This class may be used to specify a privacy policy that applies to a specific group or population.
	
	
	

	31
	PrivateInsurance
	This class references the insurance or self-pay type used by the client/patient to obtain the

services that produced health records that include Protected Information. This class is specified to draw a clear distinction between the privacy policies that affect patients who receive healthcare services paid by public programs versus private insurance or self-pay.
	
	
	

	32
	PublicServices
	This class references the public service program that produced the information. This may be an important criterion in privacy policies - especially jurisdictional policies. This class is specified to draw a clear distinction between the privacy policies that affect patients who receive healthcare services paid by public programs versus private insurance or self-pay.
	
	
	

	33
	Section
	A section is a context that subdivides the body of a clinical document. Document sections are typically used for human navigation, to give a reader a clue as to the expected content. Document sections are used to organize and provide consistency to the contents of a document body.
	
	
	

	34
	SubjectOfRecord (Abstract)
	This abstract class represents the type of subject of record: client/patient or population.
	
	
	

	35
	Authority (Abstract)
	This abstract class is used to designate the authority that issues the policy. Authority is an organization (either Jurisdictional or Provider) that is responsible for the Privacy Policy. This is the authority that grants authorizations described in the privacy policy. This class is consistent with the 'Security Authority' specified by the ISO/IEC 15816 standard as 'the entity accountable for the

administration of a security policy within a security domain'.


	
	
	

	36
	Consenter
	This class is intended to capture the properties of a Consenter/Substitute Decision Maker – see 'Actors' in Section 3.1.
	
	
	

	37
	Grantee (Abstract)
	This class is used to delegate specific rights to a grantee (such as a Client or Clearinghouse). The 'Grantee' is not necessarily an authority; the Grantee may be a client, Substitute Decision Maker, or an organization. For example, in the case of substance abuse related information, under certain conditions the authority to grant, withhold, or withdraw consent to the disclosure of the information is granted to the client. In another example, a Clearinghouse may act as an agent/proxy for a provider organization as an intermediary and therefore can be a grantee as well.
	
	
	

	38
	JurisdictionalOrganization
	This class is used to represent a territorial authority organization that may be issuing privacy policies for a territory.
	X
	X
	

	39
	PrivacyPolicy
	This is the focal class for electronic privacy policies. It contains a set of rules that are intended to be enforced by security systems and are used as the basis for client privacy consent directives. This class encapsulates the location of a human-readable version of the Electronic Privacy Policy. The human-readable version is accessible to any authorized system and user via the supplied URI.
	
	
	

	40
	PrivacyRule
	A PrivacyRule specifies the permission allowed to a user type by the consenter for a specific type

of information. The person consenting may be either the subject of the record (the client) or the client's

designated Substitute Decision Maker. One or more PrivacyRule instances comprise a privacy Consent

Directive or PrivacyPolicy. A PrivacyRule is equivalent to a BasicPolicy. A specific individual’s privacy consent directive consists of several rules that map to BasicPolicy instances. A PrivacyRule, from the Privacy viewpoint perspective, is equivalent to a BasicPolicy from a Security viewpoint perspective. BasicPolicy instances comprise a CompositePolicy and PrivacyRule instances are grouped together to form a ConsentDirective.
	
	
	X

	41
	ProviderOrganization
	This class is used to specify a healthcare provider and its most important attributes.
	X
	
	X

	42
	ConsentDirective


	This is the focal class representing a set of privacy consent directives issued by a consenter on behalf of self or someone else. This is the root or entry class into the privacy ConsentDirective structure. The privacy ConsentDirective may be published to a registry. If a client’s privacy consent directive is published, a URL/URI is made available for reference. The client may use this URI to allow providers access to the privacy consent directive created by the consenter.
	
	
	


